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op of Mind (1)

* |Pv4 Run-Out is the primary near-term concern for
operators at the moment

= “  Less than 10% of IPv4 Addresses Remain
Unallocated..”

http://www.nro.net/media/less-than-10-percent-ipv4-addresses-
remain-unallocated.html

IPv4 address utilization: 2000 vs. 2010

= Big Challenge: Maintain Miions
Business Continuity Post
Run-Out

100% = 3,706,650,624 |IPv4 addresses

January 1, 2000 January 1, 2010

Source: http://lwww.bgpexpert.com/addrspace2009.php




op of Mind (2)

* Entering prolonged (permanent?) state of IPv4
and IPv6 Coexistence

* |Pv6 Transition Efforts heating up
“Running code” deployments are happening now
Content coming On-line — e.g. Google YouTube IPv6
Whole space beginning to settle down

* “We need less tools and more transitioning” —
Lars Eggert, IETF/76




op of Mind (3)
Framing the Problem and Solution Space
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Picturing an SP-Class Transition Vehicle

SP-Class Transition

gustomers/ SP IP Networks Vehicle
ubscrlbers !

: Per-AF

: Routing space SerV|.ces Service

Engine Virtual Interfaces E
Prlvate IPv4 i

|

1

1

1

1
e '

I

I

I

1

<

1

1

1

I

I

I

1

1

1

Dual-Stack

e

Functions!
]

Public Internet

Public IPv4
Internet

|IPVv6
Internet




What i1s CGv6?




What is CGv6?

= Solutions that enable IPv4 to IPv6 Transition

= Offers set of functions that can be deployed as needed
to achieve:

IPv4 Preservation — continue to use existing legacy IPv4
assets, infrastructure, back-end ops, etc. as needed in the post-

IPv4 run-out world
Incremental IPv6 Transition — select network elements

supporting and enabling IPv6 connectivity
» Advantages are:

Post run-out business continuity
Low-risk, minimal cost transition to IPv6




CGv6 Portfolio

* CRS-1 with the Carrier-Grade Service Engine (CGSE)

SP-class dual-stack router
SP-class translation and tunnel termination

= ASR5HK
SP-class 3G/4G Mobile Gateway
SP-class Mobile Subscriber Awareness

= ASR1K

SP/enterprise-class distributed solution
Does NAT44 now, later stateless xlat and 6rd BR
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CGv6 CRS-1 Implementation and

Deployment Detalils




CRS-1 Carrier Grade IPv6 (CGv6)
Solution Components

CRS-1 with 10S XR

= High-capacity, carrier-class SP
platform with Cisco 10S XR

= Leverages XR service infrastructure
to divert packets to CGSE

= Uniform, integrated configuration &
management

Carrier Grade Service Engine

(Roddick)

= [everages existing 40G MSC
hardware & software

= Flexible Linux-based development &
test environment — accelerates
service delivery

» Supports required SP-class
performance & scale




CGSE PLIM and IPv6 Transition Services (CGvb6)

» Hardware
CGv6 function resides on CGSE PLIM; no physical I/O ports
Quad multiprocessor architecture, 64 CPU cores
Standard interface to MSC, 10 Gbps full-duplex nominal

Ingress L3 Engine & .
queuing & :

Linecard CPU |

i Egress L3 Engine &
queuing

= Software
— 10S-XR on MSC, Linux on CGSE CPUs
—CGv6 and other apps run in “user space”
— Leverages XR App SVI to divert packets to/from CGN function




High-Level CGSE Packet Flow
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More Detailled CGSE Packet Walk-Thru
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CGSE Infrastructure for CGve Apps
Application support

* [nfrastructure allows multiple CGv6 applications
(Stateful NAT44, Stateless XLAT, 6rd BR etc) to co-
exist

= All 64 cores run one instance of the application

» Egress Forwarding engine (eMetro) performs
classification and load shares across multiple cores

= Utilizes VPP (Vector Packet Path) architecture for
optimal performance

* Integrated I0OS XR CLI to configure CGv6 applications




CRS-1 CGvo Solutions — NAT44

» So-called Carrier Grade NAT (CGN) or Large Scale
NAT (LSN)

» Targets high-speed consumer Internet deployment

* Needs to do
O(20M) Translations
O(1M) connection setups/second
O(10G) full-duplex throughput

* Log NAT binding records off-box without impacting
performance and scale

» Note: requirements and functions needed for stateful
NATG64 solution




CGv6 — Double NAT444

CPE with private
IPv4 address on WAN

Home Network

Public IPv4
Internet

NAT44
(NAPT)

Each home network end-point can generate O(100s) of discrete
parallel sessions — AJAX TCP applications

CGv6 does NAT44 for O(large number) of private IPv4 end-points

Comgliant with standard NAT behaviors (RFC4787, RFC5382,
RFC5508)

This works




CGvo NAT44 Feature Set

SP-Class Performance/Scale
20M Translations
1M connection setups/sec

10G full-duplex
performance

NAT Behavior Compliance

RFC4787, RFC5382,
RFC5508

CGN Bypass

Endpoint Independent
Mapping

Netflow9 Logging

1 + 1 Warm Standby
TCP/UDP Timers
Active FTP ALG
Hairpinning

Static Port Forwarding

Port Limit per private IP
source address

Multi-core Load Sharing

(VRF ID, SA) in
Private—>Public

(DA) in Private<Public




Other NAT44 Considerations (1)

* On the topic of ALGs
Regulatory pushback if SP’s modify OTT apps using ALGs
Protocols becoming encrypted
Many apps already do NAT traversal without ALG

SP-provided services already sourced from private network thus never
passing thru CGN

Existence and deployment of NAT traversal mechanisms

Operational cost/complexity of supporting CGN ALGs for O(thousands)
of private IP subscribers ... some of whom might need different
versions of an ALG depending upon the application

= Port Limit

Configuration knob sets maximum threshold of allocated ports per IPv4
sub




Other NAT44 Considerations (2)

» Logging
Each core (out of 64) generates and transmits Netflow9 NAT binding
record — only way to scale

Includes timestamp, private/public SA, DA, port information
Needed for LI

= Static Port Forwarding
Configurable via CLI

Other mechanisms including Web Portal (via XML configuration) and
proxy signaling under development

= Public IPv4 client connecting to private Internet Server
Can’t use port 80
HTTP redirector and DNS SRV solutions are possible
draft-wing-behave-http-46-relay




Other NAT44 Considerations (3)

= 1+ 1 Warm Redundancy
Active and Standby CGSEs per private VRF
All sessions traverse active
If active goes down, switchover to standby in ~500msec
Sessions must be re-established thru standby

» |s this an Issue?
Majority of sessions are short-lived (a few seconds) and a few packets
<CRLF> and application restart easily masks switchover for most apps

» What about Stateful Sync and Switchover?

complex and costly at this scale (true for any SP-class stateful
translation solution)




CGv6e NAT44 Deployment Model (1)
CGN Native

* CMTS/BRAS/Mobile Gateway and CRS-1 directly
attached

Private
Subscribers

Subscribers

Private

Subscribers

Subscribers

Logical interfaces (aka. vlans) used between CMTS/BRAS and CGN
Either directly attached or via multiple-hop vlans (with bridging)
vlan associated with CGN service instance Inside vrf interface

Subscriber traffic forwarded on to outbound logical interface (no routing necessary but
desirable for redundancy purposes)

Per-CMTS/BRAS Private IPv4 address pools

CMTS/BRAS/Mobile
CGN vlan

Global vlan

CMTS/BRAS/Mobile CRS-1

CGN vlan CGN vlan CGN vlam-
Global vl Global vlan Global vlan m:




CGv6 NAT44 Deployment Model (2)
CGN Remote

* CMTS/BRAS/Mobile and CRS-1 non-directly attached

Several options; dynamic or static routing, or tunneling to CGN (with
static or dynamic routing)

Tunneling achieved through PW, MPLS-TE or IP

Subscriber traffic forwarded onto outbound tunnel or vlan to CGN, or
through label switching (if dynamic routing, with, or without a tunnel)

Per-CMTS/BRAS Private IPv4 address pools

Private CMTS/BS/Moblle

Subscribers

= >~ Dynamic routing of per-CGN
Public service instance addresses
Subscribers with or without tunneling




CGvb NAT44 Capacity Dimensioning

= Really boils down to:

CGSE blade capacity (NAT translation table size and throughput)
Subscriber Profile (max sessions used and average bandwidth)

= Example 1. NAT Table Size

Sub profile is hyper-connected with lots of AJAX apps running (e.g.
500 active sessions)

NAT table is 20M

Dimension for maximum 40K active subs per CGSE blade — no
oversubscription

= Example 2: CGSE Throughput

Sub profile is high-volume downloads avg ~10 sessions per sub but
with avg 100Kb of b/w)

CGSE throughput capacity in one direction is 10G IMIX
Dimension for 100K active subs per CGSE blade




SP-Class Considerations: Integrated vs
Appliance

Private Ports Public Ports Standby(s)

) N
1Cn > ISP public 1Pva

— & Public IPv4
d = e S i 4 Internet

s Outside
\—‘———/ Router/SLB(s) Active(s) Router/SLB(s)

BYpasS  Router

= Integrated = Appliance

Integrated inside SP router Bump-in-the-wire

Leverage SP router footprint Extra external router/switch/SLB
Sinale-box router + NAT solution elements needed to connect and

_ J _ _ forward packets thru NAT
Single-box failover domain Multi-box failover domain

Scale is O(NAT bla.de) Scale is O(NAT appliance +
Bypass performed in router external router/switch/SLB capacity)

Bypass requires separate ports &
links




CGv6 NAT44 Demo Topolog
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Applications That Work thru the Double
NAT444 with CRS-1 CGv6
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CGvb CRS-1 Stateless XLAT




IPv4/IPv6 Translation: Stateful vs Stateless

Stateful

* NAPT (Network Address
and Port Translator)

= NAT Is less scalable

= NAT placement related to
network topology

= |Pvo-initiated connections

= 1:N mapping

Many IPv6 hosts consume 1
IPv4 address

= Limited TCP ports

Stateless

= NAT IS more scalable

= NATs can be located
anywhere

* |Pv4- or IPv6-initiated
connections (bidirectional)

* 1:1 mapping

one IPv4 address is
consumed for every
participating IPv6 address




IPv4/IPv6 Translation Framework Scenarios

stateful

IPv4

. Internet
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IPv4
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What I1s Stateless IPv4/IPv6 Translation?

IPv6 hosts and the
Stateless Translator employ special

IPv4/IPv6 IPv6 addresses with embedded
Translator IPv4 addresses IPv4 Translatable IPv6 Addresses

(SL-XLAT) / \ IPvdaddr | suffix

IPv4 e ——(_IPV6
— >

IPv4 Converted IPv6 Addresses

IPV6 Prefix IPv4 addr [ suffix

= Sessions flows DO NOT create or store state in translator

= Algorithmic operation performed on IP headers to translate IPv4 to
IPv6 and vice-versa




Update on One Implementation of
IPv4/IPv6e XLAT

What's in place
|0S-XR dual-stack
|OS-XR Service Virtual Interface (SVI) diversion
Carrier-Grade Services Engine (CGSE)

tateless SVi
What ‘s needed H/

IPv6 SVI activation

Pve| | V6 val[ipva
Stateless XLAT code on CGSE [ J E;ig -

What's Happening Q

Implemented stateless xlat on CGSE

Why?
Customer request(s)

Dual-stack
CRS-1 Router

Gain operational experience
Extend IPv6 transition tool set
Building block for stateful NAT64 solution




Closing Remarks




CGv6 Project Update (February 2010)

» Performance/Scale targets met for CGv6 NAT44
» Live demol/test topologies in San Jose and Bangalore
* CGN NAT44 EFT Customer Engagements are active

» Recently delivered Beta Stateless IPv4/IPv6 XLAT to
SP customer

* Implementing 6rd Border Relay

= | ots of SP customer interest




CGv6 — 6rd Border Relay

Consumer i
: L

IPv4-only AAA I ;
and/or [%HCP I Public IPv4

i i i ! Internet
] IPv4 ! g
- =

CPE/RG
4/6

ord tunnel

No change to IPv4-based access infrastructure

IPv6 address in derived from ISP IPv6 prefix and CPE IPv4 address; RG and 6rd
BR perform automatic IPv6/IPv4 encap/decap

NO NAT or XLAT performed
Simple, stateless, automatic IPv6-in-IPv4 encap and decap function on CPE/RG

draft-ietf-softwire-ipv6-6rd




CRS-1 CGv6 Roadmap

40Q2009 1H2010

IPv4/IPv6 Coexistence

2H2010 1H2011

EFT FCS

NAT44
Instrumentation &
Management Enhancements

L

CGvb6

IPv6
Features/
Services

6rd Demo/EFT
v4/v6 xlat Coding/Demo
DS-Lite TC Coding

» 6rd Border Relay « Stateful IPv4/IPv6

o Stateless IPv4/IPv6 XLAT/DNS64
XLAT « DS-Lite TC

e DS-Lite TC Demo * ServiceWire

n




Final Thoughts (1)

= Early signs of IPv6 Transition Emerging

Content becoming available*

IPv6 end-points can reach SP Backbone (dots connected)  /~  Rapidly

Expanding World
Of IPv6 Content

IPv6 end-to-end

ooz lie

IPv4-onl =<
(SP Trials 2010) - SP IPv4/IPV6 ARV You LTY:
Backbone

faceb,_.,ok

Dual-Stack & @

\;j\(‘\‘g

v

* http://www.networkworld.com/news/2010/020410-ipv6-web-sites.html?page=2




Final Thoughts (2)

= Other essential tool of IPv6 Transition

IPv4/IPv6 XLAT enables IPv6-only
deployment and continued access
to public IPv4 Internet

IPv4/IPv6
XLAT
o~

£ IPv6-only
Network

@ @\ SP IPv4/IPv6
Backbone

=

Public IPv4
Internet

" ",

Rapidly \

Expanding World
Of IPv6 Content
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In Closing

* [nternet community confronted with imminent IPv4 run-
out and need for IPv6 Transition

= CGvV6 offers SP-class solutions enabling operators to
Address IPv4 run-out
Transition to IPv6
On multiple platforms

* CRS-1 CGv6 employs CGSE supporting
SP-class NAT44 in XR 3.9.1

SP-class IPv6 Transition in CY2010 (includes stateless xlat and
6rd BR); stateful NAT64 in CY2011

» Compliments dual-stack and native IPv6 solutions
Use when and where needed in your network
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