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Preface

The Data Center Assurance Program (DCAP) was created to provide a data center design solution that
is tested persistently, completely, and objectively. This phase of the testing builds on the elements
covered in the previous phase, and adds additional features and coverage. Future phases will repeat the
testing executed in this phase as well as add testing for additional features and coverage. Testing is
executed and results are reported as they were experienced. In short, the goal of DCAP is to provide
transparency in testing so that our customers feel comfortable deploying these recommended designs.

About DCAP

The Data Center Assurance Program (DCAP) was created to provide a data center design solution that
is tested persistently, completely, and objectively. This phase of the testing builds on the elements
covered in the previous phase, and adds additional features and coverage. Future phases will repeat the
testing executed in this phase as well as add testing for additional features and coverage. Testing is
executed and results are reported as they were experienced. In short, the goal of DCAP is to provide
transparency in testing so that our customers feel comfortable deploying these recommended designs.

The DCAP team does not exist as a standalone entity. Rather, it maintains close relationships with many
successful teams within the Cisco testing community. The Enterprise Solutions Engineering (ESE)
datacenter team supplies the starting point for datacenter topology design through its various SRND
documents, which have been created through a close collaboration with marketing organizations and
customer feedback sources. Testing direction is also guided by the Data Center Test Labs (DCTL) and
Advanced Services (AS) teams, consisting of engineers who maintain tight relationships with customers
while sustaining a solid track record of relevant and useful testing. Testing performed as part of Cisco
DCAP 4.0 was undertaken by members of the Safe Harbor and NSITE test teams.

Table 1 lists ESE Data Center Design Guides that were referenced for this release. Where possible and
sensible, these design guides are leveraged for the various technologies that will be implemented in
DCAP. Visit http://www.cisco.com/go/srnd for more information on Cisco design guides.

Table 1 Relevant ESE Design Guides for DCAP 4.0

Design Guide External URL

Data Center Infrastructure Design Guide 2.1 |http://www.cisco.com/application/pdf/en/us/guest/net
sol/ns107/c649/ccmigration_09186a008073377d.pdf

Data Center Infrastructure DG 2.1 Readme http://www.cisco.com/application/pdf/en/us/guest/net
sol/ns107/c133/ccmigration_09186a0080733855.pdf
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Table 1 Relevant ESE Design Guides for DCAP 4.0 (continued)
Design Guide External URL
Data Center Infrastructure DG 2.1 Release http://www.cisco.com/application/pdf/en/us/guest/net
Notes sol/ns107/c133/ccmigration_09186a00807337fc.pdf
Server Farm Security in the Business Ready | http://www.cisco.com/application/pdf/en/us/guest/net
Data Center Architecture v2.1 sol/ns376/c649/ccmigration_09186a008078e021.pdf
Enterprise Data Center Wide Area http://www.cisco.com/application/pdf/en/us/guest/net
Application Services sol/ns377/c649/ccmigration_09186a008081c7da.pdf
Data Center Blade Server Integration Guide |http://www.cisco.com/application/pdf/en/us/guest/net
sol/ns304/c649/ccmigration_09186a00807ed7el.pdf
Integrating Oracle E-Business Suite 11i in the |http://www.cisco.com/application/pdf/en/us/guest/net
Cisco Data Center sol/ns50/c649/ccmigration_09186a00807688ce.pdf

There are other sources of design guidance as well that were leveraged in designing the DCAP 4.0 test
environment, including white papers and implementation guides from third-party vendors. For a more
robust list of resources used in DCAP 4.0, please see the Appendix.

The Safe Harbor testing team provides the starting point for DCAP software candidate selection through
its proven methodology and code-hardening testing. Where applicable, each software image used in the
DCAP test topology has been tested and passed, or is under test, by the Safe Harbor team in their own
test topologies.

The key to the DCAP program is the customer involvement, whether direct or indirect. Customer
interaction is maintained directly through DCAP team presence at forums such as Cisco Technical
Advisory Board (TAB) conferences and through customer feedback through direct polling and
conversations. Indirectly, the various customer account teams provide valuable insight into the data
center-related issues that are concerning our customers and the direction that customers are moving as
data center technologies evolve.

To help maintain this culture of customer feedback, the DCAP team invites the reader to subscribe to the
following email aliases by sending an email with the subject “subscribe”:

o safeharbor-dc-list@external.cisco.com — provided for Cisco’s external customers interested in the
DCAP program

o safeharbor-release-info@cisco.com — provided for Cisco sales engineers, CA engineers, account
managers, or anyone with a customer that might benefit from DCAP testing

Additionally, there are a number of websites where DCAP program information can be found:
e http://www.cisco.com/go/dcap
e http://www.cisco.com/go/cvd
e http://www.cisco.com/go/datacenter
e http://www.cisco.com/go/srnd
e (Cisco Internal) http://wwwin.cisco.com/marketing/datacenter/programs/dcap.shtml

e (Cisco Internal) http://safeharbor.cisco.com/
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The Cisco DCAP 4.0 Suite

Though all of the elements in the data center function as a whole, these elements can also be viewed

individually. Cisco DCAP 4.0 testing was performed both on the individual technologies and on the data
center as a whole. This Cisco DCAP 4.0 suite consists of an overview, 10 test volumes, an appendix, and
16 configuration volumes. Each test volume focuses on a particular component of the data center, with
the final volume focusing on the data center as a whole. The appendix is used to document procedures
and methods used in support of the testing, that may or may not be directly related to the testing itself.

Volume 1: Overview

This introductory chapter provides information on the testing methodology used in DCAP and a broad
overview of the scope of this phase of testing. It also touches on hardware used from our 3" party vendor
partners such as NetApp, Hewlett-Packard and EMC. A summary of software used in this phase of
testing is provided here.

Refer to the associated Cisco Data Center Assurance Program (DCAP) 4.0 document, “Volume 1:
Overview” for respective testing information and details.

Volume 2: LAN (Layer 2-3) Infrastructure

The Cisco DCAP 4.0 LAN infrastructure is built around the Catalyst 6500 switching platform that
provides for various features such as 10-Gigabit Ethernet connectivity, hardware switching, and
distributed forwarding. While testing focuses on the Catalyst 6500 platform, the Catalyst 4948-10GE
switch is also deployed to provide top-of-rack access to data center servers. The LAN infrastructure
design is tested for both functionality and response to negative events.

Refer to the associated Cisco Data Center Assurance Program (DCAP) 4.0 document, “Volume 2: LAN
(Layer 2-3) Infrastructure” for respective testing information and details.

Volume 3: LAN (Layer 4-7) Services

The modular Catalyst 6500 switching platform supports various line cards which provide services at
Layers 4-7, such as the Content Switching Module (CSM), Firewall Services Module (FWSM) and
Application Control Engine (ACE). The tests in this chapter focus on the ability of these Service
Modules to work together to provide load-balancing, and security services to data center traffic.

Two physically different deployments were tested in Cisco DCAP 4.0. In one, the Aggregation Layer
switches are used to house Service Modules and to provide aggregation for the Access Layer. In the
other, the Service Modules are deployed in separate Service Chassis that are connected to the
Aggregation Layer switches. Testing was performed on each of these physically different topologies.

The following two Service Module combinations were tested in the Aggregation Layer switch
deployment.
¢ Content Switching Module (CSM), Firewall Services Module (FWSM), Secure Socket Layer
Services Module (SSLSM), and Intrusion Detection Services Module (IDSM)

e Application Control Engine (ACE), FWSM, and IDSM)

Cisco Data Center Assurance Program (DCAP) 4.0
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Though the CSM, FWSM, SSLSM, and IDSM combination was set up in the DCa topology (integrated
in the Aggregation Layer switch) for many of these tests, for the majority of Cisco DCAP 4.0 testing,
the ACE, FWSM, and IDSM combination was used in the Aggregation Layer switch. In the Service
Chassis deployment, only the CSM, FWSM, SSLSM, and IDSM combination was tested.

In all of the various hardware configurations that were used in the testing, the Network Application
Module (NAM) was installed and configured, though it wasn’t tested directly at any time.

Refer to the associated Cisco Data Center Assurance Program (DCAP) 4.0 document, “Volume 3: LAN
(Layer 4-7) Services” for respective testing information and details.

Volume 4: Storage Area Networking (SAN)

The DCAP SAN topology incorporates Cisco MDS fabric director products and design guides, industry
best practices, and storage vendor implementation guidelines to provide a SAN infrastructure that is
representative of the typical enterprise data center environment. The centerpiece of the topology is the
Cisco MDS 9513 multi protocol SAN director running SAN-OS version 3.1(3a). The Cisco MDS 9124e
embedded SAN fabric switch is also part of the topology.

The topology provides redundant fibre channel connectivity for Linux and Windows hosts using QLogic
and Emulex host bus adaptors (HBA) to three different types of fibre channel enterprise storage arrays,
namely the EMC DM X3, NetApp FAS6070, and Hewlett Packard XP10000. The topology also provides
redundant fibre channel connectivity for synchronous storage replication and fibre channel over IP
(FCIP) connectivity for asynchronous storage replication. Delay simulators and cable spools allow
modeling of a redundant data center environment for disaster recovery and business continuance testing.
The topology is designed to use actual hosts and applications to generate test traffic to model actual
customer environments as close as possible.

The topology also includes a Quantum (formerly ADIC) i500 Scalar tape library with two IBM LTO3
tape drives.

Refer to the associated Cisco Data Center Assurance Program (DCAP) 4.0 document, “Volume 4:
Storage Area Networking (SAN)” for respective testing information and details.

Volume 5: Wide Area Application Services (WAAS)

Cisco Wide Area Application Services (WAAS) is an application acceleration and WAN optimization
solution for geographically separated sites that improves the performance of any TCP-based application
operating across a wide area network (WAN) environment. With Cisco WAAS, enterprises can
consolidate costly branch office servers and storage into centrally managed data centers, while still
offering LAN-like service levels for remote users.

The DCAP WAAS topology incorporates the Wide-area Application Engines (WAE) at the remote
branch and in the data center, either at the DC WAN edge or at the aggregation layer. For TCP traffic
redirection at the WAN edge of Data Center B, Web Cache Communication Protocol version 2
(WCCPv2) was used. At Data Center A the Cisco Application Control Engine (ACE) was used at the
data center aggregation layer for transparent TCP redirection. The tests in this chapter focus on the
functionality of the WAAS software on the WAE devices as well as the ability of the data center ACE
and WAN Edge routers to intercept and redirect TCP-based traffic. Microsoft Exchange 2003 and Oracle
11i E-Business Suite traffic was sent and optimization and functionality were verified and quantified.

Refer to the associated Cisco Data Center Assurance Program (DCAP) 4.0 document, “Volume 5: Wide
Area Application Services (WAAS)” for respective testing information and details.

Cisco Data Center Assurance Program (DCAP) 4.0
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Volume 6: Global Site Selector (GSS)

The Global Site Selector (GSS) leverages DNS’s distributed services in order to provide high availability
to existing data center deployments by incorporating features above and beyond today’s DNS services.

The GSS devices are integrated into the existing DCAP topology along with BIND Name Servers and

tested using various DNS rules configured on the GSS. Throughout the testing, the GSS receives DNS
queries sourced from client machines as well as via DNS proxies (D-Proxies). The Name Server zone

files on the D-Proxies are configured to nsfoward DNS queries to the GSS in order to obtain authoritative
responses. Time-To-Live (TTL) values associated with the various DNS resource records are observed
and taken into consideration throughout the testing.

The tests in this chapter focus on the fundamental ability of the GSS working together with existing
BIND Name Servers in order to provide global server load balancing.

Refer to the associated Cisco Data Center Assurance Program (DCAP) 4.0 document, “Volume 6: Global
Site Selector (GSS)” for respective testing information and details.

Volume 7: Bladeswitching

The HP c-Class BladeSystem is a complete infrastructure of servers, network management and storage
integrated in a modular design, built to deliver the services vital to a business data center. By
consolidating these services into a single enclosure, power, cooling, physical space, management, server
provisioning and connectivity savings can all be benefited.

In the DCAP topology both the Intel-based BL460c and AMD-based BL465c were provisioned to run
the front end Oracle 11i E-Business Suite web application. BL685c servers were provisioned to provide
back-end database service with Oracle Real Application Clusters (RAC). VMware ESX 3.0.2 was
installed on BL485c servers, which were set up with boot from SAN and clustered to provide
VMotioning capabilities. Each ESX server hosted Oracle Web application, Exchange Server 2003 hosts,
and Windows Server 2003 domain controllers. The integrated Cisco 3020 Layer 2+ switch provided
network connectivity to the data center Aggregation Layer in Data Center A. Four switches were housed
in the DCA blade chassis and each one was configured with a dual-port Etherchannel dual homed to the
Aggregation Layer switches. The Blade Enclosure in Data Center B was deployed with pass-thru
modules allowing each server to connect directly into the Access Layer Catalyst 4948 and 6500
switches. The tests in this chapter focus on the basic feature functionality of the 3020 switch and its
response to negative events.

Refer to the associated Cisco Data Center Assurance Program (DCAP) 4.0 document, “Volume 7:
Bladeswitching” for respective testing information and details.

Volume 8: Applications: Oracle E-Business Suite

This phase of Oracle application testing consisted of Oracle 11i E-business Suite (11.5.10.2) with Oracle
Database (10gR2) on Real Application Clusters (RAC) in Active/Active Hybrid mode implemented
across two active data centers. A single Oracle Application Tier was shared across two data centers
making it Active/Active while Database Tier is Active in only one data center with data being replicated
synchronously to the second Data center making it Active/Passive. The architecture deployed validates
various Cisco products (including GSS, ACE, CSM and MDS) which made up the entire solution. Cisco
WAAS technologies were leveraged to optimize Oracle Application traffic sent from branch offices.

The Oracle Vision Environment was leveraged for Application testing which includes generating real
application traffic using the HP-Mercury Load Runner tool. Traffic generated was sent to both data
centers from clients located at three branch offices. Tests include verifying the configuration and

Cisco Data Center Assurance Program (DCAP) 4.0
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functionality of E-business application integration with GSS, ACE, CSM, Active/Active hybrid mode
and WAAS optimizations. Tests also cover failover and failback of E-business Application in data center
disaster recovery situation.

Refer to the associated Cisco Data Center Assurance Program (DCAP) 4.0 document, “Volume 8:
Applications: Oracle E-Business Suite” for respective testing information and details.

Volume 9: Applications: Microsoft Exchange

The Microsoft Exchange 2003 topology consisted of two Windows 2003 active/passive back end
clusters, one in each data center. The primary cluster hosted the Exchange Virtual Server and the other
cluster acted as a disaster recovery/business continuance standby cluster. The clusters use fibre channel
to attach to storage from EMC, HP, and NetApp. This storage was replicated synchronously from the
primary to the standby cluster. Tests included running Microsoft Jetstress on the primary cluster, failing
the primary cluster over to the standby cluster, and failing the standby cluster back to the primary cluster.
Client access for failover/failback testing was from Outlook 2003 clients at three remote branches via
the MAPI protocol over the test intranet, which was accelerated by WAAS.

Refer to the associated Cisco Data Center Assurance Program (DCAP) 4.0 document, “Volume 9:
Applications: Microsoft Exchange” for respective testing information and details.

Volume 10: Applications: Tibco Rendezvous

Tibco Rendezvous (RV) is a multicast-based messaging middleware of particular interest to those
financial customers with trading floors as part of their business. Tibco RV takes financial data feeds in
and sends them out to interested receivers subscribed to various multicast groups. The tests in this
chapter, performed against Tibco RV v7.5, verify the functionality of the networking infrastructure in its
ability to deliver these messages as well as validating the ability of the network infrastructure to deliver
inter-DC multicast data.

Refer to the associated Cisco Data Center Assurance Program (DCAP) 4.0 document, “Volume 10:
Applications: Tibco Rendezvous” for respective testing information and details.

Volume 11: Data Center High Availability

Cisco DCAP 4.0 testing included disaster recovery testing for the Oracle 11i E-Business Suite, Oracle
10gR2 database, and Microsoft Exchange 2003 application test beds described above. The data center
disaster recovery tests included failing both applications over to DCb, and then failing the applications
back to DCa. Replication of SAN data over fibre channel (with write acceleration enabled) and
replication of NAS data over IP (with WAAS optimization) were key enablers.

Failover testing started with a simulation of a disaster by severing all WAN and SAN links to and from
DCa. Failback testing started with a controlled shutdown of applications in DCb. Application data
created or modified in DCb during failover was replicated back to DCa as part of the failback procedure.
Parts of the failover and failback procedures were automated with GSS, ACE, and CSM, and other parts
were manual. For each test, a timeline of automatic and manual steps was constructed and two key
metrics, the Recovery Point Objective (RPO) and Recovery Time Objective (RTO), were determined and
reported.

Refer to the associated Cisco Data Center Assurance Program (DCAP) 4.0 document, “Volume 11: Data
Center High Availability” for respective testing information and details.

Cisco Data Center Assurance Program (DCAP) 4.0
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Volume 12: DCAP Appendix

Cisco DCAP 4.0 appendices summarizes the configuration, deployment, and/or implementation details
for SAN, Cisco GSS, WAAS, HP Blade Server, Oracle 11i and MS Exchange applications, high
availability, Bill of Materials and Power Draw requirements, DCAP 4.0 Resource considerations, and a
test list of the latest Safe Harbor certified software releases used in DCAP testing.

Refer to the associated Cisco Data Center Assurance Program (DCAP) 4.0 document, “Volume 12:
DCAP Appendix” for details.

Volume 13: LAN (Layer 2-3) CSM Configurations

Layer 2-3 configurations are provided for testing considerations.

Refer to the Volume 2: LAN (Layer 2-3) Infrastructure, page -v summary, and associated Cisco Data
Center Assurance Program (DCAP) 4.0 document for respective testing information and details.

Volume 14: LAN (Layer 2-3) ACE Configurations

Layer 2-3 configurations are provided for testing considerations.

Refer to the Volume 2: LAN (Layer 2-3) Infrastructure, page -v summary, and associated Cisco Data
Center Assurance Program (DCAP) 4.0 document for respective testing information and details.

Volume 15: LAN (Layer 4-7) CSM Configurations

Layer 4-7 configurations are provided for testing considerations.

Refer to the Volume 3: LAN (Layer 4-7) Services, page -v summary, and associated Cisco Data Center
Assurance Program (DCAP) 4.0 document for respective testing information and details.

Volume 16: LAN (Layer 4-7) ACE Configurations

Layer 4-7 configurations are provided for testing considerations.

Refer to the Volume 3: LAN (Layer 4-7) Services, page -v summary, and associated Cisco Data Center
Assurance Program (DCAP) 4.0 document for respective testing information and details.

Volume 17: LAN (Layer 4-7) Service Switch Configurations

Layer 4-7 configurations are provided for testing considerations.

Refer to the Volume 3: LAN (Layer 4-7) Services, page -v summary, and associated Cisco Data Center
Assurance Program (DCAP) 4.0 document for respective testing information and details.

Cisco Data Center Assurance Program (DCAP) 4.0
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Volume 18: ACE Configurations

ACE configurations are provided for testing considerations.

Refer to the Volume 3: LAN (Layer 4-7) Services, page -v summary, and associated Cisco Data Center
Assurance Program (DCAP) 4.0 document for respective testing information and details.

Volume 19: IDSM IPS Configurations

IDSM IPS configurations are provided for testing considerations.

Refer to the Volume 3: LAN (Layer 4-7) Services, page -v summary, and associated Cisco Data Center
Assurance Program (DCAP) 4.0 document for respective testing information and details.

Volume 20: SAN Configurations

SAN configurations are provided for testing considerations.

Refer to the Volume 4: Storage Area Networking (SAN), page -vi summary, and associated Cisco Data
Center Assurance Program (DCAP) 4.0 document for respective testing information and details.

Volume 21: WAAS ACE Configurations

WAAS configurations are provided for testing considerations.

Refer to the Volume 5: Wide Area Application Services (WAAS), page -vi summary, and associated
Cisco Data Center Assurance Program (DCAP) 4.0 document for respective testing information and
details.

Volume 22: WAAS WCCP Configurations

WAAS configurations are provided for testing considerations.

Refer to the Volume 5: Wide Area Application Services (WAAS), page -vi summary, and associated
Cisco Data Center Assurance Program (DCAP) 4.0 document for respective testing information and
details.

Volume 23: GSS Configurations

GSS configurations are provided for testing considerations.

Refer to the Volume 6: Global Site Selector (GSS), page -vii summary, and associated Cisco Data Center
Assurance Program (DCAP) 4.0 document for respective testing information and details.

Cisco Data Center Assurance Program (DCAP) 4.0
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Volume 24: Bladeswitching Configurations

Blade Server configurations are provided for testing considerations.

Refer to the Volume 7: Bladeswitching, page -vii summary, and associated Cisco Data Center Assurance
Program (DCAP) 4.0 document for respective testing information and details.

Volume 25: Oracle Configurations

Oracle 11i configurations are provided for testing considerations.

Refer to the Volume 8: Applications: Oracle E-Business Suite, page -vii summary, and associated Cisco
Data Center Assurance Program (DCAP) 4.0 document for respective testing information and details.

Volume 26: MS Exchange 2003 Configurations

MS Exchange configurations are provided for testing considerations.

Refer to the Volume 9: Applications: Microsoft Exchange, page -viii summary, and associated Cisco
Data Center Assurance Program (DCAP) 4.0 document for respective testing information and details.

Volume 27: Tibco Rendezvous Configurations

Tibco Rendezvous configurations are provided for testing considerations.

Refer to the Volume 10: Applications: Tibco Rendezvous, page -viii summary, and associated Cisco
Data Center Assurance Program (DCAP) 4.0 document for respective testing information and details.

Volume 28: High Availability Configurations

High Availability (Disaster Recovery) configurations are provided for testing considerations.

Refer to the Volume 11: Data Center High Availability, page -viii summary, and associated Cisco Data
Center Assurance Program (DCAP) 4.0 document for respective testing information and details.

Results Documents

Table 2 summarizes results documents available in EDCS for Cisco internal audiences. External
customers can find externally viewable documents at http://www.cisco.com/go/dcap. External
customers may request internal documents from account teams.

Refer to “Volume 1: Overview” for a list of results documents EDCS numbers.

Note  There are no output graphs in “Volume 6: Global Site Selector (GSS)” and “Volume 10: Applications:
Tibco Rendezvous” test results so the Customer Facing Plus (CF+) document for these tests is not
available.
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Table 2

DCAP 4.0 Results Documents

Volume

CF? |CF+® |Other*

o
T

Volume 1:

Overview

Volume 2:

LAN (L2-3) Infrastructure

Volume 3:

LAN (L4-7) Services

Volume 4:

Storage Area Networking (SAN)

Volume 5:

Wide Area Application Services (WAAS)

X | X| X| X

Volume 6:

Global Site Selector (GSS)

Volume 7:

Blade Servers

Volume 8:
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. CF- (Customer Facing Minus)—Introductions, expected results, and results.
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Oracle 11i E-Business Suite

Oracle E-Business Suite is a fully integrated, comprehensive suite of enterprise business applications
that provide quality business information for effective decision-making. It allows adaptation that lends
optimal responsiveness, offering best practices with industry-specific capabilities necessary to augment
competitive change. Oracle 11i dramatically lowers IT and business costs by improving business
processes, reducing customizations, decreasing integration costs, and consolidating instances.

The centerpiece of the DCAP topology, with respect to Oracle application testing, is configuration of
Oracle 11i E-Business Suite 11.5.10.2 with Oracle 10gR2 RAC in Active/Active Hybrid mode
implemented across two active data centers. The Application Tier is shared across two data centers
making it Active/Active while the Database Tier is active in only one data center (DCa) with data
replicating synchronously to the second Data Center (DCb), making it Active/Passive. This architecture,
as deployed, meets the functional requirements for Oracle 11i as well as providing a solution for
enterprises that offers business resilience, high availability, scalability and security. The Oracle Vision
demo environment is leveraged for application testing which includes running real application traffic
using industry-standard Mercury Load Runner tool. Traffic is sent to both data centers, DCa and DCb,
with WAAS and without WAAS from clients located at three branch offices.

Failover and failback testing was conducted against this implementation of the Oracle application. Refer
to Volume 11: Data Center High Availability for details.

Table 1-1 shows Cisco products leveraged in the DCAP topology for achieving key IT objectives in the
areas of Reliability, Availability, and Serviceability (RAS).

Table 1-1 Cisco Products That Leverage IT RAS Objectives in Cisco DCAP 4.0
RAS Features Cisco Products

Application Service Virtualization |ACE, GSS,CSM

Application Load Balancing ACE, CSM,GSS

Application Optimization WAAS

Business Resiliency MDS,GSS

High Availability MDS, Catalyst6500

Cisco Data Center Assurance Program (DCAP) 4.0
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I E-Business Suite Architecture

E-Business Suite Architecture

Oracle Applications Architecture is a framework for multi-tiered, distributed computing that supports
Oracle Applications products. In this model various Services/Servers are distributed among 3 tiers. The
three-tier architecture that comprises an E-Business Suite installation is made up of Database Tier, which
supports and manages Oracle Database, the Application Tier, which supports and manages various
Application components and is sometimes known as middle tier, and the Desktop Tier, which provides
the user interface via an add-on component to a standard web browser

The Oracle Application Architecture (Figure 1-1) separates logically the Desktop, Application and
Database Tiers. In enterprise deployments, each tier can consist of one or more physical hosts to meet
required High Availability, Scalability and Performance goals.

Figure 1-1 Oracle E-Business Suite Architecture
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Desktop Tier

The Desktop Tier represents clients on the Internet or Intranet accessing the Application. An interface
is provided through HTML for HTML-based applications, and via a Java applet in the Web browser for
the traditional Forms-Based Applications.

Cisco Data Center Assurance Program (DCAP) 4.0
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Application Tier

The Application Tier has a dual role: hosting the various servers and service groups that process the
business logic, and managing communication between the Desktop and Database Tiers. Figure 1-1

shows the four service groups that comprise the basic Application Tier for Oracle Applications
e Web Server
e Forms Server
e Concurrent Processing Server

e Admin Server

Database Tier

The Database Tier contains the Oracle Database Server, which stores all the data maintained by Oracle
Applications. Servers in the Application Tier communicate with DB servers to process client requests.

DCAP Oracle E-Business Topology

Figure 1-2 shows the DCAP implementation of Oracle E-Business Suite in Active/Active Hybrid
configuration across the two data centers DCa and DCh. E-Business Suite is installed in a multi-node
configuration where the Application Tier is shared across the two data centers, making it
active/active. The Database Tier is active in only one Data Center (DCa) with data replicating
synchronously to the second Data Center (DCb) making it active/passive. This design also leverages
integrated network services including Application load balancing, application optimization and SAN
extension capabilities for synchronous data replication. This section details the DCAP implementation
for each of logical Tiers of E-Business Suite.

Cisco Data Center Assurance Program (DCAP) 4.0
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Figure 1-2

DCAP Oracle E-Business Topology
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Desktop Tier

Intranet clients shown in the topology represent the Desktop Tier. Clients for the Oracle Application are
located in three branch offices. Table 1-2 shows this branch configuration. Oracle clients use a Web
browser with the HTTP protocol to access the applications URL at http://wwwin-oefin.gslb.dcap.com.
All client traffic is optimized by WAAS. All clients are located on the DCAP intranet; no Internet clients
have access, and therefore no advanced services like firewalls or proxies are needed.

Table 1-2

Cisco DCAP 4.0 Oracle Branch Configuration

Data Center

Branch1: T3(45Mbit/sec)

Branch2: T1(1.5Mbit/se

c) |Branch3:T1 (1.5Mbit/sec)

DCa

Latency: 5msec

Latency: 16msec

Latency: 69msec

DCb

Latency: 6msec

Latency: 17msec

Latency: 70msec

Program (DCAP) 4.0
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Cisco WAAS is able to optimize all Oracle traffic sent on HTTP port 8000 with the given latencies in
the table above. TCP Flow Optimization (TFO), LZ compression and Data Redundancy Elimination
(DRE) all played a part in optimizing the Load Runner-generated traffic for various E-Business Suite
transactions.

Aggregation Tier

All four GSS devices (two GSS devices at each data center) provided global server load balancing and
disaster recovery for all of the oracle clients at each of the three branch locations. All four GSS devices
were authoritative for the domain wwwin-oefin.gslb.dcap.com. All four GSS devices provided health
checks for the Oracle application which was virtualized on ACE at DCa or CSM at DCh. The GSS’s
maintained the health of the Oracle applications running behind ACE in Dca or CSM in DCh. A client
DNS request arrives at each of the four GSS devices by means of name server forwarding via the client’s
local branch name server. Once the DNS request arrives at one of the four GSS devices, that GSS’s job
is to hand out the Virtual IP Address of a VIP for the wwwin-oefin.gslb.dcap.com domain which lives
at both DCa and DCh. At the time that the DNS query arrives at one of the four GSSdevices, all four are
already are aware which VIPs at each data center (VIP on ACE at DCa or the VIP on CSM in DCb) are
alive and available based on the GSS probe status. The GSS will then hand out the appropriate VIP-based
first on the health and availability of the VIP at each data center which is a direct correlation to the
Oracle applications health for which the ACE and CSM is virtualizing. Second, the GSS hands out the
appropriate VIP based on the load balancing algorithm chosen by the administrator. The load balancing
algorithm chosen by the administrator on the GSS is one that chooses the appropriate Virtual IP Address
on the ACE in DCa or the CSM in DCb. The different types of load balancing for the GSS DNS rule on
the GSS devices are as follows: Round Robin, Weighted Round Robin, Ordered List, Least Loaded and
Hashed. Our tests used both Round Robin and Weighted Round Robin.

Refer to Volume 6: Global Site Selector (GSS) for details on how GSS is configured.

The ACE modules which are connected into each of the aggregation switches at DCa provide a level of
virtualization and load balancing for the Oracle E-Business suite applications for which it is providing
services. Each ACE has two specific policies configured in order to provide services for the Oracle
E-Business Suite applications. The first policy is a policy type HTTP redirect.

policy-map multi-match ORACLE_TCP_TRAFFIC
class REDIRECT VIP_L4
loadbalance vip inservice
loadbalance policy REDIRECT_TCP:80_TO_TCP:8000
loadbalance vip icmp-reply
loadbalance vip advertise

class-map match-all REDIRECT_VIP_L4
2 match virtual-address 101.1.33.50 tcp eqg www

policy-map type loadbalance first-match REDIRECT_TCP:80_TO_TCP:8000
class ONLY_VALID_HTTP_FOR_REDIRCT_ CANDIDATE
serverfarm REDIRECT_PORT_80_TO_PORT_8000

class-map type http loadbalance match-all ONLY_VALID_HTTP_FOR_REDIRCT_CANDIDATE
2 match http header Host header-value "wwwin-oefin.gslb.dcap.com"
3 match http url / method GET

The policy above redirects a client request that is destined for TCP port 80 (HTTP) to be issued an HTTP
302 redirect for TCP port 8000. This is the first policy that will be matched for incoming HTTP requests
to the VIP on the ACE in DCa.

policy-map multi-match ORACLE_TCP_TRAFFIC
class ORACLE_L4
loadbalance vip inservice

Cisco Data Center Assurance Program (DCAP) 4.0
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loadbalance policy GO_TO_WAE_FARM
loadbalance vip icmp-reply

class-map match-any ORACLE_L4
2 match virtual-address 101.1.33.50 tcp eqg 8000

policy-map type loadbalance first-match GO_TO_WAE_FARM
class class-default
serverfarm WAE_FARM backup ORAAPP_ORACLE_FARM

The policy above receives HTTP requests resolving to the Fully-Qualified Domain Name (FQDN),
wwwin-oefin.gslb.dcap.com, on TCP port 8000 for which the first policy redirected the client to. This
policy will match a client request that arrives at the ACE on TCP port 8000 and load balance the request
to one of the WAE’s in the serverfarm WAE_FARM.

policy-map multi-match OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS
class VIA_WAE_FARM L4
loadbalance vip inservice
loadbalance policy ORAAPP_ORIGIN_SERVERS
loadbalance vip icmp-reply

class-map match-any VIA_WAE_FARM L4
2 match virtual-address 101.1.33.50 tcp any

policy-map type loadbalance first-match ORAAPP_ORIGIN_SERVERS
class class-default
sticky-serverfarm sticky-ace-cookie
insert-http SRC_IP header-value "%is"

The policy above receives TCP traffic on any TCP port sourced from the WAE serverfarm on
VLAN1135. This policy will match any TCP traffic sourced from the WAEs on VLAN1135 and destined
to the VIP 101.1.33.50 and ensure that the client will be then load balanced to the origin servers via a
different policy on ACE.

The CSMs which are connected into each of the Aggregation Layer switches at DCb provide a level of
virtualization and load balancing for the Oracle E-Business Suite applications for which it is providing
services. Each CSM has two specific Vservers configured in order to provide services for the Oracle
E-Business Suite applications. The first VVserver is a redirect.

vserver WWWIN-REDIRECT
virtual 201.40.30.51 tcp www
serverfarm 80-TO-8000
persistent rebalance
inservice

The Vserver above redirects a client request destined for TCP port 80 (HTTP) to another vserver
listening on TCP port 8000. This is the first VVserver that will be matched for incoming HTTP requests.

vserver WWWIN-OEFIN
virtual 201.40.30.51 tcp 8000
vlan 301
serverfarm ORACLE-ALL
advertise active
sticky 30 group 70
replicate csrp sticky
replicate csrp connection
persistent rebalance
domain DCb-csm-1
inservice

Cisco Data Center Assurance Program (DCAP) 4.0
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The above Vserver receives HTTP requests (wwwin-oefin.gslb.dcap.com) on TCP port 8000 for which
the first VVserver redirected the client to. This Vserver will match a client request that arrives at the CSM
on TCP port 8000 and load balance the request to one of the servers in the serverfarm ORACLE-ALL.
This Vserver will also create a sticky entry in the sticky database that is based on the client’s source IP
address.

All four GSS devices communicate with the both the ACE in DCa as well as the CSM in DCb. All four
GSS devices must be able to reach the ACE modules at DCa as well as the CSMs at DCb in order to
understand their health and availability. This function is called a keepalive or probe. The following
keepalive methods are used in the DCAP topology

e KAL-AP - Uses a UDP transport where the GSS interrogates an ACE/CSM in order to obtain load
information on a particular VIP/Vserver or specific rule. KAL-AP keepalive type can be configured
for either KAL-AP by “TAG” or KAL-AP by VIP.

e HTTP Head — GSS sends the VIP on the ACE/CSM HTTP Head request looking for a 200 OK server
response code.

e TCP - GSS sets up a 3-way TCP handshake to the VIP on ACE/CSM in order to verify the TCP
socket is open.

KAL-AP by TAG was used for the keepalive type between all four GSS devices and the CSMs at DCh.

It is extremely important to understand the different TCP and UDP ports that the GSS devices and the
Global Site Selector Master (GSSM) use for keepalive functionality in order to help plan network
topologies and positioning of the GSS devices and GSSMs.

In the topology, configuring health probes to the real servers allows you to determine if the real servers
are operating correctly.

The health of a real server is categorized as follows:
e Active—The real server responds appropriately.
e Suspect—The real server is unreachable or returns an invalid response. The probes are retried.
e Failed—The real server fails to reply after a specified number of consecutive retries.

The GSS is notified and the ACE CSM adjusts incoming connections accordingly. Probes continue to a
failed server until the server becomes active again. The probes used in the testing were HTTP type
probes which logged into the server resource /oa_servlets/AppsLogin via HTTP with the appropriate
username and password.

The health probes used on the ACE and the CSM are as follows:

On the ACE, an HTTP probe assigned to the application server named
“ORACLE_WEB_PAGE_CHECK”.

This probe creates a TCP 3-way handshake and then initiates an HTTP GET request for the Universal
Reourcde ldentifier (URI) /oa_servlets/AppsLogin sending the authentication credentials of Username:
sysadmin and password: sysadmin. Upon receiving an HTTP 200 OK server response code from the
application server, the ACE assumes the application is operational and makes the server available as a
resource.

probe http ORACLE_WEB_PAGE_CHECK
port 8000
interval 2
faildetect 1
passdetect interval 2
credentials sysadmin sysadmin
request method get url /oa_servlets/AppsLogin
expect status 200 200

Cisco Data Center Assurance Program (DCAP) 4.0
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dca-agg-l-ace-1/c2# show probe ORACLE_WEB_PAGE_CHECK

probe : ORACLE_WEB_PAGE_CHECK
type : HTTP, state : ACTIVE
port : 8000 address : 0.0.0.0 addr type
interval : 2 pass intvl : 2 pass count : 3
fail count: 1 recv timeout: 10
777777777777777777777 probe results ---------------—-----
probe association probed-address probes failed passed health
—————————————————————————————————— B it e it
serverfarm : ORAAPP_ORACLE_FARM_WAAS_CONTENT
real : ORAAPP01[0]
101.1.33.16 57 0 57 SUCCESS
real : ORAAPP02([0]
101.1.33.5 57 0 57 SUCCESS
real : ORAAPPO03[0]
101.1.33.47 57 0 57 SUCCESS

Onthe CSM an HTTP probe is assigned to the application server named “ORACLE”. This probe creates
a TCP 3-way handshake and then initiates an HTTP GET request for the URI /oa_servlets/AppsLogin
along with the HTTP Header “I_AM_CSM?” and the authentication credentials of Username: sysadmin
and password: sysadmin. Upon receiving an HTTP 302 Server Response Code from the application
server, the CSM assumes the application is operational and makes the server available as a resource.

probe ORACLE http
credentials sysadmin sysadmin
header I_AM_CSM
request method get url /oa_servlets/AppsLogin
expect status 302
interval 2
retries 1
failed 2
port 8000

DCb-ss-1#show mod csm 2 probe name oracle detail

probe type port interval retries failed open receive
ORACLE http 8000 2 1 2 10 10
Probe Credentials:
Username: sysadmin Passwd: sysadmin
Probe Request: GET /oa_servlets/AppsLogin
HTTP Headers:
I_AM CSM
Expected Status Codes:
302
real vserver serverfarm policy status
201.1.33.47:8000 WWWIN-CLEAR ORACLE-ALL (default) OPERABLE
201.1.33.16:8000 WWWIN-CLEAR ORACLE-ALL (default) OPERABLE
201.1.33.5:8000 WWWIN-CLEAR ORACLE-ALL (default) OPERABLE

Application Tier

The Application Tier in DCa of the four application hosts dcap-dca-oraapp01 (virtual host),
dcap-dca-oraapp02 (HP blade server), dcap-dca-orapp03(virtual vost) and dcap-dca-oracm01 (HP blade
servers). The hosts dcap-dca-oraapp01,dcap-dca-orapp02 and dcap-dca-oraapp03 are configured to
provide front-end connectivity functions servicing Web and Forms services. Application hosts in data
center A are configured behind the ACE to provide load balancing capabilities while at the same time
providing high availability for services within data center A. The setup is similar in DCh where hosts

Cisco Data Center Assurance Program (DCAP) 4.0
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dcap-DCb-oraapp01 (virtual host), dcap-DCb-oraapp02 (HP blade server) and
dcap-DCb-oraapp03(virtual host) provide Web and forms services and these application hosts are
configured behind CSM to provide load balancing capabilities while at the same time providing high
availability for services within data center B.

The hosts dcap-dca-oracm01 and dcap-DCb-oracm01 provide services to run Concurrent
Manager/Batch jobs. These Concurrent Manager hosts are configured using the Parallel Concurrent
Processing (PCP) feature thus providing capability of load balancing and high availability for batch
processing jobs.

The ACE, in the Aggregation Layer of DCa, and the CSM, in the Aggregation Layer of DCb, provide
load balancing between the three web hosts in each data center by means of a virtual IP (VIP). The VIPs
for each data center are in different networks since there is no L2 adjacency between the data centers
and no advanced capabilities like route health injection are being used. In DCAP deployment, Oracle 11i
E-Business Suite is initially installed on a single application front end server using the standard Oracle
E-Business Suite installation tool. Then, the Oracle Auto Configuration utility is used to configure
Oracle Applications to leverage the VIP on either the ACE or the CSM. Table 1-3 highlights key changes
required in Context file for each of the Application hosts to accommodate integration of ACE and CSM
with E-Business Suite.

Table 1-3 Context File Changes for ACE and CSM Integration
Variable Name Current Values Changed Value
s_webentryhost dcap-dca-oraapp01 DCa App Nodel wwwin-oefin (VIP on ACE)

dcap-dca-or aapp02-DCa App Node2
dcap-dca-oraapp03 DCa App Node3

dcap-DCb-oraapp01 DCb App Nodel wwwin-oefin (VIP on CSM)
dcap-DCb-oraapp02 DCb App Node 2
dcap-DCh-oraapp03 DCb App Node 3

s_active_webport

8000 Bind port 8000 to port 80

S_webentry_domain | Dcap.com Gslb.dcap.com (Domain name

associated with VIP)

s_login_page

http://dcap-dca-oraapp01.dcap.com:8000/0a_serviets/A
ppsLogin - DCa App Node 1

http://dcap-dca-oraapp02.dcap.com:8000/oa_serviets/A
ppsLogin - DCa App Node 2

http://dcap-dca-oraapp01.dcap.com:8000/0a_serviets/A
ppsLogin - DCa App Node 3

http://dcap-DChb-oraapp01.dcap.com:8000/0a_servlets/
AppsLogin - DCbh App Node 1

http://dcap-DCb-oraapp01.dcap.com:8000/0a_servlets/
AppsLogin - DCb App Node 2

http://dcap-DCb-oraapp01.dcap.com:8000/0a_servlets/
AppsLogin - DCb App Node 3

Cisco Data Center Assurance Program (DCAP) 4.0
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Shared APPL_TOP

A traditional multi-node installation of 11i E-Business Suite requires each Application host to maintain
its own Application Tier file system consisting of APPL_TOP and COMMON_TOP directories and the
Application Tier technology stack file system (iAS and 8.0.6 Oracle homes). In the DCAP topology the
“Shared Application File System” architecture is implemented with the ability to share the APPL_TOP
file system and Application Tier tech stack filesystem. All the Application Tier files are installed on
single NetApp filer cluster volume (/apps/oefin) located in data center A and mounted using NFSv2 over
TCP across all the Application hosts in DCa and DCh. To enable failover to data center B, the cluster
volume is synchronously replicated over an IP WAN link using synchronous SnapMirror to a NetApp
filer cluster in data center B.

Utilizing a shared APPL_TOP and shared Application Tier file system is key component for
Active/Active Application tier across data centers. Other benefits include

e Flexibility to add additional nodes to existing installation, thereby providing greater resiliency to
node failure or to support additional user capacity.

e Software patches only need to be applied to one Application Tier node for the effects to be visible
on all other nodes that share the file system. This will minimize the duration of planned maintenance
downtime.

~

Note  Refer to Note id: 233428.1 http://metalink.oracle.com for details on how to enable shared appl_top.

Forms Deployment mode

Oracle Forms can be deployed in Servlet Mode or Socket Mode. In Servlet Mode there is a java servlet
called the Forms Listener Servlet that manage the communication between the Forms Java Client and
OracleAS Forms Services. This architecture operates through the HTTP server port alone and does not
need extra ports to handle communication between the client and the application server.

In the current DCAP implementation, “Servlet Mode” is enabled. On the ACE in DCa, sticky was also
enabled in order to ensure that the client remains stuck to the same server for the duration of the
session. In DCa, on the ACE, sticky is based on an ACE inserted cookie in order to provide persistence.

In the DCb, sticky must be enabled on the CSM to ensure that the user that was load balanced to the
application server for Oracle Forms. In the testing, the method of sticky used was “sticky source IP
Address .”

Database Tier

The Database Tier in DCa consists of active/active 10gR2 Real Application Cluster (RAC). The cluster
is configured using two RedHat Enterprise Linux update 4 hosts (HP BL685 blade servers). The shared
storage for RAC is configured using Oracle Automatic Storage Management (ASM). The database,
called OEFIN, is normally located in DCa on SAN storage from EMC, HP, and NetApp. This storage
uses each vendor's synchronous replication method (SRDF/S for EMC, Continuous Access XP
Synchronous for HP, and synchronous SnapMirror for NetApp) over an extended fibre channel link to
ensure an identical copy of the database is available for failover in data center B.

RAC configuration provides horizontal scalability for increased capacity and high availability for
Database Tier.

Cisco Data Center Assurance Program (DCAP) 4.0
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Figure 1-3 Cisco DCAP 4.0 Real Application Clusters (RAC) Topology
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configured in Active/Passive mode using RedHat Enterprise Linux update 4 Active/Passive Cluster.
RAC deployment for this failover Data Center is deferred to a future phase.

Note

Applications Release 11i with 10gR2 RAC and ASM.

Refer to Note ID: 362135.1 http://metalink.oracle.com for information on how to configure Oracle
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DCAP Oracle E-Business Environment

The following section provides an overview of the hardware and software used in the DCAP E-Business
Suite environment.

Hardware: Application Tier VMware Deployment

Software

VMWare ESX server version 3.0.2 was deployed on two clustered HP c-Class blade servers in each data
center. The Data Center A deployment used BL480c dual-processor, quad-core, 2.6Ghz Intel powered
servers with 16GB of RAM. The ESX OS was installed on a SAN Boot LUN and the VM storage was
provisioned on a SAN datastore. To provide network high availability at the ESX level each server was
configured to use four bonded Gigabit Ethernet NIC's for inband connectivity and two bonded Gigabit
Ethernet NIC's for management. Oracle 11i was deployed by provisioning a single virtual host on each
ESX server. Each Oracle VM was provisioned 4GB RAM and 2CPUs. By following the ESX design
implementation guides, the VMware servers’ network settings were configured to allow VVMotion,
providing yet level of resiliency. The DCb deployment was configured in a similar manner to DCa with
the main difference being the use of BL465c Dual-Core, 2.6Ghz, AMD servers with 8GB of total RAM.

Application Tier Server Deployment
e 2 HP BL465c with dual core AMD Opteron 1.8GHz CPU and 4GB of RAM

e 2 HP BL460c with dual core Intel 1.6GHz CPU and 4GB of RAM

Database Tier
e 2 HP BL685’s with dual AMD opteron 2.8GHz CPU and 32GB of RAM in DCa

e 2 HP DL585’s with dual AMD opteron 2.8GHz CPU and 32GB of RAM in DCb

Oracle E-Business Suite
e Oraclelli-11.5.10.2

Techstack Patch Level
e ATG RUP4

Oracle Database
e Oracle 10gR2 RAC

Operating System
e RHEL4 Update 4 32bit for Application Tier
e RHEL4 Update4 64bit for Database Tier

l_ Cisco Data Center Assurance Program (DCAP) 4.0
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Application Traffic Flow in Data Center A

Figure 1-4 provides an overview of the application data flow from a branch client to the E-Business Suite
application showing the major components. It details the data flow from the client, located at the branch
office, connecting to the E-Business Suite application residing in the data center.

Figure 1-4 Cisco DCAP 4.0 Application Traffic Flow DCa
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Client makes DNS requests for to Branch Name Server

Branch Name Server NS Forwards DNS query for to GSS

GSS responds with Authoritative Answer of 101.1.33.50 (VIP at DCa)

Branch Name Server responds with VIP from DCa (TTL of 5sec) to Client

Client sends HTTP request to ACE

Branch router intercepts client request via WCCP interception and forwards to branch WAE
Branch WAE responds back to branch router with TCP option 21 (0x21) set

Branch router forwards request to VIP on ACE (101.1.33.50)
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11. ACE forwards request to Application server

12. Application server forwards data requests to Database server

13. Database server responds with required data back to Application server
14. Application server forwards response back to ACE

15. ACE response back to WAE

16. WAE responds back to ACE transparently

17. ACE forwards request back to branch router

18. Branch router forwards request back to branch WAE

19. Branch WAE forwards request back to branch router

20. Branch router forwards HTTP response back to client.

Cisco Data Center Assurance Program (DCAP) 4.0
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Application Traffic Flow in Data Center B

Figure 1-5provides an overview of the Application data flow from a branch client to the E-Business
Suite application showing the major components. It details the data flow from the Client, located at the
branch office, connecting to the E-Business Suite application residing in the data center.

Figure 1-5 Cisco DCAP 4.0 Application Traffic Flow DCb
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Client makes DNS requests for to Branch Name Server

Branch Name Server NS Forwards DNS query for to GSS

GSS responds with Authoritative Answer of 201.40.30.51 (VIP at DCb)

Branch Name Server responds with VIP from DCb (TTL of 5sec) to Client

Client sends HTTP request to CSM

Branch router intercepts client request via WCCP interception and forwards to branch WAE
Branch WAE responds back to branch router with TCP option 21 (0x21) set

Branch router routes the request to VIP at CSM
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11. WAN edge router forwards the request to the destination VIP on CSM

12. CSM load balances requests to the Application server

13. Application server forwards data requests to Database server

14. Database server responds with required data back to Application server

15. Application server forwards response back to CSM

16. CSM forwards response back to WAN edge router.

17. The DC WAN edge router intercepts the request via WCCP and forwards to core WAE
18. Core WAE responds back to DC WAN edge router

19. The DC WAN edge router routes the request back to branch router

20. Branch router intercepts client request via WCCP interception and forwards to branch WAE
21. Branch WAE responds request back to branch router

22. Branch router forwards HTTP request back to client.

Oracle Failover/Failback Summary

Table 1-4 summarizes the results of failover and failback testing for Oracle E-Business Suite. These tests
are conducted as part of data Center failover testing for each of storage vendor. Complete details for each
of these tests are covered in Volume 11—Data Center High Availability.

>
Note  Refer to Volume 11: Data Center High Availability for HA details.
Table 1-4 Oracle Failover/Failback Test Results
Failover Failback

Vendor |RPO |RTO RPO |RTO
EMC 0 14 min | 0 21 min
HP 0 12min | 0 19 min
NetApp | O 14 min | 0 19 min

Testing Summary

The Cisco DCAP 4.0 Oracle E-Buisness Suite application tests fall into two major categories. The
Baseline Functionality tests, which are documented in this volume, were executed to verify the
configuration and functionality of Oracle E-Business Suite integration with GSS, ACE, CSM,
Active/Active hybrid mode and WAAS optimizations. Application Traffic was generated by clients from
three branch offices to both data centers with WAAS and without WAAS.

The Cisco DCAP 4.0 High Availability, Volume 11 include failing a component in the network and
characterizing the impact on Oracle application environment by the failure and failover to a redundant
component and failback to the primary component once it is again operational. Key metrics in
characterizing the application such as user experience and application throughput were used to quantify
failover and failback function.

Cisco Data Center Assurance Program (DCAP) 4.0
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Branch Comparison Summary Results Il

Refer to Volume 11: Data Center High Availability for HA details.

HP’s Mercury Load Runner tool was leveraged to simulate application traffic. The Load Runner
environment has one Controller located in DCB and three generators located at the three branch offices.
Five business processes, Create_Project_forms, DCAP_Receivables, CRM_Manage_Role,
DCAP_Create_User, and iProcurement (comprised of Oracle Forms and HTTP functionality), are
identified to simulate real-time traffic. Details on functionality of each of these business processes are
explained in the Appendix section. The following scenarios were tested to determine the average
transaction response times per data center from each of the branch clients.

e 10 Simultaneous Users test (for each of 3 branch generators for DCa and DCb separately with
WAAS turned ON and OFF)

e 150 Simultaneous Users test (global test with both DCa and DCb in the configuration with WAAS
turned ON and OFF)

e 150 Simultaneous Users test for failover testing

Branch Comparison Summary Results

This section summarizes results from the testing conducted between individual branches offices to each
of the Data centers. Graphs provide comparison on average transaction response times on non-optimized
WAN without WAAS and improvements provided by WAAS solution. Please see the detailed test results
for more information. Detailed optimization stats from WAAS can also be found in test results.

Figure 1-6 provides a comparison of Average Transaction Response times from Branchl to DCa with
WAAS and without WAAS.

Figure 1-7 provides a comparison of Average Transaction Response times from Branch2 to DCa with
WAAS and without WAAS.

Figure 1-8 provides a comparison of Average Transaction Response times from Branch3 to DCa with
WAAS and without WAAS.

Figure 1-9 provides a comparison of Average Transaction Response times from Branchl to DCb with
WAAS and without WAAS.

Figure 1-10 provides a comparison of Average Transaction Response times from Branch2 to DCb with
WAAS and without WAAS.

Figure 1-11 provides a comparison of Average Transaction Response times from Branch3 to DCb with
WAAS and without WAAS.

[ Volume 8—Applications: Oracle E-Business Suite
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Figure 1-6 Cisco DCAP 4.0 Branch 1 DCa WAAS Comparison
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Figure 1-8 Cisco DCAP 4.0 Branch 3 DCa WAAS Comparison
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Oracle Applications Configuration Details

Figure 1-10
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Oracle Applications Configuration Details

Refer to Volume 12: Appendices and Volume 25: Oracle E-Business Configurations for Oracle
configuration details. Oracle Vision Demo environment is installed in multi-node mode using Oracle
Installation tool “RAPID INSTALL”. 11.5.10.2 by default is installed with database version 9iR2. The
DB is upgraded to Oracle 10gR2 RAC and Oracle Applications are upgraded to latest Technology stack
ATG.RUP4 patch set. The Application Tier and Database Tier have been enabled with Autoconfig.

l_ Cisco Data Center Assurance Program (DCAP) 4.0
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Test Results Summary

Table 1-5 on page 1-21 summarizes results of all completed testing as part of the Cisco DCAP project
for this release. Table 1-5 on page 1-21 includes the feature or function tested, the section that describes
the feature set to which the feature or function belongs, the results of the feature or function tests (pass,
or pass with exception), the component tests for each feature or function, and any related defects found
during testing.

Note  Test results are unique to technologies covered and actual scenarios in which they were tested.

Refer to Volume 12: Appendix for a list of Cisco DCAP 4.0 DDTSs.

Table 1-5 DCAP Test Results Summary

Test Suites Feature/Function |Tests Results
Basic Functionality, |n/a 1. Global Distribution of Oracle Application Traffic with WAAS
page 1-22 Global Distribution of Oracle Application Traffic without WAAS
Oracle Applications Traffic from Branch 1 to DCa with WAAS
Oracle Applications Traffic from Branch 1 to DCa without WAAS
Oracle Applications Traffic from Branch 1 to DCb with WAAS
Oracle Applications Traffic from Branch 1 to DCb without WAAS
Oracle Applications Traffic from Branch 2 to DCa with WAAS
Oracle Applications Traffic from Branch 2 to DCa without WAAS
Oracle Applications Traffic from Branch 2 to DCh with WAAS
Oracle Applications Traffic from Branch 2 to DCb without WAAS
. Oracle Applications Traffic from Branch 3 to DCa with WAAS
Oracle Applications Traffic from Branch 3 to DCa without WAAS
Oracle Applications Traffic from Branch 3 to DCh with WAAS
Oracle Applications Traffic from Branch 3 to DCh without WAAS
Oracle E-Business Applications Environment Validation
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Test Cases

Functionality critical to global enterprises tested for this Cisco DCAP release is described in the
following sections. See Appendix: Topology Configurations for test device configurations.

e Basic Functionality, page 1-22

Basic Functionality

Baseline functionality is to verify configuration and functionality of Oracle E-business suite integration
with GSS,ACE,CSM in Active/Active hybrid mode deployed across 2 Data Center. Tests also cover
Application optimization using WAAS technology

This section contains the following topics:
¢ Global Distribution of Oracle Application Traffic with WAAS, page 1-22
¢ Global Distribution of Oracle Application Traffic without WAAS, page 1-25
e Oracle Applications Traffic from Branch 1 to DCa with WAAS, page 1-28
e Oracle Applications Traffic from Branch 1 to DCa without WAAS, page 1-30
¢ Oracle Applications Traffic from Branch 1 to DCb with WAAS, page 1-32
e Oracle Applications Traffic from Branch 1 to DCb without WAAS, page 1-34
e Oracle Applications Traffic from Branch 2 to DCa with WAAS, page 1-36
e Oracle Applications Traffic from Branch 2 to DCa without WAAS, page 1-38
¢ Oracle Applications Traffic from Branch 2 to DCb with WAAS, page 1-40
e Oracle Applications Traffic from Branch 2 to DCb without WAAS, page 1-42
e Oracle Applications Traffic from Branch 3 to DCa with WAAS, page 1-44
¢ Oracle Applications Traffic from Branch 3 to DCa without WAAS, page 1-46
e Oracle Applications Traffic from Branch 3 to DCb with WAAS, page 1-48
e Oracle Applications Traffic from Branch 3 to DCb without WAAS, page 1-50

e Oracle E-Business Applications Environment Validation, page 1-52

Global Distribution of Oracle Application Traffic with WAAS

This test verified the functionality of the Oracle E-business Applications deployment across both Data
Centers. This involved sending load runner based traffic from all the branch servers to both DCA and
DCB

It was verified that the GSS distribution of client DNS queries worked as expected across both Data
Centers. Once the GSS has distributed the queries it was verified that the ACE and CSM load balanced
the connections across the application hosts as expected.

150 simultaneous users are simulated from all branch servers 1, 2 and 3 to both DCA and DCB.
Simulated latency varied from 4ms to 70ms depending on where the traffic is originated from branches.
The response times were then measured and performance results were quantified. During this test WAAS
was accelerating the Oracle traffic.

Cisco Data Center Assurance Program (DCAP) 4.0
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Test Procedure

The procedure used to perform the Global Distribution of Oracle Application Traffic with WAAS test
follows:

Step1  Begin background scripts to collect initial status of test network devices. Monitor memory and CPU
utilization of those network devices.

Step2  Verify that the Load Runner(LR) traffic generation tool is set up to send traffic from all the 3 Branches.
For each of the defined business flows, the LR tool will source HTML and Oracle Forms applications
interaction from simulated clients at the branches to the Application and Database hosts in both data
centers.To simulate connections from multiple IP addresses, leverage function of IP spoofing from LR
tool.From ACE, issue the following command to see the connection entries from the LoadRunner
generated traffic to the VIP

show conn | inc 10.0..

From the CSM, issue the command, "“show mod csm 2 conns vserver wwwin-oefin™ and "show mod csm
2 sticky" in order to verify http traffic.

Step3  On the GSS verfiy that the DNS rule wwwin-oefin is configured properly by issuing the show
tech-support config command.

Step4  Clear the appropriate counters on the GSS, CSM, ACE, and WAAS devices in the network. On the GSS
issue the clear statistics keepalive all and clear statistics dns commands. On the CSM issue the clear
module csm module connections, clear module csm module counters, clear module csm module sticky
all commands. On the WAE devices issue the clear statistics all command.

From the ACE, issue the following commands in order to clear the appropriate counters:

clear service-policy ORACLE_TCP_TRAFFIC

clear service-policy OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS
clear sticky database all

clear serverfarm REDIRECT_PORT_80_TO_PORT_8000

clear serverfarm ORAAPP_ORACLE_FARM_WAAS_CONTENT

clear serverfarm WAE_FARM

clear stats all

Step5 Initiate the Load Runner generated traffic which will run for approximately 1 hour.

Step6  On the GSS, verify the GSS statitics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

From these commands you should see no dns response errors, dns responses sent and dns responses no
error should be equal. You should also see the proper dns rule being hit.

Step7  Verify on the CSM that you see the expected behavior for connections, sticky entries and hits on the real
servers by issuing the following commands:

show module csm

module
conns vserver

vserver
show module csm

module

Cisco Data Center Assurance Program (DCAP) 4.0
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sticky
show module csm

module
reals sfarm

sfarm

detailFrom these commands you should see an even distribution of connections to each real
server, each with it’s own sticky entry based on source IP address. On ACE verify the
following commands: show service-policy ORACLE_TCP_TRAFFIC detail show service-policy
OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS detail show serverfarm WAE_FARM show serverfarm
ORAAPP_ORACLE_FARM show stats http show stats loadbalance show stats sticky show
service-policy ORACLE_TCP_TRAFFIC | inc drop show service-policy
OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS \ inc drop show stats inspect

Step8  Verify the traffic is being accelerated by the WAE devices at the branches by issuing the show tfo
connection summary command.

From the output of the command you should see all client to application connections established and
being fully optimized.

Step9  Once the traffic has completed save the results on the Load Runner controller. LR tool will generate 2
graphs. First graph will display the average transaction response times relative to the number of vusers
running at any given point during the test. The second graph helps to determine percentage of
transactions that met predefined response times.

Step10  On the GSS, verify the GSS statisics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

Compare this with the pre-test output and verify you see the expected changes from the pre test output.

Step 11 Verify on the CSM that you observe the proper expected results by issuing the following commands:

show module csm

module
conns vserver

vserver
show module csm

module
sticky
show module csm

module
reals sfarm

sfarm
detailCompare this with the pre test output and verify you see the expected changes from
the pre test results.

Verify on the ACE the following: show service-policy ORACLE_TCP_TRAFFIC detail show
service-policy OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS detail show serverfarm WAE_FARM
show serverfarm ORAAPP_ORACLE_FARM show stats http show stats loadbalance show stats sticky
show service-policy ORACLE_TCP_TRAFFIC | inc drop show service-policy
OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS | inc drop show stats inspect

Step12  Verify the statistics on the WAE device at the branch by issuing the following commands:
show statistics tfo

show statistics tfo saving
show statistics tcp

Cisco Data Center Assurance Program (DCAP) 4.0
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show statistics dre

Step13  Stop background scripts to collect final status of network devices and analyze for error.
Step 14 Verify that memory and the CPU did not suffer severe, sustained, or unacceptable impact.

Expected Results

The following test results are anticipated:
e We expect that WAAS will accelerate transaction response times.

e We expect WAAS to optimize traffic from the Application hosts in DCB accessing the Database in
DCA.

e We expect that Oracle transactions submitted through Load Runner from all branches across both
Data Centers will be completed successfully.

¢ We expect that GSS will direct the Application traffic to both Data Centers as per design criteria.

e We expect that ACE and CSM will load balance the connections across the application hosts in their
respective Data Centers.

Results

Global Distribution of Oracle Application Traffic with WAAS passed.

Global Distribution of Oracle Application Traffic without WAAS

This test verified the functionality of the Oracle E-business Applications deployment across both Data
Centers. This involved sending load runner based traffic from all the branch servers to both DCA and
DCB

It was verified that the GSS distribution of client DNS queries worked as expected across both Data
Centers. Once the GSS has distributed the queries it was verified that the CSM load balanced the
connections across the application hosts as expected.

150 simultaneous users are simulated from all branch servers 1, 2 and 3 to both DCA and DCB.
Simulated latency varied from 4ms to 70ms depending on where the traffic is originated from branches.
The response times were then measured and performance results were quantified. During this test WAAS
was is disabled.

Test Procedure

The procedure used to perform the Global Distribution of Oracle Application Traffic without WAAS test
follows:

Step1  Begin background scripts to collect initial status of test network devices. Monitor memory and CPU
utilization of those network devices.

Step2  Verify that the Load Runner(LR) traffic generation tool is set up to send traffic from all the 3 Branches.
For each of the defined business flows, the LR tool will source HTML and Oracle Forms applications
interaction from simulated clients at the branches to the Application and Database hosts in both data

Cisco Data Center Assurance Program (DCAP) 4.0
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Step 3

Step 4

Step 5
Step 6

Step 7

centers.To simulate connections from multiple IP addresses, leverage function of IP spoofing from LR
tool. From ACE, issue the following command to see the connection entries from the LoadRunner
generated traffic to the VIP

show conn | inc 10.0..

From the CSM, issue the command, "show mod csm 2 conns vserver wwwin-oefin" and "show mod csm
2 sticky" in order to verify http traffic.

On the GSS verfiy that the DNS rule wwwin-oefin is configured properly by issuing the show
tech-support config command.

Clear the appropriate counters on the GSS, CSM and ACE devices in the network. On the GSS issue the
clear statistics keepalive all and clear statistics dns commands. On the CSM issue the clear module
csm module connections, clear module csm module counters, clear module csm module sticky all
commands.From the ACE, issue the following commands in order to clear the appropriate counters:

clear service-policy ORACLE_TCP_TRAFFIC

clear service-policy OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS
clear sticky database all

clear serverfarm REDIRECT_PORT_80_TO_PORT_8000

clear serverfarm ORAAPP_ORACLE_FARM_WAAS_CONTENT

clear serverfarm WAE_FARM

clear stats all

Initiate the Load Runner generated traffic which will run for approximately 1 hour.

On the GSS, verify the GSS statitics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

From these commands you should see no dns response errors, dns responses sent and dns responses no
error should be equal. You should also see the proper dns rule being hit.

Verify on the CSM that you see the expected behavior for connections, sticky entries and hits on the real
servers by issuing the following commands:

show module csm

module
conns vserver

vserver
show module csm

module
sticky
show module csm

module
reals sfarm

sfarm

detailFrom these commands you should see an even distribution of connections to each real
server, each with it’s own sticky entry based on source IP address. On ACE verify the
following commands: show service-policy ORACLE_TCP_TRAFFIC detail show service-policy
OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS detail show serverfarm WAE_FARM show serverfarm
ORAAPP_ORACLE_FARM show stats http show stats loadbalance show stats sticky show
service-policy ORACLE_TCP_TRAFFIC \ inc drop show service-policy

OPTIMIZED_ _TRAFFIC_TO_ORIGIN_SERVERS \ inc drop show stats inspect
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Step 8

Step 9

Step 10

Step 11
Step 12

Expected Results

Basic Functionality

Once the traffic has completed save the results on the Load Runner controller. LR tool will generate 2
graphs. First graph will dsiplay the average transaction response times relative to the number of vusers
running at any given point during the test. The second graph helps to determine percentage of
transactions that met predefined response times.

On the GSS, verify the GSS statisics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

Compare this with the pre-test output and verify you see the expected changes from the pre test output.

Verify on the CSM that you observe the proper expected results by issuing the following commands:

show module csm

module
conns vserver

vserver
show module csm

module
sticky
show module csm

module
reals sfarm

sfarm
detailCompare this with the pre test output and verify you see the expected changes from
the pre test results.

Verify on the ACE the following: show service-policy ORACLE_TCP_TRAFFIC detail show
service-policy OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS detail show serverfarm WAE_FARM
show serverfarm ORAAPP_ORACLE_FARM show stats http show stats loadbalance show stats sticky
show service-policy ORACLE_TCP_TRAFFIC | inc drop show service-policy
OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS | inc drop show stats inspect

Stop background scripts to collect final status of network devices and analyze for error.

Verify that memory and the CPU did not suffer severe, sustained, or unacceptable impact.

The following test results are anticipated:

e We expect Transaction response times from the Application hosts in DCB accessing the Database in
DCA to be longer as WAAS is disabled.

¢ We expect that majority of Oracle transactions submitted through Load Runner from all branches
across both Data Centers will be completed successfully.

¢ We expect that, without the acceleration capabilities provided by WAAS, there will be timeout of
incoming requests from remote branch offices.

¢ We expect that GSS will direct the Application traffic to both Data Centers as per design criteria.

¢ We expect that ACE and CSM will load balance the connections across the application hosts in their
respective Data Centers.

Cisco Data Center Assurance Program (DCAP) 4.0
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Results

Global Distribution of Oracle Application Traffic without WAAS passed.

Oracle Applications Traffic from Branch 1 to DCa with WAAS

Test Procedure

Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

Step 7

This test verified the functionality of the Oracle E-business Applications deployment over the entire
network. This involved sending load runner based traffic from Branch 1 to DCa.

It was verified that the GSS distribution of client DNS queries worked as expected. Once the GSS has
distributed the queries it was verified that the ACE load balanced the connections across the application
hosts as expected.

The connection from branch to data center was simulated to have T3 bandwidth and 5 ms of latency. The
response times were then measured and performance results were quantified. During this test WAAS was
accelerating the Oracle traffic.

The procedure used to perform the Oracle Applications Traffic from Branch 1 to DCa with WAAS test
follows:

Begin background scripts to collect initial status of test network devices. Monitor memory and CPU
utilization of those network devices.

Verify that the Load Runner(LR) traffic generation tool is set up to send traffic from the Branch host to
the Data Center. For each of the defined business flows, the LR tool will source HTML and Oracle Forms
applications interaction from simulated clients at the branch to the Application and Database hosts in the
data center.To simulate connections from multiple IP addresses, leverage function of IP spoofing from
LR tool. From the ACE, issue the following command in order to verify the ACE’s FT status: show ft
group summary From the ACE, issue the following commands in order to clear the appropriate
counters:

clear service-policy ORACLE_TCP_TRAFFIC

clear service-policy OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS
clear sticky database all

clear serverfarm REDIRECT_PORT_80_TO_PORT_8000

clear serverfarm ORAAPP_ORACLE_FARM_WAAS_CONTENT

clear serverfarm WAE_FARM

clear stats all

On the GSS verfiy that the DNS rule wwwin-oefin is configured properly by issuing the show
tech-support config command.

Clear the appropriate counters on the GSS and WAAS devices in the network. On the GSS issue the clear
statistics keepalive all and clear statistics dns commands.

Initiate the Load Runner generated traffic which will run for approximately 10 minutes.

On the GSS, verify the GSS statitics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

From these commands you should see no dns response errors, dns responses sent and dns responses no
error should be equal. You should also see the proper dns rule being hit.

Verify on the ACE that you see the connection entries from the LoadRunner generated traffic t o the VIP
on ACEby issuing the following command.
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Step 8

Step 9

Step 10

Step 11

Step 12

Step 13

Step 14
Step 15

Expected Results

show

Basic Functionality

conn | inc 10.0..

Verify the traffic is being accelerated by the WAE devices at the branch by issuing the show tfo
connection summary command.

From the output of the command you should see all client to application connections established and
being fully optimized.

Verify the Database connections are being load balanced across both the nodes in RAC. From the output
you should see user distribution between both database instances.

Once the traffic has completed save the results on the Load Runner controller. LR tool will generate 2
graphs. First graph will dsiplay the average transaction response times relative to the number of vusers
running at any given point during the test. The second graph helps to determine percentage of
transactions that met predefined response times.

On the GSS, verify the GSS statisics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

Compare this with the pre-test output and verify you see the expected changes from the pre test output.

Verify on the ACE that you observe the proper expected results by issuing the following commands:

show
show
show
show
show
show
show
show
show
show
show
show
show

service-policy ORACLE_TCP_TRAFFIC detail

service-policy OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS detail

serverfarm WAE_FARM

serverfarm ORAAPP_ORACLE_FARM_WAAS_CONTENT

sticky database static rserver ORAAPP0O1 serverfarm ORAAPP_ORACLE_FARM_WAAS_CONTENT
sticky database static rserver ORAAPP02 serverfarm ORAAPP_ORACLE_FARM_WAAS_CONTENT
sticky database static rserver ORAAPP03 serverfarm ORAAPP_ORACLE_FARM_WAAS_CONTENT
stats http

stats loadbalance

stats sticky

service-policy ORACLE_TCP_TRAFFIC | inc drop

service-policy OPTIMIZED TRAFFIC_TO_ORIGIN_SERVERS | inc drop

stats inspect Stop the syslog server and copy the log file to the results file.

Verify the statistics on the WAE device at the branch by issuing the following commands:

show
show
show
show

Stop

statistics tfo
statistics tfo saving
statistics tcp
statistics dre

background scripts to collect final status of network devices and analyze for error.

Verify that memory and the CPU did not suffer severe, sustained, or unacceptable impact.

The following test results are anticipated:

* We expect WAAS to accelerate transaction response times.

e We expect Oracle transactions submitted through Load Runner to be completed successfully.

e We expect the GSS to direct the Application traffic from Branch to Data Center.

¢ We expect the ACE to load balance the connections across the application hosts.

¢ We expect database connections to load balance across the two RAC instances.
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Results

Oracle Applications Traffic from Branch 1 to DCa with WAAS passed.

Oracle Applications Traffic from Branch 1 to DCa without WAAS

Test Procedure

Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

Step 7

This test verified the functionality of the Oracle E-business Applications deployment over the entire
network. This involved sending load runner based traffic from Branchl to DCA.

It was verified that the GSS distribution of client DNS queries worked as expected. Once the GSS has
distributed the queries it was verified that the ACE load balanced the connections across the application
hosts as expected. It was also verified that the Database connections are distributed across both RAC
instances

The connection from branch to data center was simulated to have T3(45mb/sec) bandwidth and 4ms of
latency. The response times were then measured and performance results were quantified.During this
test WAAS is disabled

The procedure used to perform the Oracle Applications Traffic from Branch 1 to DCa without WAAS
test follows:

Begin background scripts to collect initial status of test network devices. Monitor memory and CPU
utilization of those network devices.

Verify that the Load Runner(LR) traffic generation tool is set up to send traffic from the Branch host to
the Data Center. For each of the defined business flows, the LR tool will source HTML and Oracle Forms
applications interaction from simulated clients at the branch to the Application and Database hosts in the
data center.To simulate connections from multiple IP addresses, leverage function of IP spoofing from
LR tool.From the ACE, issue the following command in order to verify the ACE’s FT status: show ft
group summary From the ACE, issue the following commands in order to clear the appropriate
counters:

clear service-policy ORACLE_TCP_TRAFFIC

clear service-policy OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS
clear sticky database all

clear serverfarm REDIRECT_PORT_80_TO_PORT_8000

clear serverfarm ORAAPP_ORACLE_FARM_WAAS_CONTENT

clear serverfarm WAE_FARM

clear stats all

On the GSS verfiy that the DNS rule wwwin-oefin is configured properly by issuing the show
tech-support config command.

Clear the appropriate counters on the GSS devices in the network. On the GSS issue the clear statistics
keepalive all and clear statistics dns commands.

Initiate the Load Runner generated traffic which will run for approximately 10 minutes.

On the GSS, verify the GSS statitics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

From these commands you should see no dns response errors, dns responses sent and dns responses no
error should be equal. You should also see the proper dns rule being hit.

Follow these steps:
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Step 8

Step 9

Step 10

Step 11

Step 12
Step 13

Expected Results

Results

Basic Functionality

Verify on the ACE that you see the connection entries from the LoadRunner generated
traffic t o the VIP on ACE by issuing the following command.

Follow these steps:

show conn | inc 10.0..

Once the traffic has completed save the results on the Load Runner controller. LR tool will generate 2
graphs. First graph will dsiplay the average transaction response times relative to the number of vusers
running at any given point during the test. The second graph helps to determine percentage of
transactions that met predefined response times.

Verify the Database connections are being load balanced across both the nodes in RAC. From the output
you should see user distribution between both database instances.

On the GSS, verify the GSS statisics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

Compare this with the pre-test output and verify you see the expected changes from the pre test output.

Verify on the ACE that you observe the proper expected results by issuing the following commands:

show service-policy ORACLE_TCP_TRAFFIC detail

show service-policy OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS detail

show serverfarm WAE_FARM

show serverfarm ORAAPP_ORACLE_FARM WAAS_CONTENT

show sticky database static rserver ORAAPPO1 serverfarm ORAAPP_ORACLE_FARM WAAS_CONTENT
show sticky database static rserver ORAAPP02 serverfarm ORAAPP_ORACLE_FARM WAAS_CONTENT
show sticky database static rserver ORAAPP03 serverfarm ORAAPP_ORACLE_FARM WAAS_CONTENT
show stats http

show stats loadbalance

show stats sticky

show service-policy ORACLE_TCP_TRAFFIC | inc drop

show service-policy OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS \ inc drop

show stats inspect Stop the syslog server and copy the log file to the results file.
Stop background scripts to collect final status of network devices and analyze for error.

Verify that memory and the CPU did not suffer severe, sustained, or unacceptable impact.

The following test results are anticipated:

We expect Oracle transactions submitted through Load Runner will be completed successfully.
We expect transaction response times to be slightly higher since WAAS is disabled.

We expect the GSS to direct the Application traffic from Branch to Data Center.

We expect the ACE to load balance the connections across the application hosts.

We expect the Database connections to load balance across the two RAC instances.

Oracle Applications Traffic from Branch 1 to DCa without WAAS passed.
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Oracle Applications Traffic from Branch 1 to DCbh with WAAS

Test Procedure

Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

Step 7

This test verified the functionality of the Oracle E-business Applications deployment over the entire
network. This involved sending load runner based traffic from Branchl to DCB.

It was verified that the GSS distribution of client DNS queries worked as expected. Once the GSS has
distributed the queries it was verified that the CSM load balanced the connections across the application
hosts as expected. It was also verified that the Database connections are distributed across both RAC
instances

The connection from branch to data center was simulated to have T3(45mb/sec) bandwidth and 6ms of
latency. The response times were then measured and performance results were quantified. During this
test WAAS was accelerating the Oracle traffic.

The procedure used to perform the Oracle Applications Traffic from Branch 1 to DCb with WAAS test
follows:

Begin background scripts to collect initial status of test network devices. Monitor memory and CPU
utilization of those network devices.

Verify that the Load Runner(LR) traffic generation tool is set up to send traffic from the Branch host to
the Data Center. For each of the defined business flows, the LR tool will source HTML and Oracle Forms
applications interaction from simulated clients at the branch to the Application and Database hosts in the
data center.To simulate connections from multiple IP addresses, leverage function of IP spoofing from
LR tool. From the CSM, issue the command, "show mod csm 2 conns vserver wwwin-oefin" and "show
mod csm 2 sticky" in order to verify http traffic.

On the GSS verfiy that the DNS rule wwwin-oefin is configured properly by issuing the show
tech-support config command.

Clear the appropriate counters on the GSS, CSM, and WAAS devices in the network. On the GSS issue
the clear statistics keepalive all and clear statistics dns commands. On the CSM issue the clear
module csm module connections, clear module csm module counters, clear module csm module sticky
all commands. On the WAE devices issue the clear statistics all command.

Initiate the Load Runner generated traffic which will run for approximately 10 minutes.

On the GSS, verify the GSS statitics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

From these commands you should see no dns response errors, dns responses sent and dns responses no
error should be equal. You should also see the proper dns rule being hit.

Verify on the CSM that you see the expected behavior for connections, sticky entries and hits on the real
servers by issuing the following commands:

show module csm

module
conns vserver

vserver
show module csm

module
sticky
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show module csm

module
reals sfarm

sfarm
detailFrom these commands you should see an even distribution of connections to each real
server, each with it’s own sticky entry based on source IP address.

Step8  Verify the traffic is being accelerated by the WAE devices at the branch by issuing the show tfo
connection summary command.

From the output of the command you should see all client to application connections established and
being fully optimized.

Step9  Once the traffic has completed save the results on the Load Runner controller. LR tool will generate 2
graphs. First graph will dsiplay the average transaction response times relative to the number of vusers
running at any given point during the test. The second graph helps to determine percentage of
transactions that met predefined response times.

Step 10  \erify the Database connections are being load balanced across both the nodes in RAC. From the output
you should see user distribution between both database instances.

Step11  On the GSS, verify the GSS statisics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

Compare this with the pre-test output and verify you see the expected changes from the pre test output.

Step12 Verify on the CSM that you observe the proper expected results by issuing the following commands:

show module csm

module
conns vserver

vserver
show module csm

module
sticky
show module csm

module
reals sfarm

sfarm
detailCompare this with the pre test output and verify you see the expected changes from
the pre test results.

Step 13 Verify the statistics on the WAE device at the branch by issuing the following commands:

show statistics tfo
show statistics tfo saving
show statistics tcp
show statistics dre

Step 14  Stop background scripts to collect final status of network devices and analyze for error.
Step15  Verify that memory and the CPU did not suffer severe, sustained, or unacceptable impact.

Cisco Data Center Assurance Program (DCAP) 4.0
[ Volume 8—Applications: Oracle E-Business Suite .m



Chapter1  Oracle 11i E-Business Suite |

Wl Basic Functionality

Expected Results

Results

The following test results are anticipated:
e We expect WAAS to accelerate transaction response times.
e We expect Oracle transactions submitted through Load Runner to be completed successfully.
e We expect the GSS to direct the Application traffic from Branch to Data Center.
¢ We expect the CSM to load balance the connections across the application hosts.

¢ We expect database connections to load balance across the two RAC instances.

Oracle Applications Traffic from Branch 1 to DCb with WAAS passed.

Oracle Applications Traffic from Branch 1 to DCbh without WAAS

Test Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

This test verified the functionality of the Oracle E-business Applications deployment over the entire
network. This involved sending load runner based traffic from Branchl to DCB.

It was verified that the GSS distribution of client DNS queries worked as expected. Once the GSS has
distributed the queries it was verified that the CSM load balanced the connections across the application
hosts as expected.It was also verified that the Database connections are distributed across both RAC
instances

The connection from branch to data center was simulated to have T3(45mb/sec) bandwidth and 6ms of
latency. The response times were then measured and performance results were quantified.During this
test WAAS is disabled

The procedure used to perform the Oracle Applications Traffic from Branch 1 to DCb without WAAS
test follows:

Begin background scripts to collect initial status of test network devices. Monitor memory and CPU
utilization of those network devices.

Verify that the Load Runner(LR) traffic generation tool is set up to send traffic from the Branch host to
the Data Center. For each of the defined business flows, the LR tool will source HTML and Oracle Forms
applications interaction from simulated clients at the branch to the Application and Database hosts in the
data center.To simulate connections from multiple IP addresses, leverage function of IP spoofing from
LR tool. From the CSM, issue the command, "show mod csm 2 conns vserver wwwin-oefin" and "show
mod csm 2 sticky" in order to verify http traffic.

On the GSS verfiy that the DNS rule wwwin-oefin is configured properly by issuing the show
tech-support config command.

Clear the appropriate counters on the GSS, CSM, and WAAS devices in the network. On the GSS issue
the clear statistics keepalive all and clear statistics dns commands. On the CSM issue the clear
module csm module connections, clear module csm module counters, clear module csm module sticky
all commands.

Initiate the Load Runner generated traffic which will run for approximately 10 minutes.
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Step6  On the GSS, verify the GSS statitics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

From these commands you should see no dns response errors, dns responses sent and dns responses no
error should be equal. You should also see the proper dns rule being hit.

Step7  \erify on the CSM that you see the expected behavior for connections, sticky entries and hits on the real
servers by issuing the following commands:

show module csm

module
conns vserver

vserver
show module csm

module
sticky
show module csm

module
reals sfarm

sfarm
detailFrom these commands you should see an even distribution of connections to each real
server, each with it’s own sticky entry based on source IP address.

Step8  Once the traffic has completed save the results on the Load Runner controller. LR tool will generate 2
graphs. First graph will dsiplay the average transaction response times relative to the number of vusers
running at any given point during the test. The second graph helps to determine percentage of
transactions that met predefined response times.

Step9  \erify the Database connections are being load balanced across both the nodes in RAC. From the output
you should see user distribution between both database instances.

Step10  On the GSS, verify the GSS statisics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

Compare this with the pre-test output and verify you see the expected changes from the pre test output.
Step 11 Verify on the CSM that you observe the proper expected results by issuing the following commands:

show module csm

module
conns vserver

vserver
show module csm
module

sticky

show module csm

module
reals sfarm

sfarm
detailCompare this with the pre test output and verify you see the expected changes from
the pre test results.
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Step 12
Step 13

Expected Results

Results

Stop background scripts to collect final status of network devices and analyze for error.

Verify that memory and the CPU did not suffer severe, sustained, or unacceptable impact.

The following test results are anticipated:
¢ We expect Oracle transactions submitted through Load Runner to be completed successfully.
e We expect the GSS to direct the Application traffic from Branch to Data Center.
¢ We expect the CSM to load balance the connections across the application hosts.

¢ We expect database connections to load balance across the two RAC instances.

Oracle Applications Traffic from Branch 1 to DCh without WAAS passed.

Oracle Applications Traffic from Branch 2 to DCa with WAAS

Test Procedure

Step 1

Step 2

This test verified the functionality of the Oracle E-business Applications deployment over the entire
network. This involved sending load runner based traffic from Branch 2 to DCa.

It was verified that the GSS distribution of client DNS queries worked as expected. Once the GSS has
distributed the queries it was verified that the ACE load balanced the connections across the application
hosts as expected.

The connection from branch to data center was simulated to have T1 bandwidth and 17 ms of latency.
The response times were then measured and performance results were quantified. During this test WAAS
was accelerating the Oracle traffic.

The procedure used to perform the Oracle Applications Traffic from Branch 2 to DCa with WAAS test
follows:

Begin background scripts to collect initial status of test network devices. Monitor memory and CPU
utilization of those network devices.

Verify that the Load Runner(LR) traffic generation tool is set up to send traffic from the Branch host to
the Data Center. For each of the defined business flows, the LR tool will source HTML and Oracle Forms
applications interaction from simulated clients at the branch to the Application and Database hosts in the
data center.To simulate connections from multiple IP addresses, leverage function of IP spoofing from
LR tool. From the ACE, issue the following command in order to verify the ACE’s FT status: show ft
group summary From the ACE, issue the following commands in order to clear the appropriate
counters:

clear service-policy ORACLE_TCP_TRAFFIC

clear service-policy OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS
clear sticky database all

clear serverfarm REDIRECT_PORT_80_TO_PORT_8000

clear serverfarm ORAAPP_ORACLE_FARM WAAS_CONTENT

clear serverfarm WAE_FARM
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Step 3

Step 4

Step 5
Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

Step 13

Step 14

Basic Functionality

clear stats all

On the GSS verfiy that the DNS rule wwwin-oefin is configured properly by issuing the show
tech-support config command.

Clear the appropriate counters on the GSS and WAAS devices in the network. On the GSS issue the clear
statistics keepalive all and clear statistics dns commands.

Initiate the Load Runner generated traffic which will run for approximately 10 minutes.

On the GSS, verify the GSS statitics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

From these commands you should see no dns response errors, dns responses sent and dns responses no
error should be equal. You should also see the proper dns rule being hit.

Verify on the ACE that you see the connection entries from the LoadRunner generated traffic t o the VIP
on ACEby issuing the following command.

show conn | inc 10.0..
Verify the traffic is being accelerated by the WAE devices at the branch by issuing the show tfo
connection summary command.

From the output of the command you should see all client to application connections established and
being fully optimized.

Verify the Database connections are being load balanced across both the nodes in RAC. From the output
you should see user distribution between both database instances.

Once the traffic has completed save the results on the Load Runner controller. LR tool will generate 2
graphs. First graph will dsiplay the average transaction response times relative to the number of vusers
running at any given point during the test. The second graph helps to determine percentage of
transactions that met predefined response times.

On the GSS, verify the GSS statisics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

Compare this with the pre-test output and verify you see the expected changes from the pre test output.

Verify on the ACE that you observe the proper expected results by issuing the following commands:

show service-policy ORACLE_TCP_TRAFFIC detail

show service-policy OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS detail

show serverfarm WAE_FARM

show serverfarm ORAAPP_ORACLE_FARM_WAAS_CONTENT

show sticky database static rserver ORAAPPO1 serverfarm ORAAPP_ORACLE_FARM WAAS_CONTENT
show sticky database static rserver ORAAPP02 serverfarm ORAAPP_ORACLE_FARM WAAS_CONTENT
show sticky database static rserver ORAAPP03 serverfarm ORAAPP_ORACLE_FARM WAAS_CONTENT
show stats http

show stats loadbalance

show stats sticky

show service-policy ORACLE_TCP_TRAFFIC | inc drop

show service-policy OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS \ inc drop

show stats inspect Stop the syslog server and copy the log file to the results file.
Verify the statistics on the WAE device at the branch by issuing the following commands:

show statistics tfo
show statistics tfo saving
show statistics tcp
show statistics dre

Stop background scripts to collect final status of network devices and analyze for error.
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Step 15

Expected Results

Results

Verify that memory and the CPU did not suffer severe, sustained, or unacceptable impact.

The following test results are anticipated:
e We expect that WAAS will accelerate transaction response times.
¢ We expect that Oracle transactions submitted through Load Runner will be completed successfully.
e We expect that GSS will direct the Application traffic from Branch to Data Center.

¢ We expect the ACE to load balance the connections across the application hosts.

Oracle Applications Traffic from Branch 2 to DCa with WAAS passed.

Oracle Applications Traffic from Branch 2 to DCa without WAAS

Test Procedure

Step 1

Step 2

This test verified the functionality of the Oracle E-business Applications deployment over the entire
network. This involved sending load runner based traffic from Branch2 to DCA.

It was verified that the GSS distribution of client DNS queries worked as expected. Once the GSS has
distributed the queries it was verified that the ACE load balanced the connections across the application
hosts as expected. It was also verified that the Database connections are distributed across both RAC
instances

The connection from branch to data center was simulated to have T1(1.5mb/sec) bandwidth and 17ms
of latency. The response times were then measured and performance results were quantified.During this
test WAAS is disabled

The procedure used to perform the Oracle Applications Traffic from Branch 2 to DCa without WAAS
test follows:

Begin background scripts to collect initial status of test network devices. Monitor memory and CPU
utilization of those network devices.

Verify that the Load Runner(LR) traffic generation tool is set up to send traffic from the Branch host to
the Data Center. For each of the defined business flows, the LR tool will source HTML and Oracle Forms
applications interaction from simulated clients at the branch to the Application and Database hosts in the
data center.To simulate connections from multiple IP addresses, leverage function of IP spoofing from
LR tool. From the ACE, issue the following command in order to verify the ACE’s FT status: show ft
group summary From the ACE, issue the following commands in order to clear the appropriate
counters:

clear service-policy ORACLE_TCP_TRAFFIC

clear service-policy OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS
clear sticky database all

clear serverfarm REDIRECT_PORT_80_TO_PORT_8000

clear serverfarm ORAAPP_ORACLE_FARM_WAAS_CONTENT

clear serverfarm WAE_FARM

clear stats all
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Step 3
Step 4

Step 5
Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12
Step 13

Expected Results

Basic Functionality

On the GSS verfiy that the DNS rule wwwin-oefin is configured properly by issuing the show
tech-support config command.

Clear the appropriate counters on the GSS devices in the network. On the GSS issue the clear statistics
keepalive all and clear statistics dns commands.

Initiate the Load Runner generated traffic which will run for approximately 10 minutes.

On the GSS, verify the GSS statitics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

From these commands you should see no dns response errors, dns responses sent and dns responses no
error should be equal. You should also see the proper dns rule being hit.

Verify on the ACE that you see the connection entries from the LoadRunner generated traffic t o the VIP
on ACE by issuing the following command.

show conn | inc 10.0..

Once the traffic has completed save the results on the Load Runner controller. LR tool will generate 2
graphs. First graph will dsiplay the average transaction response times relative to the number of vusers
running at any given point during the test. The second graph helps to determine percentage of
transactions that met predefined response times.

Verify the Database connections are being load balanced across both the nodes in RAC. From the output
you should see user distribution between both database instances.

On the GSS, verify the GSS statisics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

Compare this with the pre-test output and verify you see the expected changes from the pre test output.

Verify on the ACE that you observe the proper expected results by issuing the following commands:

show service-policy ORACLE_TCP_TRAFFIC detail

show service-policy OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS detail

show serverfarm WAE_FARM

show serverfarm ORAAPP_ORACLE_FARM WAAS_CONTENT

show sticky database static rserver ORAAPPO1 serverfarm ORAAPP_ORACLE_FARM WAAS_CONTENT
show sticky database static rserver ORAAPP02 serverfarm ORAAPP_ORACLE_FARM WAAS_CONTENT
show sticky database static rserver ORAAPP03 serverfarm ORAAPP_ORACLE_FARM WAAS_CONTENT
show stats http

show stats loadbalance

show stats sticky

show service-policy ORACLE_TCP_TRAFFIC | inc drop

show service-policy OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS \ inc drop

show stats inspect Stop the syslog server and copy the log file to the results file.
Stop background scripts to collect final status of network devices and analyze for error.

Verify that memory and the CPU did not suffer severe, sustained, or unacceptable impact.

The following test results are anticipated:
e We expect Oracle transactions submitted through Load Runner will be completed successfully.
¢ We expect transaction response times to be slightly higher since WAAS is disabled.
e We expect the GSS to direct the Application traffic from Branch to Data Center.
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Results

¢ We expect the ACE to load balance the connections across the application hosts.

¢ We expect the Database connections to load balance across the two RAC instances.

Oracle Applications Traffic from Branch 2 to DCa without WAAS passed.

Oracle Applications Traffic from Branch 2 to DCbh with WAAS

Test Procedure

Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

Step 7

This test verified the functionality of the Oracle E-business Applications deployment over the entire
network. This involved sending load runner based traffic from Branch2 to DCB.

It was verified that the GSS distribution of client DNS queries worked as expected. Once the GSS has
distributed the queries it was verified that the CSM load balanced the connections across the application
hosts as expected.lIt was also verified that the Database connections are distributed across both RAC
instances

The connection from branch to data center was simulated to have T1(1.5mb/sec) bandwidth and 19ms
of latency. The response times were then measured and performance results were quantified. During this
test WAAS was accelerating the Oracle traffic.

The procedure used to perform the Oracle Applications Traffic from Branch 2 to DCb with WAAS test
follows:

Begin background scripts to collect initial status of test network devices. Monitor memory and CPU
utilization of those network devices.

Verify that the Load Runner(LR) traffic generation tool is set up to send traffic from the Branch host to
the Data Center. For each of the defined business flows, the LR tool will source HTML and Oracle Forms
applications interaction from simulated clients at the branch to the Application and Database hosts in the
data center.To simulate connections from multiple IP addresses, leverage function of IP spoofing from
LR tool. From the CSM, issue the command, "show mod csm 2 conns vserver wwwin-oefin" and "show
mod csm 2 sticky" in order to verify http traffic.

On the GSS verfiy that the DNS rule wwwin-oefin is configured properly by issuing the show
tech-support config command.

Clear the appropriate counters on the GSS, CSM, and WAAS devices in the network. On the GSS issue
the clear statistics keepalive all and clear statistics dns commands. On the CSM issue the clear
module csm module connections, clear module csm module counters, clear module csm module sticky
all commands. On the WAE devices issue the clear statistics all command.

Initiate the Load Runner generated traffic which will run for approximately 10 minutes.

On the GSS, verify the GSS statitics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

From these commands you should see no dns response errors, dns responses sent and dns responses no
error should be equal.You should also see the proper dns rule being hit.

Verify on the CSM that you see the expected behavior for connections, sticky entries and hits on the real
servers by issuing the following commands:

show module csm
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module
conns vserver

vserver
show module csm

module
sticky
show module csm

module
reals sfarm

sfarm
detailFrom these commands you should see an even distribution of connections to each real
server, each with it’s own sticky entry based on source IP address.

Step8  Verify the traffic is being accelerated by the WAE devices at the branch by issuing the show tfo
connection summary command.

From the output of the command you should see all client to application connections established and
being fully optimized.

Step9  Once the traffic has completed save the results on the Load Runner controller. LR tool will generate 2
graphs. First graph will dsiplay the average transaction response times relative to the number of vusers
running at any given point during the test. The second graph helps to determine percentage of
transactions that met predefined response times.

Step 10  \erify the Database connections are being load balanced across both the nodes in RAC. From the output
you should see user distribution between both database instances.

Step11  On the GSS, verify the GSS statisics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

Compare this with the pre-test output and verify you see the expected changes from the pre test output.
Step12 Verify on the CSM that you observe the proper expected results by issuing the following commands:

show module csm

module
conns vserver

vserver
show module csm

module
sticky
show module csm

module
reals sfarm

sfarm
detailCompare this with the pre test output and verify you see the expected changes from
the pre test results.

Step 13 Verify the statistics on the WAE device at the branch by issuing the following commands:

show statistics tfo
show statistics tfo saving
show statistics tcp
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Step 14
Step 15

Expected Results

Results

show statistics dre

Stop background scripts to collect final status of network devices and analyze for error.
Verify that memory and the CPU did not suffer severe, sustained, or unacceptable impact.

The following test results are anticipated:
e We expect that WAAS will accelerate transaction response times.
¢ We expect transaction response times to be slightly higher in comparision to DCA.
¢ We expect that Oracle transactions submitted through Load Runner will be completed successfully.
e We expect that GSS will direct the Application traffic from Branch to Data Center.
¢ We expect that CSM will load balance the connections across the application hosts.

¢ We expect database connections to load balance across the two RAC instances.

Oracle Applications Traffic from Branch 2 to DCb with WAAS passed.

Oracle Applications Traffic from Branch 2 to DCbh without WAAS

Test Procedure

Step 1

Step 2

This test verified the functionality of the Oracle E-business Applications deployment over the entire
network. This involved sending load runner based traffic from Branch2 to DCB.

It was verified that the GSS distribution of client DNS queries worked as expected. Once the GSS has
distributed the queries it was verified that the CSM load balanced the connections across the application
hosts as expected. It was also verified that the Database connections are distributed across both RAC
instances

The connection from branch to data center was simulated to have T1(1.5mb/sec) bandwidth and 19ms
of latency. The response times were then measured and performance results were quantified.During this
test WAAS is disabled

The procedure used to perform the Oracle Applications Traffic from Branch 2 to DCb without WAAS
test follows:

Begin background scripts to collect initial status of test network devices. Monitor memory and CPU
utilization of those network devices.

Verify that the Load Runner(LR) traffic generation tool is set up to send traffic from the Branch host to
the Data Center. For each of the defined business flows, the LR tool will source HTML and Oracle Forms
applications interaction from simulated clients at the branch to the Application and Database hosts in the
data center.To simulate connections from multiple IP addresses, leverage function of IP spoofing from
LR tool. From the CSM, issue the command, "show mod csm 2 conns vserver wwwin-oefin" and "show
mod csm 2 sticky" in order to verify http traffic.
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Step 4

Step 5
Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Basic Functionality

On the GSS verfiy that the DNS rule wwwin-oefin is configured properly by issuing the show
tech-support config command.

Clear the appropriate counters on the GSS, CSM, and WAAS devices in the network. On the GSS issue
the clear statistics keepalive all and clear statistics dns commands. On the CSM issue the clear
module csm module connections, clear module csm module counters, clear module csm module sticky
all commands.

Initiate the Load Runner generated traffic which will run for approximately 10 minutes.

On the GSS, verify the GSS statitics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

From these commands you should see no dns response errors, dns responses sent and dns responses no
error should be equal. You should also see the proper dns rule being hit.

Verify on the CSM that you see the expected behavior for connections, sticky entries and hits on the real
servers by issuing the following commands:

show module csm

module
conns vserver

vserver
show module csm

module
sticky
show module csm

module
reals sfarm

sfarm

detailFrom these commands you should see an even distribution of connections to each real
server, each with it’s own sticky entry based on source IP address.
Once the traffic has completed save the results on the Load Runner controller. LR tool will generate 2
graphs. First graph will dsiplay the average transaction response times relative to the number of vusers
running at any given point during the test. The second graph helps to determine percentage of
transactions that met predefined response times.

Verify the Database connections are being load balanced across both the nodes in RAC. From the output
you should see user distribution between both database instances.

On the GSS, verify the GSS statisics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

Compare this with the pre-test output and verify you see the expected changes from the pre test output.

Verify on the CSM that you observe the proper expected results by issuing the following commands:

show module csm

module
conns vserver

vserver
show module csm

module
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Step 12
Step 13

Expected Results

Results

sticky
show module csm

module
reals sfarm

sfarm
detailCompare this with the pre test output and verify you see the expected changes from
the pre test results.

Stop background scripts to collect final status of network devices and analyze for error.

Verify that memory and the CPU did not suffer severe, sustained, or unacceptable impact.

The following test results are anticipated:
e We expect Oracle transactions submitted through Load Runner to be completed successfully.
¢ We expect transaction response times to be slightly higher since WAAS is disabled.
e We expect the GSS to direct the Application traffic from Branch to Data Center.
e We expect the CSM to load balance the connections across the application hosts.
¢ We expect database connections to load balance across the two RAC instances.

Oracle Applications Traffic from Branch 2 to DCh without WAAS passed.

Oracle Applications Traffic from Branch 3 to DCa with WAAS

Test Procedure

Step 1

Step 2

This test verified the functionality of the Oracle E-business Applications deployment over the entire
network. This involved sending load runner based traffic from Branch 3 to DCa.

It was verified that the GSS distribution of client DNS queries worked as expected. Once the GSS has
distributed the queries it was verified that the ACE load balanced the connections across the application
hosts as expected.

The connection from branch to data center was simulated to have T1(1.5mb/sec) bandwidth and 68ms
of latency. The response times were then measured and performance results were quantified. During this
test WAAS was accelerating the Oracle traffic.

The procedure used to perform the Oracle Applications Traffic from Branch 3 to DCa with WAAS test
follows:

Begin background scripts to collect initial status of test network devices. Monitor memory and CPU
utilization of those network devices.

Verify that the Load Runner(LR) traffic generation tool is set up to send traffic from the Branch host to
the Data Center. For each of the defined business flows, the LR tool will source HTML and Oracle Forms
applications interaction from simulated clients at the branch to the Application and Database hosts in the
data center.To simulate connections from multiple IP addresses, leverage function of IP spoofing from
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Step 3

Step 4

Step 5
Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

Basic Functionality

LR tool. From the ACE, issue the following command in order to verify the ACE’s FT status: show ft
group summary From the ACE, issue the following commands in order to clear the appropriate
counters:

clear service-policy ORACLE_TCP_TRAFFIC

clear service-policy OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS
clear sticky database all

clear serverfarm REDIRECT_PORT_80_TO_PORT_8000

clear serverfarm ORAAPP_ORACLE_FARM WAAS_CONTENT

clear serverfarm WAE_FARM

clear stats all

On the GSS verfiy that the DNS rule wwwin-oefin is configured properly by issuing the show
tech-support config command.

Clear the appropriate counters on the GSS and WAAS devices in the network. On the GSS issue the clear
statistics keepalive all and clear statistics dns commands.

Initiate the Load Runner generated traffic which will run for approximately 10 minutes.

On the GSS, verify the GSS statitics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

From these commands you should see no dns response errors, dns responses sent and dns responses no
error should be equal. You should also see the proper dns rule being hit.

Verify on the ACE that you see the connection entries from the LoadRunner generated traffic t o the VIP
on ACEby issuing the following command.

show conn | inc 10.0..
Verify the traffic is being accelerated by the WAE devices at the branch by issuing the show tfo
connection summary command.

Verify the Database connections are being load balanced across both the nodes in RAC. From the output
you should see user distribution between both database instances.

Once the traffic has completed save the results on the Load Runner controller. LR tool will generate 2
graphs. First graph will dsiplay the average transaction response times relative to the number of vusers
running at any given point during the test. The second graph helps to determine percentage of
transactions that met predefined response times.

On the GSS, verify the GSS statisics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

Compare this with the pre-test output and verify you see the expected changes from the pre test output.
Verify on the ACE that you observe the proper expected results by issuing the following commands:

show service-policy ORACLE_TCP_TRAFFIC detail

show service-policy OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS detail

show serverfarm WAE_FARM

show serverfarm ORAAPP_ORACLE_FARM WAAS_CONTENT

show sticky database static rserver ORAAPPO1 serverfarm ORAAPP_ORACLE_FARM WAAS_CONTENT
show sticky database static rserver ORAAPP02 serverfarm ORAAPP_ORACLE_FARM WAAS_CONTENT
show sticky database static rserver ORAAPP03 serverfarm ORAAPP_ORACLE_FARM WAAS_CONTENT
show stats http

show stats loadbalance

show stats sticky

show service-policy ORACLE_TCP_TRAFFIC | inc drop

show service-policy OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS \ inc drop
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show stats inspect Stop the syslog server and copy the log file to the results file.
Step 13 Verify the statistics on the WAE device at the branch by issuing the following commands:

show statistics tfo
show statistics tfo saving
show statistics tcp
show statistics dre

Step 14  Stop background scripts to collect final status of network devices and analyze for error.
Step15  Verify that memory and the CPU did not suffer severe, sustained, or unacceptable impact.

Expected Results

The following test results are anticipated:
e We expect that WAAS will accelerate transaction response times.
e We expect that Oracle transactions submitted through Load Runner will be completed successfully.
e We expect that GSS will direct the Application traffic from Branch to Data Center.
¢ We expect the ACE to load balance the connections across the application hosts.

¢ We expect database connections to load balance across the two RAC instances.

Results

Oracle Applications Traffic from Branch 3 to DCa with WAAS passed.

Oracle Applications Traffic from Branch 3 to DCa without WAAS

This test verified the functionality of the Oracle E-business Applications deployment over the entire
network. This involved sending load runner based traffic from Branch3 to DCA.

It was verified that the GSS distribution of client DNS queries worked as expected. Once the GSS has
distributed the queries it was verified that the ACE load balanced the connections across the application
hosts as expected. It was also verified that the Database connections are distributed across both RAC
instances

The connection from branch to data center was simulated to have T1(1.5mb/sec) bandwidth and 70ms
of latency. The response times were then measured and performance results were quantified.During this
test WAAS is disabled

Test Procedure

The procedure used to perform the Oracle Applications Traffic from Branch 3 to DCa without WAAS
test follows:

Step1  Begin background scripts to collect initial status of test network devices. Monitor memory and CPU
utilization of those network devices.

Step2  \erify that the Load Runner(LR) traffic generation tool is set up to send traffic from the Branch host to
the Data Center. For each of the defined business flows, the LR tool will source HTML and Oracle Forms
applications interaction from simulated clients at the branch to the Application and Database hosts in the
data center.To simulate connections from multiple IP addresses, leverage function of IP spoofing from
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Step 3

Step 4

Step 5
Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

Basic Functionality

LR tool. From the ACE, issue the following command in order to verify the ACE’s FT status: show ft
group summary From the ACE, issue the following commands in order to clear the appropriate
counters:

clear service-policy ORACLE_TCP_TRAFFIC

clear service-policy OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS
clear sticky database all

clear serverfarm REDIRECT_PORT_80_TO_PORT_8000

clear serverfarm ORAAPP_ORACLE_FARM WAAS_CONTENT

clear serverfarm WAE_FARM

clear stats all

On the GSS verfiy that the DNS rule wwwin-oefin is configured properly by issuing the show
tech-support config command.

Clear the appropriate counters on the GSS devices in the network. On the GSS issue the clear statistics
keepalive all and clear statistics dns commands.

Initiate the Load Runner generated traffic which will run for approximately 10 minutes.

On the GSS, verify the GSS statitics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

From these commands you should see no dns response errors, dns responses sent and dns responses no
error should be equal. You should also see the proper dns rule being hit.

Verify on the ACE that you see the connection entries from the LoadRunner generated traffic t o the VIP
on ACE by issuing the following command.

show conn | inc 10.0..

Once the traffic has completed save the results on the Load Runner controller. LR tool will generate 2
graphs. First graph will dsiplay the average transaction response times relative to the number of vusers
running at any given point during the test. The second graph helps to determine percentage of
transactions that met predefined response times.

Verify the Database connections are being load balanced across both the nodes in RAC. From the output
you should see user distribution between both database instances.

On the GSS, verify the GSS statisics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

Compare this with the pre-test output and verify you see the expected changes from the pre test output.

Verify on the ACE that you observe the proper expected results by issuing the following commands:

show service-policy ORACLE_TCP_TRAFFIC detail

show service-policy OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS detail

show serverfarm WAE_FARM

show serverfarm ORAAPP_ORACLE_FARM WAAS_CONTENT

show sticky database static rserver ORAAPPO1 serverfarm ORAAPP_ORACLE_FARM WAAS_CONTENT
show sticky database static rserver ORAAPP02 serverfarm ORAAPP_ORACLE_FARM WAAS_CONTENT
show sticky database static rserver ORAAPP03 serverfarm ORAAPP_ORACLE_FARM WAAS_CONTENT
show stats http

show stats loadbalance

show stats sticky

show service-policy ORACLE_TCP_TRAFFIC | inc drop

show service-policy OPTIMIZED_TRAFFIC_TO_ORIGIN_SERVERS \ inc drop

show stats inspect Stop the syslog server and copy the log file to the results file.
Stop background scripts to collect final status of network devices and analyze for error.
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Step 13

Expected Results

Results.

Verify that memory and the CPU did not suffer severe, sustained, or unacceptable impact.

The following test results are anticipated:
e We expect Oracle transactions submitted through Load Runner will be completed successfully.

¢ We expect transaction response times to be much higher due to latency and bandwidth contraints
and with WAAS being disabled.

¢ We expect some transactions to timeout due to high latency.

e We expect GSS will direct the Application traffic from Branch to Data Center.
e We expect ACE will load balance the connections across the application hosts.
¢ We expect database connections to load balance across the two RAC instances.

Oracle Applications Traffic from Branch 3 to DCa without WAAS passed.

Oracle Applications Traffic from Branch 3 to DCbh with WAAS

Test Procedure

Step 1

Step 2

Step 3

This test verified the functionality of the Oracle E-business Applications deployment over the entire
network. This involved sending load runner based traffic from Branch3 to DCB.

It was verified that the GSS distribution of client DNS queries worked as expected. Once the GSS has
distributed the queries it was verified that the CSM load balanced the connections across the application
hosts as expected. It was also verified that the Database connections are distributed across both RAC
instances

The connection from branch to data center was simulated to have T1(1.5mb/sec) bandwidth and 70ms
of latency. The response times were then measured and performance results were quantified. During this
test WAAS was accelerating the Oracle traffic.

The procedure used to perform the Oracle Applications Traffic from Branch 3 to DCbh with WAAS test
follows:

Begin background scripts to collect initial status of test network devices. Monitor memory and CPU
utilization of those network devices.

Verify that the Load Runner(LR) traffic generation tool is set up to send traffic from the Branch host to
the Data Center. For each of the defined business flows, the LR tool will source HTML and Oracle Forms
applications interaction from simulated clients at the branch to the Application and Database hosts in the
data center.To simulate connections from multiple IP addresses, leverage function of IP spoofing from
LR tool. From the CSM, issue the command, "show mod csm 2 conns vserver wwwin-oefin" and "show
mod csm 2 sticky" in order to verify http traffic.

On the GSS verfiy that the DNS rule wwwin-oefin is configured properly by issuing the show
tech-support config command.
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Step 5
Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12
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Clear the appropriate counters on the GSS, CSM, and WAAS devices in the network. On the GSS issue
the clear statistics keepalive all and clear statistics dns commands. On the CSM issue the clear
module csm module connections, clear module csm module counters, clear module csm module sticky
all commands. On the WAE devices issue the clear statistics all command.

Initiate the Load Runner generated traffic which will run for approximately 10 minutes.

On the GSS, verify the GSS statitics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

From these commands you should see no dns response errors, dns responses sent and dns responses no
error should be equal. You should also see the proper dns rule being hit.

Verify on the CSM that you see the expected behavior for connections, sticky entries and hits on the real
servers by issuing the following commands:

show module csm

module
conns vserver

vserver
show module csm

module
sticky
show module csm

module
reals sfarm

sfarm
detailFrom these commands you should see an even distribution of connections to each real
server, each with it’s own sticky entry based on source IP address.

Verify the traffic is being accelerated by the WAE devices at the branch by issuing the show tfo
connection summary command.

From the output of the command you should see all client to application connections established and
being fully optimized.

Once the traffic has completed save the results on the Load Runner controller. LR tool will generate 2
graphs. First graph will dsiplay the average transaction response times relative to the number of vusers
running at any given point during the test. The second graph helps to determine percentage of
transactions that met predefined response times.

Verify the Database connections are being load balanced across both the nodes in RAC. From the output
you should see user distribution between both database instances.

On the GSS, verify the GSS statisics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

Compare this with the pre-test output and verify you see the expected changes from the pre test output.

Verify on the CSM that you observe the proper expected results by issuing the following commands:

show module csm

module
conns vserver

vserver
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show module csm

module
sticky
show module csm

module
reals sfarm

sfarm
detailCompare this with the pre test output and verify you see the expected changes from
the pre test results.

Step 13 Verify the statistics on the WAE device at the branch by issuing the following commands:

show statistics tfo
show statistics tfo saving
show statistics tcp
show statistics dre

Step 14  Stop background scripts to collect final status of network devices and analyze for error.

Step15  Verify that memory and the CPU did not suffer severe, sustained, or unacceptable impact.

Expected Results

The following test results are anticipated:
¢ We expect that WAAS will accelerate transaction response times.
¢ We expect transaction response times to be slightly higher in comparision to DCA.
e We expect that Oracle transactions submitted through Load Runner will be completed successfully.
e We expect that GSS will direct the Application traffic from Branch to Data Center.
¢ We expect that CSM will load balance the connections across the application hosts.

¢ We expect database connections to load balance across the two RAC instances.

Results

Oracle Applications Traffic from Branch 3 to DCb with WAAS passed.

Oracle Applications Traffic from Branch 3 to DCh without WAAS

This test verified the functionality of the Oracle E-business Applications deployment over the entire
network. This involved sending load runner based traffic from Branch3 to DCB.

It was verified that the GSS distribution of client DNS queries worked as expected. Once the GSS has
distributed the queries it was verified that the CSM load balanced the connections across the application
hosts as expected.lIt was also verified that the Database connections are distributed across both RAC
instances

The connection from branch to data center was simulated to have T1(1.5mb/sec) bandwidth and 70ms
of latency. The response times were then measured and performance results were quantified.During this
test WAAS is disabled
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Test Procedure

Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

Step 7

Step 8

Step 9

Basic Functionality

The procedure used to perform the Oracle Applications Traffic from Branch 3 to DCb without WAAS
test follows:

Begin background scripts to collect initial status of test network devices. Monitor memory and CPU
utilization of those network devices.

Verify that the Load Runner(LR) traffic generation tool is set up to send traffic from the Branch host to
the Data Center. For each of the defined business flows, the LR tool will source HTML and Oracle Forms
applications interaction from simulated clients at the branch to the Application and Database hosts in the
data center.To simulate connections from multiple IP addresses, leverage function of IP spoofing from
LR tool. From the CSM, issue the command, show mod csm 2 conns vserver wwwin-oefin and show
mod csm 2 sticky in order to verify http traffic.

On the GSS verfiy that the DNS rule wwwin-oefin is configured properly by issuing the show
tech-support config command.

Clear the appropriate counters on the GSS, CSM, and WAAS devices in the network. On the GSS issue
the clear statistics keepalive all and clear statistics dns commands. On the CSM issue the clear
module csm module connections, clear module csm module counters, clear module csm module sticky
all commands.

Initiate the Load Runner generated traffic which will run for approximately 10 minutes.

On the GSS, verify the GSS statitics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

From these commands you should see no dns response errors, dns responses sent and dns responses no
error should be equal. You should also see the proper dns rule being hit.

Verify on the CSM that you see the expected behavior for connections, sticky entries and hits on the real
servers by issuing the following commands:

show module csm

module
conns vserver

vserver
show module csm

module
sticky
show module csm

module
reals sfarm

sfarm

detailFrom these commands you should see an even distribution of connections to each real
server, each with it’s own sticky entry based on source IP address.
Once the traffic has completed save the results on the Load Runner controller. LR tool will generate 2
graphs. First graph will dsiplay the average transaction response times relative to the number of vusers
running at any given point during the test. The second graph helps to determine percentage of
transactions that met predefined response times.

Verify the Database connections are being load balanced across both the nodes in RAC. From the output
you should see user distribution between both database instances.
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Step 10

Step 11

Step 12
Step 13

Expected Results

Results

On the GSS, verify the GSS statisics by issuing the show statistics dns global command as well as the
show statistics dns rule command.

Compare this with the pre-test output and verify you see the expected changes from the pre test output.

Verify on the CSM that you observe the proper expected results by issuing the following commands:

show module csm

module
conns vserver

vserver
show module csm

module
sticky
show module csm

module
reals sfarm

sfarm
detailCompare this with the pre test output and verify you see the expected changes from
the pre test results.

Stop background scripts to collect final status of network devices and analyze for error.

Verify that memory and the CPU did not suffer severe, sustained, or unacceptable impact.

The following test results are anticipated:
¢ We expect WAAS to accelerate transaction response times.
e We expect Oracle transactions submitted through Load Runner to be completed successfully.
e We expect the GSS to direct the Application traffic from Branch to Data Center.
e We expect the CSM to load balance the connections across the application hosts.
¢ We expect database connections to load balance across the two RAC instances.

Oracle Applications Traffic from Branch 3 to DCh without WAAS passed.

Oracle E-Business Applications Environment Validation

Oracle E-business Applications is configured in Active/Active hybrid mode where Application Layer is
active in both Data Centers and Database is active in one Data Center.This test would validate
configuration of the Applications in four categories:

e iAS
e Oracle Applications Framework
e RDBMS

Cisco Data Center Assurance Program (DCAP) 4.0
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Test Procedure

Step 1

Step 2

Step 3
Step 4

Step 5

Step 6

Basic Functionality

e Environment

The procedure used to perform the Oracle E-Business Applications Environment Validation test follows:

Begin background scripts to collect initial status of test network devices. Monitor memory and CPU
utilization of those network devices.

This step would validate all the configuration realted to IAS.Verify you can TNSPING and sqlplus the
database alias used from APPL_TOP for each of the Application Host.Verify you can tnsping and sqlplus
to the database service name alias after sourcing the sid_host.env file in IAS_ORACLE_HOME. Verify
you can connect to the database using APPLSYSPUB/PUB account.Verify dbc file in use is valid with
right location and permissions

Validate web server running on Application hosts and able to render static html.
Validate the profile options for the follwing profiles and verify the results.
e APPS FRAMEWORK_AGENT (Application Framework Agent)
e APPS _JSP_AGENT (Applications JSP Agent)
e APPS_SERVLET_AGENT (Apps Servlet Agent)
e APPS_WEB_AGENT (Applications Web Agent)
e ICX_FORMS_LAUNCHER (ICX: Forms Launcher)
e POR_SERVLET_VIRTUAL_PATH (POR: Servlet Virtual Path)
e GUEST_USER_PWD (Guest User Password)
This step will validate the RDBMS setup. Verify the guest user information by running the following sql.

select user_name, start_date, end_date

from fnd_user

where user_name = ’'GUEST’;

This should return one row, end_date should be NULL or in advance of today’s date, and
start_date should be before today’s date.

Run the following script to ensure there are no invalid objects:

select owner, object_name, object_type

from all_objects

where status != ‘VALID’

order by owner, object_type, object_name;Validate the FND_NODES table by running the
following sqgl:

select NODE_NAME, NODE_ID , SERVER_ID , SERVER_ADDRESS from FND_NODES;Validate the
’ICX_SESSIONS_S’ synonym Validate the ICX_PARAMETERS table by running the following SQL:

select count(*) from icx_parameters;

This step will validate access to Oracle Forms through the application.Follow the sequence of steps and
verify you can succesfully be able to access forms.

e Login to homepage http://wwwin-oefin.gslb.dcap.com:8000/ and click on Apps Logon Link

¢ Click on ebusiness home page

e Login using user id: sysadmin and password: sysadmin

¢ Click System Administrator on Responsibilities navigation pane on the left

Cisco Data Center Assurance Program (DCAP) 4.0
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¢ Click Requests under "Concurrent"

Step7  Validate the concurrent manager setup, submit a batch request and validate the log and report file by
viewing the results. Issue the following steps

¢ Login to homepage http://wwwin-oefin.gslb.dcap.com and click on Apps Logon Link
¢ Click on ebusiness home page
e Login using user id: sysadmin and password: sysadmin
¢ Click System Administrator on Responsibilities navigation pane on the left
¢ Click Requests under "Concurrent"
e Click on Submit new request
e Type Active Resp% and click find
¢ Select Active Responsibilities and hit submit
e Click View Running requests
¢ Identify the request you just submitted and wait for it to complete
e View the details
Step8  Stop background scripts to collect final status of network devices and analyze for error.

Step9  Verify that memory and the CPU did not suffer severe, sustained, or unacceptable impact.

Expected Results

The following test results are anticipated:
e We expect TNS connectivity is valid from all the Application hosts.
e We expect sqlnet connections to be load balanced across 2 nodes in the RAC cluster.
e We expect dbc file in use is Valid.
e We expect that web server is running and able to render static html.
e We expect Servlets and JSP are functioning.
e We expect all the profile options values are set appropriately.
¢ We expect all the Database objects in Valid status.
¢ We expect all the application nodes are in fnd_nodes table.

e We expect to login successfully into E-biz Application for both forms and HTML modules.

Results

Oracle E-Business Applications Environment Validation passed.

Cisco Data Center Assurance Program (DCAP) 4.0
m. Volume 8—Applications: Oracle E-Business Suite |



	Cisco Data Center Assurance Program (DCAP) 4.0 Volume 8 Applications: Oracle E-Business Suite
	Contents
	Preface
	About DCAP
	The Cisco DCAP 4.0 Suite
	Volume 1: Overview
	Volume 2: LAN (Layer 2-3) Infrastructure
	Volume 3: LAN (Layer 4-7) Services
	Volume 4: Storage Area Networking (SAN)
	Volume 5: Wide Area Application Services (WAAS)
	Volume 6: Global Site Selector (GSS)
	Volume 7: Bladeswitching
	Volume 8: Applications: Oracle E-Business Suite
	Volume 9: Applications: Microsoft Exchange
	Volume 10: Applications: Tibco Rendezvous
	Volume 11: Data Center High Availability
	Volume 12: DCAP Appendix
	Volume 13: LAN (Layer 2-3) CSM Configurations
	Volume 14: LAN (Layer 2-3) ACE Configurations
	Volume 15: LAN (Layer 4-7) CSM Configurations
	Volume 16: LAN (Layer 4-7) ACE Configurations
	Volume 17: LAN (Layer 4-7) Service Switch Configurations
	Volume 18: ACE Configurations
	Volume 19: IDSM IPS Configurations
	Volume 20: SAN Configurations
	Volume 21: WAAS ACE Configurations
	Volume 22: WAAS WCCP Configurations
	Volume 23: GSS Configurations
	Volume 24: Bladeswitching Configurations
	Volume 25: Oracle Configurations
	Volume 26: MS Exchange 2003 Configurations
	Volume 27: Tibco Rendezvous Configurations
	Volume 28: High Availability Configurations

	Results Documents

	Oracle 11i E-Business Suite
	E-Business Suite Architecture
	Desktop Tier
	Application Tier
	Database Tier

	DCAP Oracle E-Business Topology
	Desktop Tier
	Aggregation Tier
	Application Tier

	Shared APPL_TOP
	Forms Deployment mode
	Database Tier

	DCAP Oracle E-Business Environment
	Hardware: Application Tier VMware Deployment
	Software

	Application Traffic Flow in Data Center A
	Application Traffic Flow in Data Center B
	Oracle Failover/Failback Summary
	Testing Summary
	Branch Comparison Summary Results
	Oracle Applications Configuration Details
	Test Results Summary
	Test Cases
	Basic Functionality
	Global Distribution of Oracle Application Traffic with WAAS
	Test Procedure
	Expected Results
	Results

	Global Distribution of Oracle Application Traffic without WAAS
	Test Procedure
	Expected Results
	Results

	Oracle Applications Traffic from Branch 1 to DCa with WAAS
	Test Procedure
	Expected Results
	Results

	Oracle Applications Traffic from Branch 1 to DCa without WAAS
	Test Procedure
	Expected Results
	Results

	Oracle Applications Traffic from Branch 1 to DCb with WAAS
	Test Procedure
	Expected Results
	Results

	Oracle Applications Traffic from Branch 1 to DCb without WAAS
	Test Procedure
	Expected Results
	Results

	Oracle Applications Traffic from Branch 2 to DCa with WAAS
	Test Procedure
	Expected Results
	Results

	Oracle Applications Traffic from Branch 2 to DCa without WAAS
	Test Procedure
	Expected Results
	Results

	Oracle Applications Traffic from Branch 2 to DCb with WAAS
	Test Procedure
	Expected Results
	Results

	Oracle Applications Traffic from Branch 2 to DCb without WAAS
	Test Procedure
	Expected Results
	Results

	Oracle Applications Traffic from Branch 3 to DCa with WAAS
	Test Procedure
	Expected Results
	Results

	Oracle Applications Traffic from Branch 3 to DCa without WAAS
	Test Procedure
	Expected Results
	Results.

	Oracle Applications Traffic from Branch 3 to DCb with WAAS
	Test Procedure
	Expected Results
	Results

	Oracle Applications Traffic from Branch 3 to DCb without WAAS
	Test Procedure
	Expected Results
	Results

	Oracle E-Business Applications Environment Validation
	Test Procedure
	Expected Results
	Results




