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Cisco and VMware: Virtualizing the Data Center

Todaybés virtualized data center demands that
together. VMware vCloud Director facilitates easier deployment of virtual machines to suit

the scaling needs of a cloud-enabled data center. One of the key functions of vCloud

Director is to provide networking as a managed, allocated resource. vCloud Director uses

the advanced features of the Cisco Nexus® 1000V Series Switch to provide a scalable,

highly secure, and agile cloud solution for private enterprises as well as service providers.

Intended Audience

This guide is intended for virtualization and network administrators who would like to learn how to
deploy virtual machines using VMware vCloud Director in conjunction with a Cisco Nexus 1000V
vNetwork distributed switch.

What You Will Learn

This document will guide the reader through planning and configuring the Cisco Nexus 1000V to use
with vCloud Director.

Solution Design

VMware vCloud Director provides three classes or types of networks. The network class defines the
boundaries and respective service |l evel for each
The network classes are:

6 External network: Provides transport between organizations or to networks outside of a
single-tenant network, such as the Internet. External networks are managed by the vCloud
administrator and are not directly visible to a tenant organization. This network type is also
sometimes called a provider or data center network.

6 Organization network: An isolated network allocated to a single tenant and backed by the
managed allocation of network resources for that organization. A single organization may
have many organization networks. Organization networks provide isolated network segments
within a single tenant, and allow connectivity between vApps assigned to the same
organization network. vApps that are on different organization networks, even within the
same tenant organization, are not in the same broadcast domain. The resources to create the
isolation are managed by the vCloud administrator and provided to organizations as a
managed allocation, to allow the organization administrator to create isolated networks as
needed.
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o VApp network: Like an organization network, a vApp network is an isolated segment that is
created for the particular application stack w
applications to communicate with each other and, at the same time, to isolate the intra-vApp

traffic from other applications within the organization. The resources to create the isolation

are managed by the organization administrator and allocated from a pool provided by the

vCloud administrator.

All three classes of networks can be backed using the virtual networking features of the Cisco Nexus
1000V.

ltds i mportant to understand the relationship bet
the Cisco Nexus 1000V, and the classes of networks defined and implemented in a vCloud Director
environment. Most often a network class (organization and vApp, specifically) is described as being
ifibackedodo by an allocation of isolated networks. |
administrator to create an isolated vApp network, he or she must have a free isolation resource to

consume and use to provide that isolated network for the vApp. vCloud Director employs three

different isolation techniques to create managed pools of isolation that can be allocated between and

within tenant organizations. These three isolation mechanisms are vSphere port groups, VLANs, and

vCloud network isolation, and are described as follows:

o vSphere Port Group backed - The network pool statically created using the network port
groups created on the VMware vSphere distributed switching platform, consumed by vCloud
Director to isolate the virtual machines.

6 VLAN backed - The network pool created dynamically created by vCloud Director once the
virtual machine is provisioned and assigned to different VLANs provisioned by the vCloud
Director.

6 vCloud Network Isolation backed (VCNI) - The network pool dynamically created by
vCloud Director once the virtual machine with multiple virtual network interface cards (VNICs)
is provisioned. VCNI also enables vCloud Director to assign the vNICs to different network
domains provisioned by vCloud Director

Both vSphere port-group-backed network pools and VLAN-backed network pools rely on the VLAN
construct to isolate the traffic on the physical segment; the difference is the mechanism by which the

port groups are created and associated with a VLAN ID. For port-group-backed network pools, the

port groups are created as shown later in this guide, using the Cisco configuration interface (see
fiConfiguring VLAN-Based Isolation on the Cisco Nexus 1000V, 6 st e p 2 }backed poelisVL AN
the mechanism by which both the port groups and the requisite VLANSs are created by vCloud

Director by provisioning the same on the VMware distributed network switching platform.

The benefits of deploying Nexus 1000V working with VMware vCloud Director are:

6 Advanced networking capabilities, such as quality of service, network statistics gathering with
NetFlow, packet mirroring with ERSPAN, and many others

6 Non-disruptive operational model with Nexus 1000V fully integrated into vCloud Director and
VMware vCenter Server
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Ease of troubleshooting due to the one-to-one mapping of physical network of vCloud
Director and tenant application network

o Easier regulatory compliance of applications in the cloud since there is complete
transparency in both the physical and virtual networks

This guide focuses on using port-group-backed network pools with the Cisco Nexus 1000V. Each
port group will be isolated to its own VLAN ID. We will follow a configuration example that shows how
to configure and use the three classes of networks for a vApp (Figure 1).

Figure1.  VMware vCloud Director and Nexus 1000V Networking
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Provider External Network — N1KV_Provider_VLAN170

The configuration examples in this document will focus on creating an external network, then an
organization vDC and vApp with internal, routed, and directly connected networks. Figure 2 will be
used as a reference to show how the Cisco Nexus 1000V can be used to create all of the available
network classes and types within vCloud Director.
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Figure 2. Nexus 1000V Port-Profiles for Network Pools Example
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Prerequisites
o All vSphere components have been deployed. These include:
U At least one vCenter Server
U Two or more hosts running ESX/ESXi 4.0 or later
6 The Cisco Nexus 1000V Virtual Supervisor Module (VSM) is installed and functioning.

6 The Cisco Nexus 1000V Virtual Ethernet Module (VEM) is installed on the ESX/ESXi hosts
that are part of vCloud Director.

6 The vCloud Director cell(s) and database have been completely installed.

6 The vCloud Director provider vDC and organizations have been defined.
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Configuring VLAN-Based Isolation on the Cisco Nexus 1000V

Since port profiles are represented as port groups in vSphere, they can be used to back vCloud Director network pools. Network pools
are used to create all the network types for vCloud Director. Each of the port profiles used should have a unique VLAN assigned to it
because each vSphere port group needs to be Layer 2 isolated. This will ensure that each network is isolated based on its VLAN and
also provides the ability to offer many of the benefits of the Cisco Nexus 1000V (such as security, access control lists [ACLs],
encapsulated remote switch port analyzer [ERSPAN], quality of service [QoS], and Internet Group Management Protocol [IGMP]
Snooping).

The first step is to provision VLANs on the Cisco Nexus 1000V VSM that will be used for the vCloud Director deployment. A meaningful
convention should be used to name and describe the VLANSs.

For example, in our configuration, we will use the following conventions and ranges:

o VLAN 11 199: Provider External provider networks and infrastructure VLANs
VLAN 2007 299: Organization networks and VLANs

¢

¢

VLAN 300i 399: Internal networks for vApps

Step 1. Define the proper VLANS on the VSM.
Example:

vlan 170

name Provider_Infra_VLAN170
vlan 200

name Org_VLAN200
vlan 201

name Org_VLAN201
vlan 300

name vApp_VLAN300
vlan 301

name vApp_VLAN301
vlan 302

name vApp_VLAN302

Step 2. Create port profiles and assign a unique VLAN to each. Other features should also be configured here.

It is recommended that you use ephemeral port binding if using version 4.2(1)SV1(4) or later of the Cisco Nexus
1000V software.

Example:

port - profile type vethernet N1KV_Provider_VLAN170
vmware port - group
port - binding ephemeral
switchport mode access
switchport access vlan 170
no shutdown
state enabled
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port - profile type vethernet N1KV_Org VLAN200
vmware port - group
port - binding ephemeral
switchport mode access
switchport access vlian 200
no shutdown
port - profile type vethernet N1KV_Org_VLAN201
vmware port - group
port -bindinge phemeral
switchport mode access
switchport access vian 201
no shutdown
port - profile type vethernet N1KV_vApp_VLAN300
vmware port - group
port - binding ephemeral
switchport mode access
switchport access vlan 300
no shutdown
state enabled
port - profile type vethernet N1KV_vApp_VLAN301
vmware port - group
port - binding ephemeral
switchport mode access
switchport access vlan 301
no shutdown
state enabled
port - profile type vethernet N1KV_vApp_VLAN302
vmware port - group
port - binding ephe meral
switchport mode access
switchport access vlan 302
no shutdown
state enabled

Step 3. Allow the appropriate VLANs on the Ethernet uplinks on the ESX/ESXi hosts that are part of the vCloud Director
deployment.

Example:

port - profile type ethern et uplink
vmware port - group
switchport mode trunk
switchport trunk allowed vian 1 - 399
channel - group auto mode on mac - pinning
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no shutdown
system vilan 170, 254-255
state enabled

Please note that the same VLANSs need to be defined and trunked on the upstream physical switches in order for
vCloud Director networks to work across multiple physical hosts.

Using Port-Group-Based Network Pools with the Cisco Nexus 1000V

The Cisco Nexus 1000V can be used for all network types within vCloud Director. Follow the steps described here to start using the
networks and features of the Cisco Nexus 1000V.

Please note that at least one provider vDC and one organization must have been created before you begin these steps.
Step 1. Identify and verify the vCenter Server (already part of vCloud Director) that will be used.
Step 2. Create an external provider network in the vCloud Director interface.

This can be done by selecting the Manage & Monitor tab, clicking External Networks > Add Network, and selecting
the appropriate provider network port group. In this case, it is N1KV_Provider_VLAN170 (Figure 3). By definition, this
network should have connectivity to other external networks (routed), such as connectivity to the Internet.

Figure 3.  Creating an External Provider Network in vCloud Director

New External Network X

Select vSphere Network
Select vSphere Network
An external network uses a network in vSphere to connect to a network outside of your cloud. The network can be a public

Configure External Network network such as the Internet, or even an external VPN network that connects to a given organization.

If you don't see the vCenter you need: attach a different vCenter

Select vCenter and vShere Network:

G N1KV_Provider a
vCenter Name 2 vSphere Network 1a VLAN Datacenter
SL-TME-vCenter N1KV_Provider_VLAN170 -1 SL-TME-DC-2
sfish-233-154.cisco.com
sfish-233-105.cisco.com
PrashvCenter
1-4 of 4 1-10f1

These provider vDCs will connect to this new external network:

Next Cancel
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Select Next and complete the New External Network dialog box by specifying the subnet mask, gateway, DNS, and
IP pool of addresses on this subnet. These IP addresses will later be dynamically assigned for external
communications for directly connected and routed network connectivity for VMs/vApps. Once successful, the newly
created external network will appear in the list of external networks (Figure 4).

Figure 4.  New External Network

System

(;} Home | [/l Manage & Monitor = &2 Administration
Manage & Monitor _f'j Networks

Organizations =
+ O All v
v Cloud Resources d
D Cloud Cells Name 1a Status VLAN IP Pool (Used/Total) vSphere Network vCenter
| Provider vDCs ). N1K_Provider_Ext v -1 1C 0% &, N1KV_Provider_VLAN170 ) SL-TME-vCenter

(h Organization vDCs
', External Networks
& Organization Networks
== Network Pools
v vSphere Resources
vCenters
& Resource Pools
g Hosts
E3 Datastores
3 Switches & Port Groups

Stranded Items

| Logs

At this point, we have successfully created the first of three vCloud Director network classes, an external network, using a Cisco Nexus
1000v virtual switch. In the steps that follow, we will create connections from isolated, organization-specific networks (which will also

use Cisco Nexus virtual switching) to this external network.
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Step 3a. Create network pools backed by the Cisco Nexus 1000V port profiles, which were defined in step 2 of the section

AConfi gurBagedLIANol ati on on the Cisco Nexus 1000V. 0

This can be done by selecting the Manage & Monitor tab and clicking Network Pools > Add Network Pool and
selecting the i vbSapchkeerded Pooprtti oGr o(uFpi gur e 5) .

Figure 5.  Creating a Network Pool

Create Network Pool Wizard X

Network Pool Type

Network Pool Type
A network pool is a collection of virtual machine networks that are available to be consumed by

vDCs to create vApp networks and by organizations to create organization networks.
Network traffic on each network in a pool is isolated at layer 2 from all other networks.

Select a network pool type from the list below:
_) VLAN-backed

_) VCD Network Isolation-backed

») vSphere Port Group-backed

Next Cancel
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Step 3b. After selecting the appropriate vCenter server instance, click Next and select the appropriate port groups. In this
case, the vApp port profiles that were previously configured are used (Figure 6).

Figure 6.  Selecting Port Groups

Create Network Pool Wizard X
Configure Port Group-backed Pool
Rwork Fx - Add the vSphere port groups that will be used by this network pool.
b SR You can only add unused port groups that are isolated at layer 2 from all other port groups. For example, port groups on different
e e VLAN segments are isolated.
Configure Port Group-backed Pool NIKV_vApp ¢
Port Group Name 1a V. Datacenter n... g Port Group Name v Datacenter...
-~ N1KV_vApp_VLAN302 -1 SL-TME-DC-2
N1KV_vApp_VLAN301 -1 SL-TME-DC-2
== Remove
N1KV_vApp_VLAN300 -1 SL-TME-DC-2
1-30of 3
These provider vDCs will connect to networks allocated from this new network pool:
Provider vDC Name
Back Next Cancel
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Step 3c. Complete the network pool by naming the pool, reviewing the settings, and clicking Finish (Figure 7).

Figure 7.  Completing the Network Pool

Create Network Pool Wizard X

Name this Network Pool

NetworkiPool; fype Enter profile settings for the new network pool below:
Select vCenter Naiia:

Configure Port Group-backed Poo OrgA vApp Net Pool

Name this Network Pool Description:

Pool for vApp networks

Back Next Finish Cancel

For the examples that follow, step 3 has been repeated to create an additional pool for the organization networks.
The organization network pool will be used to create internal, routed, and directly connected networks.
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Step 4a. Create an organization vDC and associate it with the external provider network defined in step 2. In this example, a
AOorg_A, o0 i

previously configured organization,

Create the organization vDC by selecting the Manage & Monitor tab and clicking Organization vDCs > Add vDC.

Select the organization (Figure 8).

Figure 8.  Selecting the Organization

New Organization vDC X

Select Organization
Select Organization

An Organization vDC provides an organization with the resources it needs.
For which organization is this Organization vDC being created?

Organization:
All

Organization 1a Full Name

> Org_A Organization A

Description

1-10of 1

Next

Cancel

used.
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Step 4b. Select the provider vDC and the external network defined in step 2 (Figure 9).

Figure 9.  Selecting the Provider vDC

New Organization vDC X

Select Provider vDC

Se Organization
You can allocate resources to an organization by creating an Organization vDC that is partitioned from a Provider vDC.
Select Provider vDC
From which Provider vDC is this Organization vDC partitioned?
Select Allocation Model
Provider vDC:
Al v | T™ME c
Provider vDC 1a Processor (Used/Total) Memory (Used/Total) Storage (Used/Total)
|1 SL-TME-vDC 0% L 2.92% . 57.18%
1-10of 1
The following networks are available to the Provider vDC you selected: m
Network Gateway Subnet DNS
-l‘
Selected Provider vDC: SL-TME-vDC
Back Next Cancel

Step 4c. Select the allocation model.

Click Next, then click Configure Allocation Model and click Next (not show for brevity).

Step 4d.Allocate the necessary storage for the organization and click Next (not shown for brevity).
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Step 4e. Select the network pool for the organization, which was created during step 3, and click Next (Figure 10).

Figure 10. Selecting the Network Pool for the Organization

New Organization vDC X

Select Organization
Select Provider vDC

Select Allocation Model
Configure Pay-As-You-Go Model

Allocate Storage

Select Network Pool

Select Network Pool

Select the networks that you want to make available to this organization.

Network pool: OrgA Org Net Pool v

Total available networks: 2

-

Quota for this organization: 1024 -

/5 The configured quota is greater than the total number of networks available in the selected network pool.
The maximum number of networks that can be provisioned is 2.

Back Next Cancel
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Step 4f. Name the organization vDC, click Next, and complete the new organization vDC (Figure 11).

Figure 11. Completing the Organization vDC

New Organization vDC X

Name this Organization vDC
e e Enter the name and description for this new Organization vDC.
Sele der vDC
Name:
Select A ation Mode
Org_A vDC
Description:
= Organization A vDd|
Name this Organization vDC
(] Enabled
Back Next Finish Cancel
At this point, the organization has been created. thasbeen gi ven a network pool Abackedo by

v S

3a and defined in the Cisco VS MCanfigurisgtVeAN-Ba2sedddolatibnhoe theeCiscolNexasrl008\e @t i o n

The steps that follow demonstrate how to create organization networks using this network pool allocation with three different types of
connectivity. As you consider these examples, it is critical to understand the different types of connectivity that vCloud Director provides
for organization networks. An organization network may be isolated from all other networks i that is no traffic may leave or enter this
broadcast domain, and all connectivity is local to the vApps and vApp networks that are connected to the network. This type of
organization network is called an internal network and will be created in step 5b below. At the same time that the examples create this
internal network, a second organization network will be created 1 an External organization network. Step 5b also creates an external
organization network with a Network Address Translation (NAT) routed profile. This organization network differs from the
aforementioned internal network in that traffic may leave and enter this broadcast domain through a NAT routed connection. This
routing and NAT service is created and managed by vCloud Director as a vShield Edge appliance and will be discussed later. Finally,
after two organization networks are created simultaneously, step 6 repeats the process of creating an organization network but uses a
third connectivity profiled direct connection. While the internal network is completely isolated from the external network and the external
organization network with a routed connection is isolated through a NAT gateway, the external organization with a direct connection is
not isolated in any way. This organization network and the external network are in the same broadcast domain.

Keep these concepts in mind when considering the examples that follow on creating these various organization networks.
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Step 5a. Create both an internal organization network and a routed external network for the organization. Both of these

networks can be added in one step using the Create Organization Network Wizard.

To begin, select the Manage & Monitor tab and click Organization Networks > Add Network.

Select the previously configured organization, then click Next (Figure 12).

Figure 12. Selecting the Organization

Create Organization Network Wizard X

Select Organization
Select Organization
Select the organization for which this network should be created.

All v

name 1a description

5 Org_A

1-10of1

Next

Cancel
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Step5b.Using the Typical network setup, select both the fACreate
options. Fromthe pull-kd o wn menu, select fArouted connectiond and clic

Figure 13. Specifying the Setup Options

Select Typical or Advanced Setup
Select Organization
The default options are the most common setup for a new organization.
Select Typical or Advanced Setup
What type of network access do you want to give this organization?
(s) Typical
[] Create an internal network
[] Create an external network via: routed connection | ¥
@ Organization S€ vApp1 3€ vApp2
5 . ] |
=
‘ﬂ»
< External network I
An internal organization network is accessible only by this organization. It provides the organization
with a private network to which multiple vApps can connect. An external organization network provides
an organization with external connectivity, such as to the Internet. Virtual machines from multiple
organizations can communicate over this network.
() Advanced
Back Next Cancel
Selecting the ACreate an internal net worko option wild.l i nstr
communicationwi t hi n the organization. This broadcast domain is not
an external network viao with Adovwnmene dil forro & netevark thatisrautedstedne ct e d i
external provider network but is secured from that segment by a NAT service; the external organization network will be
ibackedo or isolated using a resource from a network pool. A

fenced network. The routing is provided by the vShield Edge (vSE) VMs (with two virtual interfaces) that is included with
vCloud Director. This means that traffic between any vApp/VM connected to the external organization network and the

external provider network will flow through the vSE VM on its internal interface and be routed out to the external network via its
external-facing interface.
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Step 5c. Now choose the internal organization network pool that will be used, and click Next. This pool can be used by vApps
to communicate inside the organization, for example. In this case, it is the OrgA vApp Net Pool (Figure 14).

Figure 14. Selecting the Internal Organization Network Pool

Create Organization Network Wizard X

Configure Internal Organization Network
Select Organization
Select the network pool that allocates the internal network.
Select Typical or Advanced Setup
e If you don't see the network pool you need: create a new network pool
Confi Internal Org: Network
L/‘ Only use networks that are accessible by this organization.
Select Network Pool
All v c
Name 1a vCenter Type Network (Used/Total)
OrgA Org Net Pool SL-TME-vCenter Port Group 0/20%
OrgA vApp Net Pool SL-TME-vCenter Port Group 0/30%
1-2 of 2
Back Next Cancel
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Step 5d. Configure the IP settings, including the range of IP addresses that vApps can use on this internal network, and click
Next (Figure 15).

Figure 15. Configuring the IP Settings

Create Organization Network Wizard X

Configure IP Settings

Enter the network settings of the new organization network below:
Select Typical or Advanced Setup

Network mask: 255.255.255.0

Configure Internal Organization Network

: Default gateway: 192.168.2.1
Configure Internal IP Settings

Primary DNS: 192.168.2.2

Secondary DNS:

DNS suffix:

Static IP Pool

192.168.2.100 - 192.168.2.199 Add
192.168.2.100 - 192.168.2.199 Modify

Remove
Total: 100

Back Next Cancel
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Step 5e. Name this internal network, then click Next (Figure 16).
Figure 16. Naming the Internal Network

Create Organization Network Wizard

|

Name this Internal Organization Network

Select Organization
Enter a name and description for your new organization network.

Select Typical or Advanced Setup

N Name: OrgA Internal vApp Netwoi
Configure Internal Organization Network

X Description: Internal Organization -
Configure Internal IP Settings Network to be used by s

v

Name this Internal Organization Network

Configure External Organization Network

Back Next Cancel

Page 20
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Step 5f. Configure the external organization network. The first step is to specify the external network that outbound traffic will
traverse; this provider network wild.l be used for communi
as to the Internet. The vShield Edge appliance will automatically be deployed with one network interface connected to
this network; the vSE appliance VM will route, and apply the NAT service for, all communication between the external
organization network being created in this step and the external network specified here. The other interface of the
vShield Edge VM will be connected to the external organization network when the operation is complete. Since the
traffic on this external organization network is isolated from the other organization networks, select the network pool
that will @ bngFigkrél7x he i sol ati o

Figure 17. Configuring the External Organization Network

Create Organization Network Wizard X

Configure External Organization Network
ct Organization
Select the external network you want to connect to, and select the network pool that allocates the internal network.

If you don't see the network you need: create a new external network or create a new network poo

gure Internal Organization Network

[¥] Only use networks that are accessible by this organization.

Configure Internal IP Settings
Select External Network
Name this Internal Organization Network
Configure External Organization Network Al h4 ¢
Name 1a| VLAN Default... Networ... Primar... vCen... IP Pool (Used/T...
N1K_Provider_Ext -1 10.29.170.1 255.255.255 10.29.170.2 SL-TME-vC 0/ 11 0%
I
1-10f 1

Select Network Pool

All v (4
Name 1a vCenter Type Network (Used/Total)
OrgA Org Net Pool SL-TME-vCenter Port Group 0/20%
OrgA vApp Net Pool SL-TME-vCenter Port Group 0/30%
1-20of 2
Back Next Cancel
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Step 5g. Configure the IP settings for the external organization network, then click Next (Figure 18). These addresses will be
dispensed by the vShield Edge appliance VM to clients within the organization connecting to this external
organization network. When a vApp is deployed on this segment, VMware guest customization processes can inject
these addresses into the VM.

Figure 18. Configuring the IP Settings for the External Organization Network

Create Organization Network Wizard X

Configure IP Settings

elect Organization

Enter the network settings of the new organization network below:
ct Typical or Advanc

Network mask: 255.255.255.0

igure Internal Org

Default gateway: 192.168.0.1
Primary DNS: 10.29.170.2

Secondary DNS:

Configure External Organization Network

. DNS suffix:
Configure External IP Settings
Static IP Pool
7192.168.0400 - 192.168.0.199 Add
192.168.0.100 - 192.168.0.199 Modify
Remove
Total: 100

Back Next Cancel
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Step 5h. Name this external organization network and click Next to complete the process (Figure 19).

Figure 19. Naming the External Organization Network

Create Organization Network Wizard X

Select Organization

Select Typical or Advanced Setup
Configure Internal Organization Network
Configure Internal IP Settings

Name this Internal Organization Network
Configure External Organization Network
Configure External IP Settings

Name this External Organization Network

Name this External Organization Network

Enter a name and description for your new organization network.

Name: OrgA External Org Networl
Description: External organization f
network for vSEs =
-

Back

Next

Finish

Cancel
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Step 5i. Review the final settings and click Finish (Figure 20).
Figure 20. Completing the Process

Create Organization Network Wizard X

Ready to Complete
Select Organization
You are about to create an organization network with these specifications. Review the settings and click Finish.

7]

elect Typical or Advanced Setup

Configure Internal Organization Network Internal network (Internal organization network)

Configure Internal IP Settings Name: OrgA Internal vApp Network
Name this Internal Organization Network Description: Internal Organization Network to be used by vApps
Configure External Organization Network Selected Network Pool: OrgA vApp Net Pool
- e Default gateway: 192.168.2.1/24
Configure External IP Settings
Primary DNS: 192.168.2.2
Name this External Organization Network
DNS suffix:
e Static IP Pool 192.168.2.100 - 192.168.2.199

External Network (External organization network - NAT-routed connection)

Name: OrgA External Org Network
Description: External organization network for vSEs internal interface

Selected External Network: N1K_Provider_Ext

Selected Network Pool: OrgA Org Net Pool

Default gateway: 192.168.0.1/24

Primary DNS: 10.29.170.2

DNS suffix:

Static IP Pool 192.168.0.100 - 192.168.0.199

Back Cancel
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Step 6a. Create an external direct connected network for the organization.
To begin, select the Manage & Monitor tab and click Organization Networks > Add Network.
Select the organization that this network will belong to, and then click Next (Figure 21).

Figure 21. Selecting the Organization

Create Organization Network Wizard X

Select Organization
Select Organization _
Select the organization for which this network should be created.
Al v ¢
name 1a description
> Org_A
1-10of 1
Next Cancel
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Step6b.Si nce webre now creating only a directly connected exter

nternal net worko chec
, select Adirect connectionodo (Figure 22)

selected, deselect the ACreate an i
box. Inthedrop-d own | i st

Figure 22. Specifying the Setup Options

Create Organization Network Wizard X

Select Typical or Advanced Setup

Select Organization

The default options are the most common setup for a new organization.
Select Typical or Advanced Setup

What type of network access do you want to give this organization?

(o) Typical
[_] Create an internal network
[V] Create an external network via: | direct connection v

@ Organization 38 vApp1 36 vApp2

L External network

An external organization network provides an organization with external connectivity, such as to the
Internet. Virtual machines from multiple organizations can communicate over this network.

_) Advanced

Back Next Cancel
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Step 6¢. Select the external network to which this organization network will connect, then click Next (Figure 23).

Figure 23.

In this case, there is only one choice, which is the external network defined in step 2 in the earlier section

AConfigurBange WLIAfNol ati on on the Ci

Selecting the External Network to Connect To

Create Organization Network Wizard X

sco Nexus 1000V.

Configure External Organization Network
Select Organization
Select the external network to connect to.
elect Typical or Advanced Setup
o If you don't see the external network you need: create a new external networ
Configure External Org: k
L/) Only use networks that are accessible by this organization.
Select External Network
All v (¢
Name 1a| VLAN Default... Networ... Primar... vCen... 1P Pool (Used/T...
N1K_Provider_Ext -1 10.29.170.1 255.255.255 10.29.170.2 SL-TME-vC 1/ 119%
1-10of 1
Back Next Cancel

(o]
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Step 6d. Type a name for this directly connected external organization network, and click Next (Figure 24).

Figure 24. Naming the Network

Create Organization Network Wizard X

Advanced Setup
Configure External Organization Network

Name this External Organization Network

Name this External Organization Network

Enter a name and description for your new organization network.

Name: OrgA External Org Direct Connect

Description: | External organization
directly connected hetwork

Back

Next

Finish

Cancel
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Step 6e. Review the final settings,

Figure 25. Completing the Network

Create Organization Network Wizard X

and click Finish (Figure 25).

Ready to Complete
You are about to create an organization network with these specifications. Review the settings and click Finish.
External Network (External organization network - direct connection)

Name: OrgA External Org Direct Connect
Description: External organization directly connected network

Selected External Network: N1K_Provider_Ext

Back Cancel

The organization is now prepared to start hosting vApps and VMs using all the available types of organization and provider networks.

From here, vApp administrators and other administrators with the proper permissions can consume the networks that were created

while taking advantage of network services and features of the Cisco Nexus 1000V. For example, a vVApp can be deployed, and the

VApp network used (specified at the time the vApp is deployed) will use any of the available pools.

Conclusion

This guide has demonstrated how to integrate the capabilities and features provided by the Cisco Nexus 1000V into a vCloud Director

environment. The examples showed the creation of external and organization networks. Both types of network used the Cisco Nexus

1000V port profiles and associated port groups to provide isolation and connectivity for internal networks and external organization

networks with both the routed and direct connection profiles. The same concepts and capabilities translate directly to the third type of

vCloud Director networkd t he v App

net wor k, whi ch wasnot demonstrated ypais,inhe

terms of connectivity profiles, functionally equivalent to the organization network and can be created as an internal vApp network or

external vApp network, with the latter connecting to an organization network using either the routed or direct connectivity profile. All
network types and connectivity profiles consume and manage the isolation of the Cisco Nexus 1000V port profiles and VLAN isolation.

The integration of these products shows the commitment that industry leaders have to provide private cloud capabilities for enterprise

and service provider customers. Cisco and VMware continue to work together to promote innovation, leadership, and world class

solutions that will power the next generation of cloud computing infrastructures.
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For more information regarding the products and solutions described in this guide, visit

http;//www.cisco.com/go/nexus1000V

http://www.vmware.com/products/vcloud

For more information, visit: www.vmware.com
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