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Purpose of This Document

The main purpose of this document is to:

1. Provide a high level introduction and summary of some of the new Identity Based Networking Services (IBNS)
features

2. Introduce a phased implementation strategy

3. Provide prescriptive guidance to enabling these key identity features

This document is intended to provide enough information to allow for a pilot of several key features in a prescriptive
manner in order to become familiar with Identity-based Networking and understand the power of these new
enhancements. This document is not intended to be an exhaustive detailed guide to configuring all of the IBNS
features, or possible options with regards to 802.1X clients, backend Identity repositories, EAP Methods, NAC
Profiler integration or Guest Access services.

For more in-depth guidance please review our complete series of Identity Baseline Design Guides at
http://www.cisco.com/go/ibns and/or consult the 802.1X product documentation for your specific platform.

Introduction

High Level Summary

Cisco Identity Based Networking Services (IBNS) is an integrated solution comprising several Cisco products that
offer authentication, access control, and user policies to help you secure network connectivity and resources. With
Cisco IBNS, you can facilitate greater security and enjoy cost-effective management of changes throughout your
organization.

Having a secure IBNS framework in place helps enterprises better manage employee mobility, reduce network
access expenses, and boost overall productivity while lowering operating costs.

The Cisco IBNS solution also helps your company:

Improve business capability without compromising se curity : Policies are associated with users and not
physical ports, which not only gives your users more mobility and freedom, it also simplifies administration for
IT staff. Policy enforcement and dynamic provisioning ease management functions and deliver greater
scalability as well.

Achieve greater flexibility and mobility  : Creating user or group profiles with policies that define trust
relationships between users and network resources helps your company easily authenticate, authorize, and
account for all wired and wireless network users.
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Increase efficiency and manage costs : Having the flexibility to deliver secure network access to partners
and vendors though centralized policy-based administration decreases the time, complexity, and effort
associated with port security techniques at the Media Access Control level.

Increase visibility and enforce policy compliance : Location of user, tracking, and accounting for user
activities helps safeguard your network.

Cisco IBNS Solution

The Cisco IBNS Solution is the introduction of new Cisco 10S enhancements® for the Catalyst Switch portfolio, the
release of the next generation of Cisco Access Control System (ACS)Z, and latest release of Cisco Secure Services
Client (SSC).

Catalyst 10S Identity Enhancements  *

The 10S features that will be covered in this guide to accommodate the deployment scenarios include:

IEEE 802.1X with Multi-Auth

Flexible Authentication Sequencing

IEEE 802.1X with Open Access

IEEE 802.1X and MAB with downloadable ACL (dACL)
IEEE 802.1X and MAB with downloadable VLAN
Multi-Domain Authentication (MDA)

IEEE 802.1x with Multi-Auth

Multiple authentication allows more than one host to authenticate on a IEEE 802.1x enabled switch port. With multi-
auth, each host must authenticate individually before it can gain access to the network resources. Note: When multi-
auth is enabled your dynamic authorization options change. Since an Ethernet port can only be assigned to one
VLAN, you cannot have each authenticated session on a different VLAN, therefore, it is recommended that you
consider downloadable ACLs (dACLs) as your authorization methods. This subject will be covered in this document.

Flexible Authentication Sequencing

Flexible authentication sequencing provides a flexible timeout and fallback mechanism among IEEE 802.1x, MAC
Authentication Bypass (MAB) and Web authentication methods. It also allows switch administrators to control the
sequence of the authentication methods. This simplifies the identity configuration by providing a single-set of
configuration commands to handle different types of end points connecting to the switch ports. In addition, it allows
users to configure any authentication method on a standalone basis, ie: MAB can be configured without requiring
IEEE 802.1X configuration.

IEEE 802.1X with Open Access

This feature allows users to have limited network access, such as the Intel Preboot Execution Environment (PXE)
boot server, prior to IEEE 802.1x authentication. The limited access is optionally controlled by an ACL or a VLAN
that is defined by the switch administrator and applied on the switch port.

! The 10S enhancements referred to in this document will be available across the Catalyst portfolio starting with the release of
12.2(33)SXI on the Catalyst 6500, followed by the forthcoming Catalyst 4500 release 12.2(50)SG and then on the Catalyst
3750/3560 and 2960 families in the first half of calendar year 2009 on 12.2(50)SE. For more information go to:
http://www.cisco.com/go/ibns

For more information: http://www.cisco.com/go/acs
% For a full list of the new 10S enhancements and more information:
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps8802/ps6970/ps6017/ps9673/product bulletin_c25-503086.html -
wp9000607, and http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SX/configuration/guide/dotix.html -

wp1107452
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IEEE 802.1x and MAB with downloadable ACL

This feature allows per-user ACLs to be downloaded from the Cisco ACS server as policy enforcement after
authentication using IEEE 802.1x, MAC Authentication Bypass or Web authentication.

IEEE 802.1x and MAB with downloadable VLAN

This feature allows per-port VLAN to be downloaded from the Cisco ACS server as policy enforcement after
authentication using IEEE 802.1x and MAC Authentication Bypass.

Multi-Domain Authentication

Multi-Domain Authentication allows an IP Phone (Cisco or non-Cisco) and a PC to authenticate on the same switch
port while it places them on appropriate voice and data VLANS.

Cisco Discovery Protocol (CDP) Enhancement for Seco  nd Port Disconnect

CDP protocol is enhanced to add a new TLV for the IP phone to indicate the switch in the event of the PC
disconnecting from the IP phone. Upon receiving this notification, the switch can clear the authenticated session
security record for the PC. This enables end users to move behind phones without validating security policies, and
eliminating error disabling of ports.

Cisco Access Control System (ACS) 5.0
ACS 5.0 is the first release of the Cisco next generation policy management system for supporting comprehensive,
identity-based access control and security. ACS 5.0 is focused on enhanced support for 802.1X. The following are
the key enhancements for 5.0:

Rules-based attribute driven policy model

Lightweight web GUI

Centralized reporting, monitoring and troubleshooting

Linux-based system architecture

Improved integration with identity and policy databases

Available as appliance and software (for VMWare)

Phased Implementation Strategy

The depth and breadth of the Cisco Identity Based Networking Services (IBNS) will accommodate a large number of
use cases and deployment scenarios. This document is designed to help focus and streamline identity deployments
to accommodate the common goals and objectives of many customers.

Use Cases
There are two dimensions to the use cases covered in this guide.

1. Mode of authentication and authorization

2. Types of endpoints and users accommodated
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Mode of Authentication/authorization
We recommend a phased deployment model that can allow for limited impact on network access, while gradually
introducing authentication/authorization on the wired network. The phases in order are as follows:

Monitor Mode
Low Impact or Selective Access Mode

High Security Mode

Monitor Mode

Monitor mode allows for the deployment of identity (ie: IEEE 802.1X, MAB and/or Web-Authentication) without any
impact to user or endpoint access to the network. This is enabled with the new 802.1X w/ the Open Access and
Multi-Auth mode 10S features. The open access feature transforms the normal behavior of blocking traffic on the
identity-enabled port until authentication/authorization is successfully performed. The default behavior of 802.1X is
still to block all traffic accept EAPoL. However, the open access feature allows the customer/administrator the option
of providing unrestricted access to all traffic, even though authentication (ie: 802.1X, MAB and/or WebAuth) is
enabled. This monitor mode is in essence like placing a security camera at the door to monitor and record port
access behavior. With AAA RADIUS accounting enabled you can log authentication attempts (successful or not) and
gain visibility into who and what is connecting to your network with an audit trail. You will know which endpoints hosts
(PC, printer, camera, etc.) is connecting to your network, where they connected, and whether they are 802.1X
capable or not, as well as, whether they have valid credentials. Additionally, you will know if the endpoints are known
valid MAC addresses via the failed MAB attempts.

All of this is accomplished with no impact to end users or network-attached hosts.

Low Impact or Selective Access Mode

In this mode, the customer/administrator can incrementally increase the security level with the introduction of an
ingress port ACL on the Open Access ldentity-enabled port, maintaining basic connectivity for guest/contractors and
unauthenticated hosts, while selectively limiting access to introduce a higher level of access security. Additionally,
when combined with the Cisco identity-enabled port (802.1X, MAB and/or WebAuth) and downloadable ACLs
(dACL), differentiated access can be accommodated based on successful authentication/authorization.

High Security Mode
Another option for identity-enabled switch ports is the strict use of the traditional closed mode in conjunction with the
use of dynamic VLAN assignment for differentiated access.

In this pilot/demonstration configuration guide, we will show you how to configure these three different identity-
enabled modes. This will show the power for the three modes, and then you can determine on your own which mode
works best for your environment

Endpoint/User—Use Cases
Most if not all customer environments will have a mix of host and users types. These typically fall into four primary
categories:

Managed hosts/assets

Managed users

Unmanaged hosts/assets

Unmanaged users

© 2009 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 4 of 77



Configuration Guide

Managed Hosts/assets

In this category, the host device/asset is managed by the IT department and will fall into one of two classes for the
purpose of Identity. 1) 802.1X capable, 2) non-802.1X capable, meaning the host can support an 802.1X client (ie:
supplicant in IEEE speak). Because they manage it, the IT department has knowledge of the device and in most
cases can install the prerequisite 802.1X supplicant software on it if it is available.

In this pilot, we will use Active Directory and the ACS internal database as the identity Management (IdM) systems
for managed hosts.

Managed Users

In this category, the end user has some affiliation with the company either as an employee or subcontractor and has
been provisioned an identity (username/password, digital cert, etc.) in the companies identity Management (IdM)
system, typically MSFT Active Directory or LDAP. Cisco IBNS policy management (ACS) integrates with common
IdM systems to allow seamless authentication of user credentials.

In this guide, we will use MS Active Directory as our IdM system for managed user identities.

Unmanaged Host/Assets

This category primarily covers PC/hosts that belong to short-term guests or business partners such as consultants,
contractors, and customers. Due to legal or liability concerns, most IT departments can't or are reluctant to install
client software (e.g., 802.1X client) on these unmanaged host PCs.

Unmanaged Users
This final category covers users that are considered short-term guests or business partners such as consultants,
contractors, and customers, which are not or will not be provisioned into the traditional company IdM systems.

The key is to be able to accommodate all of the above endpoint/user use cases with a single switch port
configuration. With new Catalyst I0S enhancements, most specifically, Flexible Authentication and Flexible
Authentication sequencing, this can be accomplished. FlexAuth in conjunction with a policy/procedure to register
guest/contractors PC MAC addresses.

A future revision of this document or a new document will cover other product integration such as the NAC
Profiler and Centralized Guest Web Portal.

Pre-deployment Pilot/demo LAN Requirements

Assumptions and Prerequisites

The following Network Services should be installed and configured, ready for use:

MSFT Active Directory

Certificate Authority (this document assumes MSFT CA)
DHCP

DNS

For this example pilot configuration guide, the following have been preconfigured:

AD Domain: idux.local
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Table 1. AD Users and Passwords:
Username Example Passwords Record Your Passwords Here
Administrator aPa$$word0
Userl uPa$$wordl
User2 uPa$$word2
Table 2. Switch VLANs and DHCP Scopes
VLAN NAME VLAN ID P Description
Monitor Mode
DATA 210 10.200.10.x/24 All Non-voice
VOICE 211 10.200.11.x/24 Voice Only

High Security Mode (we will use these later)

MACHINES 212 10.200.12.x/24 Managed Host/Assets
GUEST 213 10.200.13.x/24 Non-802.1X Responsive Host
CONTRACTOR 214 10.200.14.x/24 Reserved for Contractors
AUTHFAIL 215 10.200.15.x/24 Failed 802.1X Attempts

Components Diagram

Figure 1. IBNS LAN Diagram
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Pre-Identity Switchport Interface Configuration
The following is a typical switchport configuration.

switchport voice vlan 211
switchport mode access

end ip dhcp snooping

Wiring closet switchport config prior to enabling i dentity Comments

Interface GigabitEthernet 2/1 Your configuration may vary. The main thing to note is that we are only

switchport access vlan 210 using a DATA and VOICE VLAN initially and no IBNS features are
enabled.

Note: the following global switch configuration needs to be applied to the

spanning-tree portfast switch in order to enable DHCP Snooping & IP Source Guard on the port:
spanning-tree bpduguard enable

ip verify source vian dhcp-snooping ip dhcp snooping vian 210-215 <- your vlans may vary

etc.

no ip dhcp snooping information option

Verify all hosts (except contractor and rogue ap) are online and working.

Couple of options for connectivity verification

Comments

Cat6K#show cdp neighbors

Capability Codes: R—Router, T—Trans Bridge, B—Source Route Bridge
S—Switch, H—Host, I—IGMP, —Repeater, P—Phone,
D—Remote, C—CVTA, M—Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform Port ID
SEP001BD585391E Fas 2/16 161 HP M IP Phone Port 1
SEPO018BAC7BCEE Fas 2/12 175 H P IP Phone Port 1
SEPO018BAC7BCFA Fas 2/13 167 HP IP Phone Port1
6506-1.identity.com Fas2/48 151 R S| WS-C6506 Gig 1/43
001DESEBESEF Fas2/8 136 H CIVS-IPC- ethO

001DESEBF900 Fas2/11 131 H CIVS-IPC- ethO

Cisco 7961 IP Phone
Cisco 7960 IP Phone
Cisco 7960 IP Phone
Distribution Switch
Cisco 2500 IP Camera
Cisco 2500 IP Camera

Cat6k#show ip dhcp snooping binding

MacAddress IpAddress Lease(sec) Type VLAN Interface

00:1B:D5:85:39:1E 10.200.11.202 613050 dhcp-snooping 211 FastEthernet2/16
00:18:F8:08:F8:38 10.200.10.203 450645 dhcp-snooping 210 FastEthernet2/13
00:18:F8:09:CF:C6 10.200.10.201 358850 dhcp-snooping 210 FastEthernet2/1
00:18:BA:C7:BC:FA 10.200.11.201 687677 dhcp-snooping 211 FastEthernet2/13
00:18:BA:C7:BC:EE 10.200.11.203 687690 dhcp-snooping 211 FastEthernet2/12
00:1D:E5:EB:F9:00 10.200.10.206 687692 dhcp-snooping 210 FastEthernet2/11
00:1D:E5:EB:E5:EF 10.200.10.204 687693 dhcp-snooping 210 FastEthernet2/8
00:21:86:58:DB:6B 10.200.10.205 444919 dhcp-snooping 210 FastEthernet2/12

Total number of bindings: 8

Note that only VLANs 210 & 211
are assigned

7961 IP Phone
PC Behind Phone
PC direct connect
7960 IP Phone
7960 IP Phone
Cisco IP Camera
Cisco IP Camera
Contractor PC

Verify network infrastructure before Identity is deployed:

DNS/DHCP is working

Client machines have joined the AD domain

Access Switch can ping ACS server

ACS server can ping AD Domain Controller

IP Phones are working (check for dial-tone)

All VLANS are configured and routable on the network

Verify IP Camera (or printer, etc.) works (e.g., web browse to IP Camera http://10.200.10.206)
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Getting Started with Global Configuration Settings
Do NOT enable Identity features (e.g. 802.1X, etc.) on the switch until you have configured your AAA

server, switch to AAA/RADIUS configurations, etc.

ACS 5.0 Configuration Settings—Global and Monitor Mo  de Specific
Login to your newly installed ACS 5.0

Use the default username/password (unless otherwise configured): acsadmin/default

Film Ede  Yiew Favortes Hedpy | ’.‘,‘
Deatk - ) - ®) @) | Pseach Cravoies 8| (0 L B
Address IEI https:{facss.idux.locall acsadminlogin, sp - ;] Go | Links *
vl
cisco

Cisco Secure ACS

¥ersion 5.0.0.21
Hostname: acs5 (Primary)
Welcome to Cisco Secure ACS

Log In .. R

/€] Done [T T8 [ mtemet Z
@start| | (3 @ @ <5 Q 2 > | Eciscosecurs ACS Login-...| ELIVEEET

Installing Digital Certificates
Create a digital certificate for ACS from your lab, trusted public or enterprise certificate authority

Best Practice: Do not use self-signed certificates. Creating a digital certificate for ACS that is signed by a trusted
third party or enterprise CA is highly recommended. It is the foundation of trust for most browser-based (SSL) and
EAP-based (RADIUS) protocols.

From the ACS System Administration > Configuration > Local S erver Certificates > Local Certificates  select
Add

© 2009 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 8 of 77



Configuration Guide

Y Chwco Swiisrn ACS Pre-Release - Micrasalt Tndeemel Explores
Be Bk v Rpoks Jok e
Ok - ) - 4l ia v sech  Favortes €| ey

| Advwss | ] barps: Pocs .o bl facsacdrind

wliil
cisco

{59 Nt osourees

(& B ucers and 1duntity Stores ke [

b B Policy Elamarts
b Lo Aocess Folices
|k T} Menitaring and Reparts

Robes
Faseword Folicies
[ Operations
Distributed System Mansgeme
Soltware Repositores
Corarylized Saftware Undetes
& Local Operations
B Configuration
5 Global System Opticns
TACACS+ Settmgs
EAR.TLS Seftings
PEAP Setngs
il EAP-FAST
E Ouctionanes.
Local Server Certticates

Clsco Secure ACS Pre-Releasa

= ottt [ o

Tiandly  Tiaved Tevued  vabdTa
| Ta g VAR ) Protnzel |
|| T oacssp JESF MESS MY 0 eiinoegy APt Used far EAP protscals that use SSLALS tnnaling HTTRS =

Lucal Cortificates

atthicatns

I |_’|;I

Local Cortificates
Citstanding Skgning Regus

= Log Configuration -
IS [t al

|

saoe % ors 3 4] 84

@m =

Aistar] | [ &

Select Generate Ce

| B g wew Rportm Tok Heb
Qe = -l id) | o seeh

|5 Civen Seaure ACsPre_ @] Mot cambeatn sar.. |

and click Next

rtificate Signing Request

et Enpharer

Favorkes @ | (3= w 4

| Aakboss ] b Tacsn b o sty

il
cisco

B 150 Natwark Resourcei
& @ uesrs and Tduntity Stores
IL ﬂ Policy Elarmarts
b L Arcess Folicies
b T Menitaring and Asparts

; ' My workezace

Password Folices

[ Cpsrations
Distribuded System Manageme

Seoltware Rpositorms
Cortraized Sofware Undates
| Local Operations
B Configuration
B Glubal System Options
TACACS+ Settngs
EAR.TLS Sethngs
PEAP Selings
Bl EAP-FAST
& Ouctioneries
Local Server Cortificates =1
Lodal Cartificatas
Cutstanding Signing Reque
B Lo Configuration
Ll | »

Clsco Secure ACS Pre-Releasa

1 - Salect sorver
cortilicato creation
methad

™ Imaort Sarver Cartficate

Liga iz ootion if you have & Server Certficets fils and corresponding privats key filn (and
passmord, If the private kee Fie i enorypted,

™ Ganerste Salf Sions Cantificars
Uz this cotinn to have tha ACS sarvar genarats & Sai-Sigrad Canificata.

(' Ganarate Cortéicats Signing Asguest
Usa s option to have the ACS server genarats & certficats signmg requast to presant fo your
local Certficate Aushortty. Onos you havie ganarated the signing requast, 9o to the “Dutstanding
ning Requests” list, seizct the sigrang request, and cxport & copy of the signing request
{38ve & copy on your chent system), Once you receive & cerificate from your CA, you will use
the “Bind C& Sxgned Certificate™ option below bo matall i

-

Bund CA Signed Certificats
Adter using the previous option to generate a certificats sigewng request, this eption is used o
nmm the certificats received from your CA. ACS will sutcmatically match the certficate
with the appropriate outstanding igning request.

N e =)

‘

T T |5 Tt st 4

Bsaa] |4 8

Enter the fully qualified domain name of your ACS 5.0 server, cn=acs5.idux.local
Finish

ministration: Configuration > Loeal Sery

1 - Seledt server Step
certificate crestion

method

|[E] Cisc Secure ACS pre._ ] Meroast Covoheatn sar.. EL)

Certificates > Looa

2 -Generate Certificate Signing Reguest

* Cartificats Subjsct: ICN-ausE,ldux.!uc-ai

2 - Generate
Certificate Signing
Request

* Key Length:
Digest to Sign with: SHAL

occil

and 4096 for the key then click

To access the Certificate Signing Request (CRS), go to System Administration > Configuration > Local Serve r
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will need to access this CRS from the CA.

, and select the CRS you created and click Export and save it. You
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Select advanced certificate request
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ThgiSN3xHEOFwCCFeVPnEZ S TTANQCiSPoFey1VS99XoNBTunSLve 6vhD Y3 j+LcYTU
lzkdGIQGroist MnOmnhwvulTIqlk+yrve 6HsP1Ar9kosOEcSNg2 1UZ y7+qgStCOau
av/rVzBSq08C AWE ALaB INGNGCSgGS I3 DQEJD JFUNF QuCwYDVROPEAQD AgKsMEOG
A1UdDgQUBBTa0aPunt LDTIVV++VYBiQr9gHC TATBgNVHS UEDD AKEggr BgEFBOeD
ATARBulghkgEhvhCAQEEBANCEKAWDOYIKoZ ThveNAQEFBQADgYIBALAC VI iRV oy
ubvILRFFApgFhJal6 LEnFUEpeRENUEr282sViacoGENI2fdanhsYgLHSuknd ZsvG
TPhdFJb4HEOr 18mTrxme,/ 8y 1xSFIjySLNc2 I0vL3 hhT‘lWSdanl 1b8JSzqHlZb
ColfJ+ccQZfyNFzomC iNlcivwIS+br1GThalLjwdK178kUC i pyg3oP4HISq0i KISk
18PZ488nvhrL jHwel8Fs2R7r+lnyGFsJP4518y Wi JdFOwGhTI Hakbh CEL1+510g3J
a73cp/ LumnTod QkuVvmQo XF 8gUEaXoQx1dZGUOF T9aB 10y InldGod Re+lgge Y4BLr
IgN9LyySZH1I1XT4YINVAFFGEAVhS69gmSLo8+wgAZr FoDeh+sy3SECLNAJdueWQd
DEP4420154PVyHEWNSUISZ heDO4r MOHp I1ywlkjLCEM10Edge6G4Cib/ mCLe0Ce/
=MS£++BR2101zgBEJCIEMBFURYi8mAL2 / DrecWCy52 KgFKsik1Q08y/WWSPDwas2o
Rj032cLliODLuXPordCXBeQYulBFGGOMEpzKEKeLE3DIZ3n/v0QG9Gud3SnShorr £
18t540CnChvabigsGL7on G4 UHKENMTX620dCs)/ YdXJpuhEZ 2 paREYevV+119gE
Sce3 JXDNSE3/ K4uSyAaXEr Pbxnk9AHGL

| v

For Help, press F1 [

Next paste it into the CA window and click Submit .
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Submit a Certificate Request or Renewal Request

Ta submil a saved raquest to the CA, paste a base-f4d-ancoded CWMC of PRCS #10 cemficats raquast or PRCS #7 renewal raquest
generated by an extemnal source (such as a Web server) in the Saved Request box.

Saves uEst:

SNSE RS 10 Logh EICIEMIF U Ry Bmiil S Drecticy o)
Bsse-Bd-encoded (RIC320LL10DLUNPOrSCEERQYUI BFGGONEPERTReL
certrhzate mguedl [18T5400eCvab igadlToal GqdTHRETNE2 04/

(CHC or Boed JLMNSED/ K4S phalEr FRA LR AHGL

PHCE #0 o (——--EMD CERTIFICATE REQUEST--———

PRCE &) x
4 | .

Sulditional fttributes:

Ageriutes: L
i

Next—Download your certificate on your local computer in DER format for importing into ACS. Example: (ca-cert-
DER:.cer). Make a note of the filename and directory in which you saved it.

Microsofl Cert

Certificate Issued

The camtificate you requested was issuad 1o you

®DER encoded or © Base 84 encoded
Download ceificats

E=
Dovlead camncats chan

To install the new certificate, go back into ACS 5.0 GUI. Go to System Administration > Configuration > Local
Server Certificates > Local Certificates  then select Add.

sk = O i@l ] Seanh  Favorkes @) | (3= 3
| Aetboss ] b Tacsn b o sty

Clsco Secure ACS Pre-Releasa

il
cisco

ws = Locel Certiticates

tranan:

Natwsork RaEourcs || Lacal Ceetificates tovne 2+ 63 | Sows par page: |50 =] G
& B vesrs and tdentity Stores riters | =] mateh it [ = ;I -
b B Policy Flements

Friendly  lssued Issued Vakd To.

F ik s ay  MEF . Gsistion) Frowe
ACSS.  ACES- 0459 04159

2 z 06,10.2008  06.10.2009

b Ly Aocess Folicies

(b T Menitaring and Asports || T acs=2 £47; Used for EAR prokucols thal ues S5LTLS turneling HTTPE =

12 Admisratars -
Accaunts
Boler
Pacsword Policies
IFl Opsratans
Cugtributed Systam Manageme
Software Repesitarios
Cartraized Softwars Updates
F Local Operabions
[ Configuration
£ Global System Cptions
TACACS s Settings
EAPTLS Sattings
PERP Samings
Bl AR FAST
& Dictionaries | L
5 Lozal Servar Gortificates i
Lozal Certificates | IJ‘
Cutetanding Signing Requs
& 1 an Fanfinarion = || el el noEEl Exmamil vaae [ 1 of 1 W A1 bl”i:{
Ll ] » al § |

14 bene
Wistant| | (3 @ |[E]CicoScowe Aspre_ 1Mot contestn ., | 5] Cortearn Sinng pen,. |

L S @ e 7

Select Bind CA Signed Certificate option and click Next
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Bo [E Yon Fgodes Tockh oo ?.
Qmd = - (2] 7 | SSeadh Foots £]03- 0

[T TS T vy e ———

‘i Clsco Secure ACS Pre-Release

- ‘-5‘11.- Workspace
b 10 Wetwark Rasources

1 - Gelact server
certificate croatian
methed

I Import Server Cartificate

0 this weiemn ve @ Server Cartficate e and correiganding privaie ker fils (and
pasamard, f the un-m ke file i encryphed),

T Ganerabe So¥ Siged Coridcate
Use this option ta have the ACS yaroer generote o Solf-Signed Centificate

I~ Generate Certficate Signing Request

S0 thi cpnon T have the acs Shever QEnorats a corficate NG FEQUECT 10 PrESANT 10 yOur
Paszword Pohiciay docal Cartficate Aagharty . Once you have generated the Bgning reguest, go to the “Outstanding
m Gigeing Ragiess” e, salast tha s.gnng PREUARE, S BUBAFE B Copy oF the 1igAIng Fague:
B garaone (53w b 20Dy 0 your chent systam). Grch you Meosiva § carshcats from your G4, you wil uts
Catrbuted System Mansgeme {he bind X S1aned Carthcatar ssien bl b ol .
Saftwars BRaposiones
Contralled Software Updstes ; i Bind CA Signad Certficate
# Locsl Operabane Afer Lsing the pravious optian tn ganersts a cortficets signig raquest, this cetian ks used 1n
= Confguration bindfistall the certFcate received from your Ca, AT il stomaticaly match th certficate

B Giobal Systern Opind with the seeropnate nutstandng igning reguest.
TACACSH+ Senings
EAP-TLE Sebbings
PEAF Getings

1 EAR-FAST s

W Dickiananes

B Logal Server Cortficatos
Lacal Cartificatns
Outytanding Signing B egqus

PrIeE—| ) o)

U1 T 15 @ nstedctes d

#nan] @ [Eicwoscarcacspre. 8 Mot Catfese 5., | 5] Cotficsts Soring . | EL

Browse, locate and select the file you created earlier. Make sure to check both EAP and HTTPS Protocols check

boxes then select Finish .

Due to a the current CSCsu88426 bug, ACS only supports self-signed certs for HTTPS in this release,
regardless of what you configure here or whether you delete the self-signed cert in the GUI.

Do B8 oo Paoedm Toh ek ) | &
Qesd = - (] (7 0| ) seemh [ Favertes £2] 3- .
[T ey —r———"

bl
‘!;; Cisco Secure ACS Pre-Release

------ Step 2 -find CA Signed Certificots

* Cartifszate Filei [C and [ |

2 - Bind CA Signed
Certificate

¥ g eoas palises ¥ EAP: Uind for EAR protaceli that uis SSLTLS trnuing
| HTTES: Ued far sncirmd conmection b miterrisl snrvers

Pasaword Polices
B Sperations J
Cistributed Srstemn Hanagerne i
Safemars Repaskeried
Contralized Softmars Updates
L] Lnulono Anons

% ckbd Srstem Options
TACAL S Sett
EAP-TLS Settings
FEAP Settngn I

& Eap-FasT

@ Csnonarias

& Lockl Servr Cartfiowes
Local Cartilicates

Sty Sy o —
g St | _r-l Frash| | Cancel |
[@owe T T [ B retedstes 7

Bstat] | @ ([Eowo secre At ire. 8] Moot Cotiicata Ser.. | 5] Cortibate S fiew. | 0,

You should now see the new digital certificate successfully installed.
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| vt =5 [t L et Pt 2] 2
| igrens [ et o bl st =] B} o
b o svencerenneee R
T = — ey Corstiates + Local Certiflnates
Leisl Cerficates - Fomr £ ard | Rowt pergaiw [0 ] 5]
1 — T T m—
oy ek e rpeanin) v
T RISI0N MEANDCIETA WA
BMATANZON BLEAIREIIONG AP Sumd fu EAP protviiss het uie SSLTLS s STTES
b |
| pe] Ermlai Sraan page [ v ors BI| W] W B
T T B0 e !

This completes the ACS certificate enroliment section.

Certificate Authorities—User and Identity Stores

Go to User and Identity Stores > External Identity Stores > Certificate Authorities , then click Add . Then click
Browse and select the “idux-local-ca-cert.cer” file created earlier and click Open. Then ensure the Trust for
Client with EAP-TLS is selected and click Submit .

Users and Identity Stores: Certificate ities = Create

~Certificate File To Import

Add (Import) a new Trusted CA (Certificate Authority) Certificate,

* Certificate File: |C:\Ducuments and Settings\AdministratoriDesktophidy | Browse. |
Trust for client with EAP-TLS: [

Description: |

*Required fields

[FrE ey

e e —— =] B i

e

e T Hwwnn = =~
r Traset e [ ]

r mau #7032 1.0 200 — -

[

b G Py Hiemants

P ep———

] 23 wosiiin ani Erserts | i 1 — pae [T ort W) 3] ML
b % Srman KamaTaten TR 1 '.l—‘
s TS T vt
W [ AW Wity [ Do Secme st e ]
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Configuring Network Access Devices (NADs)

Go to Network Resources > Network Devices and AAA Clients and create an entry for RADIUS for your access
switch. Provide a name and ip address that corresponds to your access switch, ensuring to check the RADIUS box
and provide a Shared Secret. For this exercise we are using: cisco123

"i;'; Cisco Secure ACS Fre-Releass

<

b5 My Workspacs

Cvicn Tyre
Hertanre Dervices and Afia Clieres
External Fabey Servers

1P Adibress

@ cingla 10 Agsete O P Dangele] ciin
ey 001158 Ehared St
17 Singla Connect Davice
® Lrgacy TACASTH Single Coromck Supmont
© TACACS+ Drah Complisnt Srgle Conract Suppoet
wRALE R
* shared Sacret: [decales
¥ Trunsee [~
b 3 Usaen sad ey Sinren ke

¥ G Pohicy Elemants
b | o fecess Polces
1B 3 Meriorng and Repora

B ¥ System Admnistration Subert | | Caecel |
e I 5 & eardsan

Network Resources: Network Devices and AAA Clients

| Network Devices ftems t-1 o2 | Rows per page: | -]
Filter: [ =] warch iz [ = S+
™ Hame = 10/ Mask HOGiLocation NDEibavice Type Desoiption

| T Camk 10,200 1,155/ &l Locabons All Davice Typas Accass Swibch Running [0 12.2(33)5%1

Identity Store—Active Directory
During this step, you may get an error. The main culprit is the clock synchronization. This is not limited to virtual

machines.

Go to Users and Identity Stores > External Identity Store s > Active Directory , and enter the appropriate domain
name (e.g. idux.local), and provide a username/password that will allow you to connect to the domain (ie:
administrator/yourpassword). Next, click on the Test Connection button to validate joining the domain. If you get an
error similar to the one below, then your clocks are not synchronized. In this case, go to the next steps. If you were
successful, select Save Changes and move to the following User and Identity Stores section.
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aceadmin | AESS-Z (Frmary) | Heln | Leg Out | dbout

Cannection Details

* dctiv Dwractory Domain Name

ing t B Aotrue Directery Dinmain

spaciy the credennats Lsed o Jo

W Enabie maching &

I Enable Machine Access Restrictions
= Aging time {Rare) E

Cannettivity Staf

b Doliey Elemants

b Ly Acoess Polioes

m Adwiniration | | Choat Configuration
B O vemd s

4] o Secore ALS Pre-. | ircndh Cartficotn 5o, | (5] Catficotn Spring fog.. | B8 Commord Prongt | Bl

Setting the timezone and clock for the new ACS 5.0 Appliance.
To set the clock on ACS CAM Appliance, you need to access the command line on the appliance.

Enter the administratively defined login credentials (e.g. — which is the default, but can be administratively changed).

ACSS-2 login: _

Next access the global configuration mode by typing conft , then type clock timezone WORD (e.g. US/Pacific) and
press enter.

Note, to determine the correct WORD to type for your timezone, you can type the following show timezones at the
base prompt (not in global config) to display the available options.

Once you have determined the proper syntax, then go back to the global configuration mode (ie:, conf t) and enter
clock timezone <YOURTIMEZONE> . Enter “y” for the Do you want to restart now? prompt. Next you will want to
set the time. To do so, enter clock set monday time year (e.g. clock set nov 25 08:20:00 2008).
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Your ACS appliance should now have the same timezone, time and date as your domain server.

Now go back into the ACS GUI and finish your Active Directory setup. If you had to adjust the timezone, date and
time go back to the previous step and setup your Active Directory as an external Identity Store. When this is
complete, you should now be able to establish a connection with the active directory, as shown below.

[T Tals) Imag-mes-20

Addmzs (] ks aceS e ocalfacsadmry = B s
‘lll“'lc', Cisco Secure ACS Pre-Releass aesadmin ACSS-Z (Primary). | Melw | Logout | &
b My Workspace Usars and Tdentity Stores: Extmma! ldontity Storet > Active Directory

3 Matwork Resources sl
Connection Details

* Active Dirsctory Domain Nama: [idurdecal

Piease specify the crederbals used to join this machne to the Active Directory Doman:
—
" Username [sarmr strarar

* Passward: [eaveases

Microsolt Internet Explorer | .
Tou may uie the Tase earract and Active Dirsctary Demain is reachable

! E Cannection to e docal succaedsd,

Click on 'Save Changa: e — and sove this configuration, Once you have suscassfully
cannecmad to the Dama i O d Directory atributes ™ ba availabis for use in palley rules

End User Authentication Settings
F Enable password change
¥ Ensble machine suthantestion
I Enable Maching Acoess Restrictans t:;
* iging fima (hoursh [0
Connectivity Status
Jained v Domain:  Connactvity Status:
¥ B Folicy Elements o :
b [ Aosess Policies

b il Monitoring and Reparts

b ¥, Syster Admanisiration femiex | 3iEhanas Clear Sonfiguraton
4] Dono B D Trusted stes i
;f_!na(] [ & B | O Command Prompt |[#1 cinen seaure acs pre-. |

User and Identity Stores
Create Identity Groups to allow group based administration

We will create the following groups for this section of the guide.

Group Description
IP Phones Corporate Managed IP Phones
MACHINES Corporate Managed Machines (printers, cameras, etc.)

Go to Users and Identity Stores > Identity Groups  and select Create, then type in the Group/Description
information and click the Submit button. Repeat for each group above
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T e —"
wledh Cisco Securs ACS Pre-Release

i = Creale

|| Genersl
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D4 rerptiont [ o arate Managed IF Fhanss

« Paranti [ Groups Salect

e

bS5 My Warkapase
b 1) Notwork Resources

E Internal Identiy Stores
Users.
Hasts

| Extarnal Idertty Staras
LoaP
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Centificate dshorities
Certiicats Athenticetion Frofile
Idameiy Stars Sequansar

¥ G Polcr Elments
b L Aocens Palims
b ol Meswaring and Rsports

* _.ﬁSmeMmmM S | Camel
e ] ] -3 E

Repeat and add a MACHINE group.

Gmack = O - o] 3] DS s TiFmerte €] (3
| Aot (18] bt o8 s bl acsarden

ol = - %
ciseo  ClEco Secure ACS Pre-Release

- Edit “IdentiyGraup: Al Groups; MACHINES*

|| General
e N T

My Workspace:
Mietwork Rasources

Deearptien! [Corparae Marged Machines [Frocer, Camerss, st

Saluct |

« Parent [l Groupe
% T Talds

& Irtermal Idenciy Stres
ey

=
5 External 1dertity Stores.
LBAF
Adtive Directory
Cenificate Authories
Certificate authertication Profie
Bdentity Store Sequerces

b G palicy Eiemants
¥ [y Acseis Pabices
¥ 2] Moritoning and Reparts

¥ System Admaistration Submit | Cancel
ltem T T E G atwdstm P

Users and Identity Stores: Identity Groups

Identity Groups

Filter: Iﬁ Match if: | -I GrJI b4

I Name =
= all Groups

r * IP Phones
r * MACHINES

Description

Identity Group Root
Corporate Managed IP Phones
Corporate Managed Machines (Printers, Cameras, etc.)

Internal Identity Stores (Host for MAB)
For Monitor Mode, we are not going to create any entries. We will add these in the next phase which is Low Impact

mode.
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Identity Store Sequence

The Identity Store Sequence allows you to add multiple identity stores to an Access Service. It will attempt each
identity store in the sequence, which is extremely flexible. This will allow us to have some users (e.g. IP Phones,
temporary users, admin users, etc.) internally defined in ACS without having to add them to the corporate Active
Directory or other external LDAP database.

Go to User and Identity Stores > Identity Store Sequence  and select Create. Give it the name 802.1X-Identity , a
description and select AD1 and Internal Users , then click Submit .

ot

1 Secure ACS Pre-Release - Microsolt Intemet Bploser

Bin Edt Yew Fpodm Jods  Hep i

QBatk - o) - = @ e | seanh CiFams @] - T

Ackvess [IE] hetoefnes e ol ass s

‘:'i:'s'ét- Cisco Secure ACS Pre-Release acsadmin | ACS5-Z (Primary) |

kSR My Worksoace i i » Edit: "002.1X-Identity™

* Harne | TEREAT

Descrigtion: |

¥ ) Natwork Resources

ldentity Gro

B Intzrnal [dent! & Password Based 0 Cartficate Based
Users
Hasts Authentication and Attribute Retrivval Search List

B Extarnal Idantity Storss t, cot of wantity stores that will be accessed in sequences until first suthertication succeeds

LDAP Avadabls alacted
fickive Directary Trtenial Hosts ADT
1sea NAC Prafiler » . :
Ciniests s Cisca RAC Prafile: 3 | [itarmal vsers |
Certificate Authentization Profile L L
Identity Store Sequences :l
»
« =
Additional Attribute Retrieval Search Lisi
An optional set of additional idertity stares fromm which alnbutes vl be ratrevad
Available e chad P Internal User/Most Advancad Option
Tnternal Usors
Tnternal Hosts >
Cisoo NAC Prafiler = |
AD1 £
Al
~
b B Pulicy Elaments » =
T e — i el
(¥ [ Aeoass Paliciax
| "l Moniaring and Keports * Reguired firle
b ¥ System Administration Submit | _Cancel |
i@ z [ 5 1@ Tusted snes
st | [ 8 B | o |[&] cisco seure arspre-... #H,

We will use this in our 802.1X Access Service later.

Policy Elements

Authorization Profiles
For Monitor Mode, we will not need to create any authorization profiles, as the port will allow all traffic to flow,
regardless of whether the endpoint successfully authenticates or not. We are only monitoring in this mode.

Access Services
For this guide we will create two new access services, one for 802.1X and one for MAB.

Go to Access Policies > Access Services |, then select Create
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Enter the name/description 802.1X/802.1X, select user selected policy structure. Then, click Next.
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Select all of the check boxes shown above and then click Finish .
Now, we will repeat the process to create a new Access Service for MAC-Authentication Bypass (MAB)

The MAB service will allow us to recognize network access requests, glean the MAC addresses and record them in
the AAA accounting logs. This will help us monitor and determine what devices (via their MAC address) are
connecting to the network and where.

Select Access Services from the Access Policy section. Select the Create button. Enter the name/description
MAB/MAC-Auth Bypass , select user selected policy structure , accept the defaults, then click Next.
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For MAB, we will only select Process Host Lookup . Click Finish .
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After creating the 802.1X and MAB Access Services, we will define their respective Identity Sources and
Authorization profiles.

From within Access Policies > Access Services, select the previously created 802.1X access service. Then select
Identity to setup the Identity Source, for 802.1X we will specify 802.1X-Identity (ie: Identity Store Sequence we
previously created, that contains both Active Directory and the Internal database). Accept the defaults, and Save

Changes.
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Now select Authorization under the 802.1X Access Service.
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For Monitor Mode , we will accept the default policy rule , for both 802.1X and MAB Access Services, which is to

permit access .

Service Selection

We are going to create two service selection rules, one for 802.1X and a second for MAB. Service selection is a
means for Cisco ACS to identify an access service request and associate it with the proper administratively defined
access service (e.g. 802.1X, MAB, TACACSH+, etc.). This allows for specialized handling of different types of service

requests.
Service Selection Compound Expression Result Service
Rule Name
Dictionary Attribute Operator Value
Match-802.1X RADIUS-IETF Service-Type Match Framed 802.1X
Match-MAB RADIUS-IETF Service-Type Match Call-Check MAB

Go to Access Policies > Service Selection

, within ACS 5.0 GUI.

Select the Customize button from the lower right corner and make sure Compound Condition

Ok.

is selected. Click
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Select Create and give this rule the name of Match-802.1X, select Conditions protocol check box. Now select
RADIUS-IETF from the dictionary drop down box, and click the Select button to select Service-Type for the
Attribute, then click OK.
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Next select Match from the Operator drop down and for the value
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Next select Add V, and then select 802.1X for the Service drop down in the Results section.
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Click OK to save this Service Select rule.

You will now see the newly created Match-802.1X service selection rule. Before moving on be sure to select Save
Changes.

Now we will create the MAB Service Selection.

Select Create and give this rule the name of Match-MAB , select Conditions protocol check box . Now
select RADIUS-IETF from the dictionary drop down box, and click the Select button to select Service-Type
for the Attribute value, then OK.

Next select Match from the Operator drop down and for the value click, the Select button and select Call-
Check, then OK.

Select Add V, and then select MAB for the Service drop down in the Results section. Click OK, and then
Save Changes .
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Access Switch Configuration

Global Identity Settings

Use the following as a guide to configuring the global identity commands on the switch to enable Identity.

AAA Settings

aaa new-model

aaa authentication dot1x default group radius

aaa authorization network default group radius

aaa accounting dot1x default start-stop group radius

Enables AAA

Creates an 802.1X port-based authentication method list
Required for VLAN/ACL assignment

Enables 802.1X accounting and MAB

RADIUS

radius-server host acs5.server.ip* auth-port 1645 acct-port 1646
radius-server key user-defined-shared-key (e.g.,cisco123)**

* The ip address for your ACS 5.0 server.

* You may wish to use a different shared key. Just make sure it is the
same as the one you entered into ACS when defining the AAA client.

Specifies the ip address of the RADIUS server
Specifies the pre-shared key

802.1X

dotlx system-auth-control

Globally enables 802.1X port-based authentication

There are additional features you will want to consider before going into productions (e.g. Inaccessible

Authentication Bypass (aka Critical Auth))4

Switchport Configuration—IBNS Monitor Mode

Identity Settings to be added the the access ports °

Interface range g2/1-16

authentication open
authentication port-control auto
dotlx pae authenticator

Example range to apply the port configuration to

Enables pre-authentication open access (non restric  ted)
Enables port-based authentication on the interface
Enables 802.1X authentication on the interface

“ For instructions on Inaccessible Authentication Bypass, as well as, other Identity features go to:
http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SX/configuration/quide/dotlx.html - wp1054805

® Note this is not an extensive list of the IBNS feature set, just those necessary for the enabling monitor mode for the purposes of

this guide.
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mab Enables MAC authentication bypass

authentication host-mode multi-auth Allows a single IP phone and one or more data clients to independently
authenticate on an authorized port. Each host, or MAC address, is
authenticated individually.

end

Test Scenarios—Monitor Mode

Now that you have enabled the global settings in ACS 5.0 and on the Switch, as well as the port specific
configuration to enable IBNS Monitor Mode, we can run through a series of validation steps to see what should be
happening.

Global AAA/RADUS Configuration Verification

Access Switch Can Ping ACS Server
This is an optional step, as you should have already validated communications during the ACS configuration steps
earlier. However, if you want, you can access the switch console and ping the IP address of your ACS Server.

Authenticator to Authentication Server Communications

In this validation exercise, we will verify that the switch is sending RADIUS messaging for those hosts attempting to
authenticate the hosts attached to those ports in which you enabled Monitor Mode. The easiest way to verify this is
to check the accounting logs on the ACS server. Since we are in monitor mode, we should see failed authentication
attempts from hosts.

From within the ACS 5.0 GUI, select Monitoring and Reports . Then, select Launch Monitoring & Report Viewer

il

asco  CIsco Secure ACS Pre-Release acsadmin | ACSS-Z (Primary)

b S} My Workspace My Warkspace: Welcomn

» B network Resourcas

§i BB Ui s ddcly Stords Welcome to Cisco Secure Access Contral System
» G Policy Elements - -

b L Access Policies é Before You Eegin é New in ACS 5
1= Essential Reading o Gel Started T
hl.*il%r.\:h ﬁn“'m, q‘a R ACS Palicy Model & Terrmnclogy &

Craating & Malntaining Palicles o

% Getting Started

start o

LE3 Tutorlals & Other Resources

reiew Video £

Introducbon

8 & Scenarios

Corfauratio

Cisen Secure ACS Online Resources:  Erodyct & Suypnort Information Corgmer  WwW CISCO.00H

b B System Administration

Depending on your browser behavior settings, either a new browser window, or tab within the existing browser
window will be launched.
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From within the Monitoring & Report View screen, select the Reporting tab, then select Authentications—Radius
Today from the Favorite Reports section.

2} Cisco Secure ACS ¥5.0 - Microsoll Internel Explorer

B Bt e Faoe Dokt | & |

QBak » )« 2] 2] (0| S Search Favortes £ 3. L 3

Address [£] hetps: flacss.iduc Jocal/sreperts/lv_report=%2f%24%24% 24 Translert % 2f ock e 3500 de=35 1 mportalio=T | [ G0 |Liks *|
1= Launch Interactive Viewer [
Showlng Page 1 of 14 | Wi 4 & Ik Goto Page:| %]

AAA Protocol > RADIUS Authentication -

Authentication Status : Pass or Fail

Date January 8, 200

¥aPass  ®=hai

Datails |

Logged At |'_-'.¢lu£ User Name Calling Station 10 | Authertication Method

11:17:11.573 AM = 00-10-E2-E0-F2-00 20-10-E2-E0-F2-00 Lookup

11:117:11,573 AM " = 22 L L 00-10-ES-EB-ES-EF  Lookup

1L17:10.545 AM % 9 Zzzual unknown User D0-18-BA-CT-BC-FA Q0-18-BA-CF-BC-FA Lookup

11:17:04 403 AM X L 22041 Unknown Liser o0-21-86-58-DE-66 00.21-86-58-DB-66 Lookuj

1116 TAE AM Ed L ] 12006 EAP-MDS authenticabion failed CP-7961G-SEPOOIBDOSREI0IE 00-16-D5-85-39-1E CHARMDS

11:1 GRF AM X €, 22041 Unknown User 00-18-RA-CF-AC-EE 00-18-RA-C7-BC-EE Lonkup

il 483 4M X “s 22041 Unknown User 90-18-F8-08-F8-38 00-18-F8-08-F8-38  Lookup

11:16:45.955 AM " 9, 22041 Unknown User 90-19-F-D9-CF-CG 00-19-F8-DO-CF-C§ Logkup -

| | _'1_‘

V] itpsffacs biun bocal|vreportsservetiGanecRedrectorcommand=submit,_t A kesubatru| [ [ [ [ nkernet Tz

You should see failed authentication attempts. However, remember, since we are in Monitor Mode, using the Open
Access IOS feature, those hosts will still have full network access.
ACS Server Can Ping AD Domain Controller

This is also an optional step, as you should have already validated communications during the ACS configuration

steps earlier. However, if you want you can access a command line prompt on the ACS server and ping the IP
address of your Microsoft AD Controller.

Validate Host Network Connectivity and Network Services

Now that we have enabled 802.1X and MAB in the Open Mode, we will once again, verify network connectivity for
the hosts connected to these ports that still have access as they did prior to enabling these Identity features.

Accessing the switch console perform the following:

conft
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int range f2/1-16 (or the range of ports you configured)
shut
no shut

end

You will notice console messages on your terminal showing 802.1X and MAB authentication attempts and failures as
shown in the example below. This is normal output. The switch ports will first attempt 802.1X and then MAB, as
these are the two ldentity features we enabled.

client (8 ) on Interf

Interfoc
Interfoce

Interfoce
Interfac
1 Interface

for c
for ¢

' for ¢
foiled for c

ation result 'fail’

n ‘mab ' for cl 18, fce) on Interf
all outhenticat lient (BB18.f8 f on Interfoce

However, since we have enabled open mode, connectivity should not be impacted at all. To verify this we will
perform the following exercises:

First let's look at the port authentication status on the switch for a given port. We will do this from your console
connection to the switch. Type the show authentication session command for a specific interface (e.g. show auth
session int f2/1 ). You should notice an output similar to the one below indicating that the host failed authentication
where the Status shows Authz Failed . You should also notice that the port attempted 802.1X, then failed over to
MAB, both indicating they failed over.

Authz Failed
DATA
multi-auth

D0 1

10:

sion 1D:
Hand le:

Fai led
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Next, we will verify that there has been no disruption of network services for the hosts attached to this IBNS Monitor
Mode enabled switch/network. First we will verify that DNS/DHCP is working, using the ipconfig and ping commands
on one of the PCs.

From one of the PCs, connected to the port that we just verified the failed authentication from the previous exercise,
access the command line dialogue (e.g. Start > Run > CMD then click the OK Key).

From the command prompt, type ipconfig. Your output should be similar to that shown below. Notice the host has an
IP address.

Command Prompt

ion 5.1.26881]
oft Corp.

locunents and Settin Administrator.IDUX>ipconfig

Docurents and Settin Administrator.DUX>

Next, verify network connectivity by pinging a server on this network. For our exercise, we will ping the MSFT AD
Server (ie: 10.200.1.117 or the IP address you assigned your AD Server). From the command prompt, type, ping ip
address (e.g. ping 10.200.1.117). Your output should be similar to what is shown below.

Jindows IP Conf iguration

thernet adapter Connec to IP Phone 7968 on

-

Now verify the client PC still can join the AD domain. First we will logout and log back into the Windows PC/Domain.
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Log On to Windows

f |
Copyright © 1985-2001 ' =
Miorosoft Corporation

User name: Administrator

Password:

Log on to: DL v

[CJLog on using diak-up connection

[ ok || canced |[stwtDown...| foptions <<}

Next using the Windows Internet Explorer, we will verify we can access the web server hosted on your network (for
our example we have loaded a default page on the Windows AD Server).

Verify IP Phones Are Working
Check to see that they have obtained and IP address and verify they have a dial tone indicating they have
associated with the Cisco Call Manager

Verify IP camera (or printer, etc.) works (e.g. web browse to IP camera).

Using Internet Explorer, browse to the IP address of one of your Cisco MediaNet IP video Cameras (e.g.
http://10.200.10.202). You will be prompted for login credentials. Enter admin for the username and Cisco123 for

password.

DBak = ) - o] (3] (0 2'Seedh T Fovaikes £ _.‘-;‘_‘._
agdress [{€] rap: 1020010, 20w cPrmst_fleveuscon ben HBe Wk
il =
cisco
0700, 10202
WhewlL CER00.CAM
& Heme
dJ
4
) @ Intemet

Once you have authenticated, you will see whatever your camera is pointed at. You may need to adjust the focus
ring, to get the video in focus.

Monitor Mode Summary

Even though we have enabled identity authentication on the access switch ports, and configured the infrastructure to
support authentication and accounting, we have not disrupted any network services for the attached hosts. This
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phase can enable you to account for and monitor network access attempts from the hosts connecting to your
network.

Note that configuration of 802.1X supplicants, or clients, is not a concern here since we are not enforcing
authentication. However, if there are hosts with 802.1X enabled you will be able to detect them via the RADIUS
accounting logs.

The accounting records logged in ACS 5.0 Authentication and Authorization Reporting and Monitoring reports can
help you gain a better understanding of who and what is attempting to access your network.

Low Impact Mode

As we highlighted before, Low Impact mode will enable you to incrementally increase the security level with the
introduction of an ingress port ACL on the Open Access ldentity-enabled port, maintaining basic connectivity for
guest/contractors and unauthenticated host while selectively limiting access to introduce a higher level of access
security. Additionally, when combining the Cisco identity-enabled port (802.1X, MAB and/or WebAuth) with
downloadable ACLs (dACL), differentiated access can be accommodated based on successful
authentication/authorization.

Table 3. Low Impact or Selective Access Mode
Profile Name Description VLAN dACL
Phone-Authz Policy to map IP phones to voice VLAN VOICE CorpAssetACL
Managed-Asset-Authz Policy to be applied to managed assets n/a CorpAssetACL
MediaNet-Authz Policy for Cisco MediaNet endpoints n/a CorpAssetACL
CorpUser-Authz Policy for valid AD authenticated users n/a CorpUserACL
Contractor-Authz Policy for short term contractors n/a ContractorACL

ACS Configuration

Active Directory Groups
Before we move into the policy configuration, you will need to select a couple of Active Directory groups, so we can
select those later in this section.

Go to Users and Identity Store > External Identity Stores > Active Directory as shown below

el

cisco  CisCO Secure ACS Pre-Release acsadmin | ACSS-Z (Primory) | fels | Logowt | Abewt

» H My workspace Wl Users and Ideritity Stores i Identty Stores = Active Directory

b ) Hetwork Resourcas Canaral | Direcory Groups | ctory Atributes | =
Connection Details
| 88 sers and xdentity Stores | ||+ sctve Directary Domain oy Torat
Identity Groups Hame!

3 Internal Identty Stores - " — . :
Lsers Flease specify the credentials used to join this machine to the Active Durectary Domain:

Hosts *Usernamer administrator
B External [dentity Stores * password e

AR

iz Diroctory Yo mnay use the Tast Connaction Button to ensure credentials ara correct and Active Directory Damain is
tharitias reachable,

J Test Connection |

ntacation Profile

Stare Sequences 4

Chick on "Savm Changes' to connact bo the Active Directory Domain and save this configuration, Ones you
have successfully sonnadcted to the Doman, you can seled the Directory Groups and Drectory Attribules to
be avalable for use i poboy rules

~End User Authentication Settings
7 Ennbis paseword change

¥ Ensaie machine suthentication

g —— | [ Eneble Machine Access Restrichans
s = 1 Aging tirme (hours): F

Connectivity Status
| | S Py Lo A G P Ak s S (P ALMIEATER =l

| Hange Clear Configurstion |

b [ Access Palices

¥ .| Manioring and Reports

» * sysem Administration

Select the Directory Groups tab
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Now select the Select button, scroll down until you see both the idux.local/Users/DomainComputers and

idux.local/Users/Domain Users, select them and click ok.

Your domain name will most likely be different than idux.local (e.g. yourcompany.com or similar).

Be sure to Save Changes before leaving this section.

ACS Policy Elements
For this section we are going to create and/or modify three different ACS policy components, which will be linked

together for the Authorization Policies.

ACS Component Type Section within the ACS GUI Comments
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Downloadable ACLs (dACL)

Policy Elements > Authorizations and Permission
> Named Permission Objects

Named ACLs that can be associated with different
Authorization Profiles.

Authorization Profiles

Access Policies > Access Services > Named
Access Service

Named profiles that allow us to provide different permission or
policies to different groups.

Authorization Profiles

Policy Elements > Authorizations and Permission
> Network Access

These authorization profiles are created within the Access
Service (e.g. 802.1X, MAB, etc.

While this is a little confusing, having two components with the same name and multiple different blobs to configure,
this approach does provide excellent flexibility to allow you to differentiate multiple different types of request per
access service, create and apply different policy based on groups. It is an extensible approach.

ACS Policy Elements—Downloadable ACLs (dACL)
We are going to create three dACLs to be used in our authorization profiles.

Named dACL ACE Permissions*
CorpAssetACL permit icmp any any log
permit ip any any
CorpUserACL permit icmp any any log
permit ip any any
ContractorACL remark Allow DHCP

permit udp any eq bootpc any eq bootps
remark Allow DNS

permit udp any any eq domain
remark Allow Websense

permit tcp any any eq 15871
remark Allow access to internet
permit tcp any any eq www
permit tcp any any eq 443
remark Allow IPSEC VPN
permit udp any any eq 62515
permit udp any any eq isakmp
permit udp any any eq 10000
permit udp any any eq 4500
permit esp any any

permit ahp any any

* These are only sample ACLs, you will need to consult with your organizations InfoSec or Security staff to determine what is
appropriate for your requirements.

First we will create the CorpAssetACL. From within the ACS 5.0 GUI select Policy Elements > Authorization and

Permissions > Named Permission Objects > Downloadab

le ACLs.
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Next select the Create button. Enter the name, description and the ACE permissions from the table above for the
corresponding dACL. Then click the Submit button.

Repeat the above steps to enter the CorpUserACL and ContractorACLs. Once you have created all three you
should see the following under the Downloadable ACLs section.

ACS Policy Elements—Authorization Profiles
For Low Impact mode, we are going to create five authorization profiles that will be associated with identity groups
and access services. The five profiles to be created are listed below in the Low Impact Section.

Table 4. Monitor Mode

Profile Name Description VLAN dACL

No Authorization Profile Required n/a n/a n/a
Table 5. Low Impact or Selective Access Mode

Profile Name Description VLAN dACL
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Phone-Authz Policy to map IP Phones to Voice VLAN n/a CorpAssetACL
Managed-Asset-Authz Policy to be applied to Managed Assets n/a CorpAssetACL
MediaNet-Authz Policy for Cisco MediaNet Endpoints n/a CorpAssetACL
CorpUser-Authz Policy for Valid AD Authenticated Users n/a CorpUserACL

Contractor-Authz Policy for short term contractors n/a ContractorACL

Table 6. High Security Mode

Profile Name Description VLAN dACL
Phone-Authz Policy to map IP Phones to Voice VLAN N/A n/a
Managed-Asset-Authz Policy to be applied to Managed Assets MACHINE n/a
MediaNet-Authz Policy for Cisco MediaNet Endpoints MEDIANET n/a
CorpUser-Authz Policy for Valid AD Authenticated Users DATA n/a
Contractor-Authz Policy for short term contractors CONTRACTOR n/a

Authorization Profile—Phone-Authz

Go to Policy Elements > Authorizations and Permissions > Network Access > Authorization Profiles  and
select Create. Enter Phone-Authz in the Name field and the appropriate description.

Select the Common Tasks tab and select Static for Downloadable ACL Name and chose CorpAssetACL from the
drop down menu and then select Static in the permission to join drop down for Voice VLAN section.

Accept the defaults for the RADIUS Attributes tab and click the Submit button to save.
Authorization Profile—Managed-Asset-Authz

Next we will create an authorization profile for Managed Assets.
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Authorization Profile—MediaNet-Authz
Repeat the above steps to create the MediaNet-Authz profile.
Authorization Profile—CorpUser-Authz

Repeat the step for the CorpUser Authz profile (Note—Use the CorpUserACL)
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Authorization Profile—Contractor-Authz

Repeat the step for the Contractor Authz profile (Note—Use the ContractorACL)

Once you have created all of the sample profiles you should see the following in your Authorization Profiles section.

Access Policies—Access Services / Authorization

User and Identity Stores

Table 7.

Add a Contractor Identity Group

Group

Description

Comment

IP Phones

Corporate Managed IP Phones

Added Previously in Monitor Mode

MACHINES

Corporate Managed Machines (Printers, Cameras, etc.)

Added Previously in Monitor Mode

Contractor

Contractors

New Group to be added

Go to Users and Identity Stores > Identity Groups

information and click the Submit button.

and select Create, then type in the Group/Description
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Internal Identity Stores (Host for MAB)

Create entries for managed host devices and assign them to Identity groups. These will be used to provide
authentication/authorization using the MAC-Auth Bypass (MAB) feature.

The following are shown for demonstration purposes

MAC Address Description Identity Group
00-18-BA-C7-BC-EE Cisco 7960 IP Phone (non-802.1X capable) IP Phone
00-18-BA-C7-BC-FA Cisco 7960 IP Phone (non-802.1X capable) IP Phone
00-1D-E5-EB-E5-EF Cisco IP Video Camera MACHINE
00-1D-E5-EB-F9-00 Cisco IP Video Camera MACHINE
00-21-86-58-DB-6B Contractor PC (Non-managed host) Contractor

The Cisco 7961 phone in our diagram is 802.1X capable. Therefore we will not need to enter it in the “host”
database. It will be added in the Users database in the next section.

Use the table below to record your own MAC addresses to accommodate the use cases described in this guide.

MAC Address Description Identity Group
Cisco IP Phone IP Phone
Cisco IP Phone IP Phone
Cisco IP Camera (or other non-dot1x host) MACHINE
Cisco IP Camera (or other non-dot1x host) MACHINE
Contractor PC CONTRACTOR

Go to User and Identity Stores > Internal Identity Stores

> Hosts and select Create and enter the MAC address,

description and click the Select button for Identity group selection, then select the appropriate group and click ok,

then click Submit .
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Repeat the above step to enter the other MAC addresses listed in the table. Once you have entered all the MAC
addresses for your pilot, your host database should look something like the illustration below.

Cisco offers a product that can help automate the process of building a database of profiled MAC
addresses, the NAC Profiler.® The installation and configuration for this will be covered in another document.
Additionally, if you already have a database of known valid MAC Addresses from an asset management system,
those may be imported into ACS’s internal database. Consult the ACS 5.0 User Guide for more information.’

Internal Identity Stores (Users for 802.1X)

Create entries for managed host devices and assign them to Identity groups. These will be used to provide
authentication/authorization, using 802.1X for identities that are not maintained in your external Identity Management
(IdM) system.

This internal database can be used to create accounts for 802.1X capable phones, administration,
bootstrapping, troubleshooting and other uses without having to add a user into your official Identity Management
(IdM) system, (e.g. Microsoft Active Directory). Where possible, utilize existing Identity repositories such as AD, is
recommended as a best practice. We are only suggesting that certain use cases may require the use of the internal
database within ACS. Follow your company’s security policies around this matter.

The following are shown for demonstration purposes:

Host ID Description MD5 Password Identity Group

CP-7961G-SEP001BD585391E Cisco 7961G 802.1X Capable IP Phone password IP Phones

Use the table below to record your own MAC addresses to accommodate the use cases described in this guide.

Host ID Description MD5 Password Identity Group

Go to User and Identity Stores > Internal Identity Stores > Users

® For more information on NAC Profiler please visit:
http://www.cisco.com/en/US/prod/collateral/vpndevc/ps5707/ps8418/ps6128/product _data sheet0900aecd806b7d4e.html
7 For more information on Cisco ACS 5.0 please visit:
http://www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.0/user/quide/ACS _user_guide.html
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Select Create and enter the UserID (e.g. CP-7961G-SEP001BD585391E), description (e.g. Cisco 7961G 802.1X
Capable IP Phone) and password (e.g. pa$$Word4).

This password must match the one you configured on your host. In this case, we entered “pa$$Word4” for
the password on the Cisco 7961G IP Phone.

Next click the Select button for Identity group selection, then select the appropriate group (e.g. IP Phones) and click
ok.

Then click Submit .

You should now see your entry in the Internal Users database as shown below.
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802.1X Service—Authorization Rules
Now select Authorization under the 802.1X Access Service. For Low Impact Mode, we will add new authorization
rules to allow for differentiated services between the various groups or classes of users and hosts.

802.1X Capable Phones Rule
First we will setup an authorization policy for 802.1X capable IP phones.

Select the Create button. Overwrite the Rule-1 with a new name (e.g. Match-1X-Phone-Authz ) and select the
check box for Compound Condition, select System from the Dictionary drop down.

Click the Select button to select IdentityGroup from the attribute list, select OK.
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Then make sure “In” is selected in the Operator drop down, then click the Select button to select IP Phones from the
Network Device Groups.

Next make sure you select the Add button.

We have one last task before we're done. Now click the Select button in the Results / Authorization Profiles section
and select the previously created Phone-Authz profile, press OK and then OK again.

Before leaving this section click the Save Changes button.
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802.1X-CorpUserRule

Select the Create button. Overwrite the Rule-1 with a new name (e.g. 802.1X-CorpUserRule ) and select the check
box for Compound Condition, select AD-AD1 from the Dictionary drop down, then press the Select button to select
ExternalGroups from the attribute list, select OK.

Then make sure “contains any " is selected in the Operator drop down, then press the Select button to select
“idux.local/Users/Domain Users " from the Network Device Groups and click OK.

Next make sure you select the Add button.
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We have one last task before we’re done.  Now scroll down and click the Select button in the Results /
Authorization Profiles section and select the previously created CorpUser-Authz profile, press OK and then OK
again.

Before leaving this section click the Save Changes button.

Now you should see both the Match-1X-Phone-Authz and the 802.1X-CorpUserRules as authorizations for 802.1X.
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For now, this is all we are going to create for 802.1X in Low Impact mode. If your organization has more types of
wired 802.1X devices, you may want to experiment and add more.

As you can see from the above exercises, you utilized the previously created dACLs, and Authorization Profiles in
creating these specific authorization rules for 802.1X. Next, we will do a similar configuration of authorization rules
for MAB.

MAB Service Authorization

MAB IP Phones Rule

Now we will setup an Identity source and authorization rule to match phones in our MAB Access Service. This will
ensure the MAB authenticated phones will get put into the Voice VLAN for proper access. All successfully
authenticated non-802.1x phones will obtain the Phone-Authz” profile which will allow full access to the voice VLAN
with no ACL restrictions (ie: permit ip any any).

Select Identity from the MAB Access Service. Press the Select button and select Internal Hosts and click the OK
button. Then click the Submit button.

Now select Authorization for the MAB Access Service and click the Create button. For the name, replace Rule-1
with an appropriate name (e.g. MAB-Phone-Authz).
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Select Compound Condition , select System from the Dictionary drop down, then press the Select button to select
Identity Group from the attribute list, select OK.

Then make sure “In” is selected in the Operator drop down, then press the Select button to select IP Phones from
the Network Device Groups. Next make sure you select the Add button.
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We have one last task before we're done. Now click the Select button in the Results / Authorization Profiles section
and select the previously created Phone-Authz profile, press OK and then OK again.

Before leaving this section click the Save Changes button.

MAB Contractor Rule
Select Authorization for the MAB Access Service and click the Create button. For the name, replace Rule-# with an

appropriate name (e.g. MAB-Contractor-Authz ).
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Select Compound Condition , select System from the Dictionary drop down, then press the Select button to select
Identity Group from the attribute list, select OK.

Then make sure “In” is selected in the Operator drop down, then press the Select button to select Contractor from
the Network Device Groups. Next make sure you select the Add button.
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We have one last task before we're done. Now click the Select button in the Results / Authorization Profiles section
and select the previously created Contractor-Authz profile, press OK and then OK again.

Before leaving this section click the Save Changes button.

MAB MediaNet Rule
Select Authorization for the MAB Access Service and click the Create button. For the name, replace Rule-# with an

appropriate name (e.g. MAB-MediaNet-Authz ).

Select Compound Condition , select System from the Dictionary drop down, then press the Select button to select
Identity Group from the attribute list, select OK.
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Then make sure “In” is selected in the Operator drop down, then press the Select button to select MACHINES from
the Network Device Groups. Next make sure you select the Add button.

We have one last task before we're done. Now click the Select button in the Results / Authorization Profiles section
and select the previously created MediaNet-Authz profile, press OK and then OK again.

Before leaving this section click the Save Changes button.

You should have three authorization rules for MAB; 1) MAB-Phone-Authz, 2) MAB-Contractor-Authz, and 3) MAB-
MediaNet-Authz, as shown below. These will apply differentiated authorization policies per group type.
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Switch Configuration

Global Switch Default ACLs
Pre-Authentication ACL to be applied to the Identity enabled ports:

ip access-list extended PRE-AUTH
remark Allow DHCP

permit udp any eq bootpc any eq bootps
remark Allow DNS

permit udp any any eq domain
remark Allow Websense

permit tcp any any eq 15871

remark Deny access to HO

deny ip any 10.0.0.0 0.255.255.255
deny ip any 192.168.0.0 0.0.255.255
deny ip any 172.16.0.0 0.15.255.255
remark Allow access to internet
permit tcp any any eq www

permit tcp any any eq 443

In order to enable dACLs, you must first configure your access switch to allow communications using the cisco-av-
pair attribute with the value aaa:event=acl-download. To enable this functionality, enter the following command in the
global configuration of the switch. If you fail to add this command, it will result in failed authentication/authorization
requests.

conft
radius-server vsa send
end
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Switch Port Configuration

Access your switch console and add the “ip access-group PRE-AUTH in” to the Identity enabled ports you have
configured for this pilot.

Interface range fa2/1-16

shut

switchport access vlan 210
switchport voice vlan 211
switchport mode access

ip access-group PRE-AUTH in
authentication host-mode multi-domain
authentication open

authentication port-control auto
mab

dotlx pae authenticator

ip verify source vlan dhcp-snooping
no shut

We are only adding only one new line to the configuration (ie: ip access-group PRE-AUTH in) and modifying the
host-mode from multi-auth to multi-domain (which restricts one host in the voice vlan and one host in the data vlan).
You can use the above as a reference to the other configuration items that should be enabled on the Low Impact
Identity enabled ports.

Endpoint Host Configuration

Windows PC 802.1X Supplicant/Client Configuration

For the purposes of this Identity phased deployment demonstration, we are limiting the 802.1X client configuration to
WindowsXP, the Cisco Secure Services Client (SSC), and PEAP as the authentication protocol.

Cisco SSC Installation and Configuration

Prior to installing SSC on your WindowsXP PC make sure you do not have any other 802.1X supplicant installed or
configured. If you do, remove the supplicant and reboot before starting the next step.

Download the latest version of the Cisco SSC (v5.1.1 or later) from http://tools.cisco.com/support/downloads/ (log-in
required) to your desktop on the WindowsXP machine for your pilot.

You will need both of the following installation applications:

Application Comment
Cisco_SSC-XP2K_5.1.1.3.zip Required to install the supplicant on the host PC.
Cisco_SSCMgmtUtil_5.1.1.4.zip Required on by the Administrator to create profiles.

Unzip and run the SSC Installer.
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Accept the terms and default installation directory.

Once the installation is complete, click the Finish button.

You will be required to reboot. Select the Yes button to reboot.
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Once the WindowsXP PC has rebooted, log back in as the Administrator.
Next, run the sscManagementUtility.exe file to configure the client for network access.

Select “Create New Configuration Profile >" button.

Select the SSC 5.0 > button . Paste in your license key, select the radial button for “Attempt connection before user
logon” and click the check box for Allow Wired (802.3) Media and then click Next. Select all of the Association and
Authentication modes and click Next.

You must create a network profile for each network you connect to. Click the Add Network button.

Accept the default and click Next. Now enter a name for this network (e.g. dux.local Wired Network) and change the
Connection Timeout to 30, and select Authenticating Network , then click the Next button.
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Set the Connection Settings as shown below and click Next. Select Machine and User Connection and click
Next.

Select EAP PEAP for the Machine Authentication (EAP) Method, then click the Configure button. For the EAP
PEAP setting, check the boxes as shown below and click OK. Then click the Next button.
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Select Use Machine Credentials radial box and click Next. Now we will configure the User Authentication (EAP)
Method. Select the EAP PEAP radio box and then Configure button.

Select the check boxes and radio buttons as shown below for the EAP PEAP settings, click OK and then Next.
Accept Use Single Sign On Credentials and click Finish .
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Click Next to validate the configuration. Click Finish and you are done with this PC.

Repeat the SCC and Management Utility configuration for your other PCs that you will be using in this pilot. Please
note, there is a way to create and administratively install MSI with a preconfigured setting for a mass deployment.
Please consult the SSC documentation for more information.

Test Scenarios—IBNS Low Impact Mode

Global AAA/RADUS Configuration Verification
This verification should not be necessary, since we validated this in the previous sections.

Validate Host Network Connectivity and Network Services
A quick way to gain insight into the IP addresses associated with the ports and MAC addresses is to run the “show
ip dhcp snooping binding " 10S switch command.

10S Command: show ip dhcp snooping bindings

© 2009 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 58 of 77



Configuration Guide

Comparing this with the original LAB Diagram, you can see that all of the devices are connected and have an IP
address, which VLAN they are in and their MAC address. The only exception is the rogue AP on port f2/14.

Another useful IOS show command is the “show authentication sessions ". This displays the state of all Identity
enabled switch ports on that switch. We will also show you a port specific derivative of this command in the following
sections.

I0S Command: show authenticated sessions

10S Command: show cdp neighbors

Another quick summary view is to look at the Authentication and Authorization logs within ACS Reporting and
Monitoring.

© 2009 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 59 of 77



Configuration Guide

This second screen shot is the same list of hosts. We have just scrolled to the right to show the rest of the data
available.

As you can see, all of the administratively allowed devices have successfully authenticated and received the
authorization policy as prescribed. Note that the host with the MAC address 00-06-25-04-C2-95 failed authentication.
By having this log, we know that someone has plugged in a rogue device on switch id-4503-2 on port 50214 (ie:
F2/14). Per policy in Low Impact mode, this device will be allowed to gain an IP address and access limited
resources per the PRE-AUTH ACL. However, this allows you to also send someone out to determine what the device
is and whether it should be on your network.

Managed Assets—802.1X Capable

802.1X Cisco IP Phone

This simple verification step is to look at the phone and verify it has an IP address and has connected to the call
manager. One easy test is to pick up the phone and see if it has dial tone. If it does, chances are everything is
working fine.
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For further verification we can look at the switch port status.

We can see here that the phone successfully authenticated via 802.1X and was placed in the Voice VLAN.

WindowsXP + SSC (802.1X Supplicant/Client)
From the WindowsXP interface, double click the SSC icon (ie: the round green icon) in the tray bar.

This will load the SSC dialog window showing the status of your connection.

For further verification we can look at the switch port status.
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Managed Assets—Non-802.1X Capable

Cisco IP Phone (No 802.1X Supplicant)

Again, verify dial tone and look at the switch port’s authentication status. From before, two (2) non-802.1X phones
are on ports F2/12 & F2/13. We can also determine where they are connected from the IOS commands; show cdp
neighbors, show ip dhcp snooping binding, and show authentication session, as well as, AAA logs from ACS.

I0S Command: show authentication sessions interface f2/12 & f2/13

© 2009 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 62 of 77



Configuration Guide

As you can see from the output from these 10S show commands, we have two devices authenticated on each port;
1) phone authenticated and 1) PC authenticated. The phones are placed in the Voice VLAN and the PCs in the Data
VLAN.

For port F2/12, we have the phone and the PC both authenticated via MAB, and on port F2/13, we have the phone
authenticated via MAB and the PC authenticated via 802.1X. Both ports have the same configuration. This is the
power of FlexAuth + Multi-Auth.

You can also repeat the validation steps performed in the Monitor Mode section for a complete validation.

Low Impact Mode—Summary

In this section, we have modified the default open state of Open Mode to add selective access controls through
applying a default port ACL on the Identity enabled switch ports. This allows you to restrict access, while
simultaneously enabling network connectivity that needs basic network service to remain functional. Combined with
downloadable ACLs (dACLs) for successfully authenticated users/hosts, you can create profiles to grant or deny
access to network resources based on need and your security policies. This enables differentiated services, while
still maintaining secure network connectivity for legacy hosts.

High Security Mode

Low Impact mode may fulfill initial access security requirements for many organizations. For those that need stricter
access controls, there is a third deployment phase: High Security Mode.

High Security mode returns to the traditional closed mode of 802.1X, in conjunction with dynamic VLAN assignment
for differentiated access. While High Security mode represents a more traditional deployment model, the new 10S
“flex-auth” feature set can be used to create a flexible, adaptable deployment.

Flex-auth allows you to configure secondary authentication methods to 802.1X, such as MAB and/or Web
Authentication for guest access. Additionally, flex-auth allows you to re-order the sequence of authentication. For
example, you can try MAB before 802.1X.

Since we are moving from Monitor or Low Impact mode, the base infrastructure configuration is already in place.
Here we are only going to need to modify the Authorization Profiles and switch port configurations.

ACS Policy Elements

ACS Policy Elements—Authorization Profiles
For High Security mode, we are going to modify the five existing authorization profiles. We will change the
authorization from dACLs to VLANS.

Table 8. Monitor Mode

Profile Name Description VLAN dACL
No Authorization Profile Required n/a n/a n/a
Table 9. Low Impact or Selective Access Mode

Profile Name Description VLAN dACL
Phone-Authz Policy to map IP phones to voice VLAN n/a CorpAssetACL
Managed-Asset-Authz Policy to be applied to managed assets n/a CorpAssetACL
MediaNet-Authz Policy for Cisco MediaNet endpoints n/a CorpAssetACL
CorpUser-Authz Policy for valid AD authenticated users n/a CorpUserACL
Contractor-Authz Policy for short term contractors n/a ContractorACL
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Table 10.  High Security Mode

Profile Name Description VLAN dACL
Phone-Authz Policy to map IP phones to voice VLAN N/A n/a
Managed-Asset-Authz Policy to be applied to managed assets MACHINE n/a
MediaNet-Authz Policy for Cisco MediaNet endpoints MEDIANET n/a
CorpUser-Authz Policy for Valid AD authenticated users DATA n/a
Contractor-Authz Policy for short term contractors CONTRACTOR n/a

Modify Existing Authorization Profiles

Access the ACS 5.0 GUI and go to Policy Elements > Authorization and Permissions > Network Access >

Authorization Profiles.

From here, we will modify the existing profiles.

Modify Phone Authorization Profile

Select the Phone-Authz profile:

Next select the Common Tasks tab. Under the ACL section, change “static " to “Not in Use ” for the Downloadable

ACL Name : drop down.
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Next select the Submit button to finish.

We will repeat these steps for the rest of the Authz profiles we created, using the chart above to map the appropriate
VLANSs to these profiles.

Modify Phone Authorization Profile

Select the Managed-Asset-Authz profile:

Next, select the Common Tasks tab. Then select “static ” for the VLAN ID/Name drop down option, and then type b
in the value input field. Under the ACL section, change “static” to “Not in Use ” for the Downloadable ACL Name :

drop down.
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Next select the Submit button to finish.
Modify MediaNet Authorization Profile

Select the MediaNet-Authz profile:

Next select the Common Tasks tab. Then select “static ” for the VLAN ID/Name drop down option, and then type
MEDIANET in the value input field. Under the ACL section, change “static ” to “Not in Use ” for the Downloadable
ACL Name : drop down.
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Next select the Submit button to finish.
Modify CorpUser Authorization Profile

Select the CorpUser-Authz profile:

Next select the Common Tasks tab. Then select “static ” for the VLAN ID/Name drop down option, and then type
DATA in the value input field. Under the ACL section, change “static ” to “Not in Use ” for the Downloadable ACL
Name: drop down.
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Next select the Submit button to finish.
Modify Contractor Authorization Profile

Select the Contractor-Authz profile:

Next select the Common Tasks tab. Then select “static ” for the VLAN ID/Name drop down option, and then type
CONTRACTOR in the value input field. Under the ACL section, change “static " to “Not in Use ” for the
Downloadable ACL Name : drop down.
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Next select the Submit button to finish.

Global Switch VLAN Definition
Verify the following VLANSs are enabled on the Identity enabled switch.

VLAN NAME VLAN ID IP Description
Monitor Mode

DATA 210 10.200.10.x/24 All non-Voice
VOICE 211 10.200.11.x/24 Voice Only

High Security Mode (Above plus those listed below)

MACHINES 212 10.200.12.x/24 Managed Host/Assets
GUEST 213 10.200.13.x/24 Non-802.1X Responsive Host
CONTRACTOR 214 10.200.14.x/24 Reserved for Contractors
AUTHFAIL 215 10.200.15.x/24 Failed 802.1X Attempts
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“show run | begin vlan internal”

Switch Port Configuration

Access your switch console and remove the “ip access-group PRE-AUTH in” and “authentication open” on all of the
Identity enabled ports you have configured in the previous Monitor and Low Impact modes.

Interface range fa2/1-16
shut

switchport access vlan 210
switchport voice vlan 211
switchport mode access

ip access-group PRE-AUTH in <- Remove this entry
no ip access group PRE-AUTH in

authentication open <- Remove this entry

no authentication open

authentication host-mode multi-domain
authentication port-control auto

mab

dotlx pae authenticator

ip verify source vlan dhcp-snooping

no shut

Once complete, make sure you shut and no shut the affected interfaces.

Test Scenarios—IBNS High Security Mode

Global AAA/RADUS Configuration Verification
This verification should not be necessary, since we validated this in the previous sections.

Validate Host Network Connectivity and Network Services

A useful I0OS show command is the “show authentication sessions ”. This displays the state of all Identity enabled
switch ports on that switch. We will also show you a port specific derivative of this command in the following
sections.
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10S Command: show authenticated sessions

You can also see the authentication status for a specific port (e.g. show authentication session interface f2/1).

Another quick summary view is to look at the Authentication and Authorization logs within ACS Reporting and
Monitoring.
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This second screen shot is the same list of hosts. We have just scrolled to the right to show the rest of the data
available.

As you can see, all of the administratively allowed devices have successfully authenticated and received the
authorization policy as prescribed. Note that the host with the MAC address 00-06-25-04-C2-95 failed authentication.
By having this log, we know that someone has plugged in a rogue device on switch id-4503-2 on port 50214
(ie:F2/14). Per policy in High Security mode, this device will not be allowed to gain access to the network.

Managed Assets—802.1X Capable

802.1X Cisco IP Phone

This simple verification step is to look at the phone and verify it has an IP address and has connected to the call
manager. One easy test is to pick up the phone and see if it has dial tone. If it does, chances are everything is
working fine.

For further verification we can look at the switch port status.

We can see here that the phone successfully authenticated via 802.1X and was placed in the Voice VLAN and the
host mode is multi-domain.
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WindowsXP + SSC (802.1X Supplicant/Client)
From the WindowsXP interface, double click the SSC icon (ie: the round green icon) in the tray bar.

This will load the SSC dialog window showing the status of your connection.

For further verification we can look at the switch port status.

Managed Assets—Non-802.1X Capable

Cisco IP Phone (No 802.1X Supplicant)

Again verify a dial tone and look at the switch port’s authentication status. From before, two (2) non-802.1X phones
are on ports F2/12 & F2/13. We can also determine where they are connected from the IOS commands; show cdp
neighbors, show ip dhcp snooping binding, and show authentication session, as well as, AAA logs from ACS.

I0S Command: show authentication sessions interface f2/12 & f2/1 3
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As you can see from the output from these 10S show commands, we have two devices authenticated on each port;
1) phone authenticated and 1) PC authenticated. The phones are placed in the Voice domain and the PCs in the
Data domain.

For port F2/12, we have the phone and the PC both authenticated via MAB, and on port F2/13, we have the phone
authenticated via MAB and the PC authenticated via 802.1X. Both ports have the same configuration. This is the
power of FlexAuth + Multi-Auth.

Furthermore, using the “show vlan” command we can see that interface f2/12 is in both the VOICE and
CONTRACTOR vlans.

© 2009 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 74 of 77



Configuration Guide

The phone that is in the VOICE domain has been placed in the VOICE VLAN and the PC that is in the DATA domain
is in the CONTRACTOR VLAN.

You can also repeat the validation steps performed in the Monitor Mode section for a complete validation.

High Security Mode—Summary

As stated earlier, High Security Mode operates in the traditional IEEE 802.1X closed mode, whereby all
communications are blocked accept EAPoL until a host has successfully authenticated. For those environments,
where authentication is required before any access is to be granted, High Security Mode is the right choice.

Knowing who and what connects to your network can enable you to control and customize network access. It can
also enhance your ability to meet regulatory requir ements.

By following a phased deployment strategy, you can gain visibility, strengthen your access security, promote
regulatory compliance, and provide differentiated services—all with minimal impact to the network. This is the
power of Identity-Based Networking.

For more information on Identity-Based Networking Services, please visit http://www.cisco.com/go/ibns, where you
will find white papers, presentations and deployment information.

Increase your networks availability through the world’s leader in networking, Cisco. Welcome to the human network.
Appendix

Create Certificate for Your WindowsXP browser
Access your CA via your browser. (e.g. http://idux.local/certsrv/)
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Select Download a CA Certificate, Certificate Chain, or CRL:

Download a CA Certificate

ACS only supports DER certificate format. Save the cert (idux-local-ca-cert.cer) for installation into your
browser or applications.
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